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PREFACE

This assessment of the anti-money laundering (AML) and combating the financing of
terrorism (CFT) regime of Bermuda is based on the Forty Recommendations 2003 and the Nine
Special Recommendations on Terrorist Financing 2001 of the Financial Action Task Force (FATF).
It was prepared using the AML/CFT assessment Methodology 2004, as updated in June 2006. The
assessment team considered all the materials supplied by the authorities, the information obtained
on-site during their mission from May 7 to 23, 2007, and other information subsequently provided
by the authorities soon after the mission. During the mission, the assessment team met with
officials and representatives of all relevant government agencies and the private sector. A list of the
bodies met is set out in Annex 1 to the detailed assessment report.

The assessment was conducted by a team of assessors composed of staff of the International
Monetary Fund (IMF) and three expert(s) acting under the supervision of the IMF. The evaluation
team consisted of: Manuel Vasquez (LEG, team leader and financial sector expert); Antonio
Hyman-Bouchereau (LEG, legal expert); Ross Delston (legal expert under LEG supervision,
lawyer); and John Abbott (expert under LEG supervision, Designated Non-Financial Businesses
and Professions) (DNFBP). The assessors reviewed the institutional framework, the relevant
AML/CFT laws, regulations, guidelines and other requirements. The mission also reviewed the
regulatory and other institutional systems in place to counter money laundering (ML) and the
financing of terrorism (FT) through financial institutions (FIs) and DNFBP. The assessors also
examined the capacity, implementation, and effectiveness of all these systems.

This report provides a summary of the AML/CFT measures in place in Bermuda at the time
of the mission and shortly thereafter. It describes and analyzes those measures, sets out Bermuda’s
levels of compliance with the FATF 40+9 Recommendations (see Table 1) and provides
recommendations on how certain aspects of the system could be strengthened (see Table 2). The
report was produced by the IMF as part of the assessment of Bermuda under the Offshore Financial
Center Assessment Program (OFC). It was presented to the Caribbean Financial Action Task Force
(CFATF) and endorsed by this organization at ministerial meeting in November, 2007.

The assessors would like to express their gratitude to the Bermudian authorities and
institutions for their excellent cooperation and assistance throughout the assessment mission.



EXECUTIVE SUMMARY

Key Findings

1. There has not been much change in the AML/CFT regime since the AML legislation
and Guidance Notes (GNs) were brought into force in 1998, and the last IMF assessment in
2003. Apart from a few changes to the Proceeds of Crime Act (POCA) and the GNs, the only
significant new legislation enacted was the Anti-Terrorism (Financial and Other Measures) Act
2004 (ATFA). New draft GNs, prepared soon after the last IMF mission, are still to be finalized and
implemented. The current AML/CFT regime has, therefore, not kept pace with changes in the
FATF Recommendations, and the authorities have been slow in implementing a number of key
recommendations from the last IMF assessment, particularly with respect to the reporting entities in
the financial and non-financial sectors. At the time of the mission several pieces of new legislation
were under consideration by Parliament to address a number of weaknesses in the regime as
described below.

2. The lack of sufficient reforms to the AML/CFT regime has also limited Bermuda’s
ability to apply risk-sensitive approaches to controls in the reporting entities sector permitted
under the FATF Recommendations. In Bermuda’s case, the application of risk-based approaches
seems particularly relevant not only to the insurance sector, but also to other types of financial and
non-financial activities. The AML Regulations and GNs contain exemptions or a reduction in the
application of customer due diligence (CDD), but lower risk has not been proven in all cases, and
some are clearly inappropriate. Implementation of the recently passed legislation (post mission),
and proposed draft Regulations and GNs can address some of the identified weaknesses in the
preventive regime and, as contemplated, can provide for a more risk-based approach to compliance
and supervision.

Legal Systems and Related Institutional Measures

3. The criminalization of ML and FT is generally comprehensive, with offenses applying
to both natural and legal persons, and to the requisite predicate offenses. However, it is
difficult to assess effectiveness of the legal framework given that there has been only one
prosecution for ML in the last five years, as well as limited ML investigations. With respect to FT,
there have been no prosecutions, investigations, or SARs filed.

4, Under current law, Protections from civil liability, but not criminal liability, only
apply to those who file ML-related SARs. In addition, regulated institutions who file FT-related
SARs are not explicitly protected from either civil or criminal liability. The tipping—off offense is
narrowly focused on investigations, rather than explicitly prohibiting disclosures relating to a SAR
being filed or the contents of the SAR.

5. The Bermuda Monetary Authority (BMA) has a wide array of formal sanctioning
powers available to it but has never imposed them against a financial institution (FI) for a
deficiency or violation of AML/CFT requirements. The practice has been for the BMA to apply
moral suasion and less formal approaches to enforcement of compliance with these and other



requirements, generally through the issue of warning letters, and these have been used only in a few
cases.

6. The legal framework for investigation and prosecution of ML is well-developed, and
law enforcement and prosecutorial staff are highly motivated and professional. However, the
staffing and budgetary (e.g. for training) constraints in the office of the DPP and the FIU may have
contributed to a low number of ML investigations, limiting their ability to carry out their
AML/CFT tasks effectively. There have been no ML prosecutions in the last three years despite the
relatively large number of SARs. In practice, only a small number of SARs that are analyzed are
fully investigated. The number of vacant positions in the DPP’s office should be filled, and efforts
made to retain professional staff. The recruitment policy should therefore be revisited to ensure the
adequacy and continuity of staff responsible for AML/CFT issues. Investigating and prosecuting
AML/CFT cases should be made a priority by the law enforcement authorities including the
provision of adequate funding and staffing.

7. Bermuda’s FIU should be more adequately funded, staffed and provided with
additional technical resources, including for instance expertise in forensic accounting. The
FIU is part of the Bermuda Police Service and is a member of the Egmont Group. All police
officers within the FIU have training in basic financial investigations, and most have been trained
in areas such as confiscations, money laundering, and advanced financial investigative techniques.
However, the current volume of work impacts the effectiveness of the FIU in undertaking timely
analysis and investigation. The number of staff positions allocated to the FIU is insufficient and
assigning non-ML/FT duties to its police officers places further strain on available resources. The
sufficiency and continuity of FIU staff should be reviewed, including during the planned transition
from a police-based to an administrative FIU over the next 12 months. In this regard, there will be a
need for adequate staff during the transitional period to avoid operational gaps and to efficiently
manage the transfer of the intelligence-related tasks of the new FIU.

8. At the time of the mission, three important draft laws were under consideration which
were enacted in June 2007. These are amendments to the Proceeds of Crime Act (POCA), the
Criminal Justice International Cooperation (Bermuda Act), and the Financial Intelligence Agency
Act (FIA Act) to establish an administrative FIU. Once implemented, these new laws will address
a number of the weaknesses in the AML/CFT legal framework identified by the mission.

Preventive Measures—Financial Institutions

9. The scope of the AML regulatory framework does not address CFT issues, and does
not cover key areas of the financial sector, including life insurance business and certain
elements of the investment/mutual funds sector. The lack of coverage in these areas constitutes
an important deficiency in Bermuda’s AML/CFT regime, particularly in light of its role in the
international financial system, even though life insurance does not account for the largest share of
this sector. The POC Regulations and GNs remain practically unchanged since the last IMF
assessment mission in 2003; this in spite of the weaknesses previously identified, a major upgrade
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of the international AML/CFT standards in 2003, and continued growth in the financial services
industry. At the time of the mission, the authorities had prepared draft new Regulations and were
contemplating amending the GNs, pending passage of proposed new legislation that was passed
subsequent to the mission in June 2007.

10. The regulatory framework for FIs lacks basic customer due diligence (CDD)
requirements, and risk-based approaches to compliance and supervision are underdeveloped.
CDD requirements are narrowly focused on customer identification, and there are no provisions for
complying with key CFT recommendations such as those for wire transfers. These and other
deficiencies do not facilitate effective implementation, supervision, and enforcement. In addition,
the GNs do not provide sufficient guidance for purposes of implementing broad-based CDD, and
contain a number of customer identification provisions that could be detrimental to compliance. A
key challenge also lies in the ability of FIs headquartered in Bermuda to implement and monitor
their global operations. Increased attention should be given to the management of cross-border
ML/FT risks, especially those associated with business relationships and transactions introduced
through local and foreign intermediaries. In addition, compliance with recordkeeping requirements
can be strengthened including for beneficiary clients and business relationships established before
the AML/CFT legislation was introduced.

11. A key strength of Bermuda’s supervisory regime is the integrated nature of financial
sector supervision by the BMA and the professionalism of its staff. The BMA has a relatively
strict licensing regime, which has contributed to the stability of its financial sector. Nonetheless,
AML/CFT supervision is still developing particularly with respect to onsite inspections. While the
BMA continues to improve its supervisory systems and processes, enhanced capacity, skills and
resources are required to strengthen the AML/CFT supervision, particularly onsite inspections in
key industries, namely the insurance and investments services sectors. The BMA also faces
practical constraints in its ability to effectively conduct ongoing consolidated AML/CFT
supervision, especially in the insurance sector and on a cross-border basis. This will require careful
resource management and increased collaboration with other key players such as external auditors
and overseas regulators. The conduct of sector-specific ML/FT risk assessments should be
considered to better manage the supervisory process, identify supervisory priorities, and more
efficiently allocate resources.

12. There is good cooperation between the BMA and the financial sectors, but the absence
of specific sanctions for AML/CFT breaches limits the effectiveness of the BMA’s compliance
oversight regime. To this end, more focused risk-based AML/CFT inspections should be
conducted and where necessary enforcement action taken. The BMA has started to develop more
broad-based onsite supervisory programs, which should be expedited across all sectors. Following a
risk-based approach, the BMA should place increased attention in its onsite procedures to
reviewing compliance with CDD requirements for beneficiaries including more rigorous
enforcement of such requirements for accounts in existence when the AML regime was introduced
in 1998.
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Preventive Measures—Designated Non-Financial Businesses and Professions

13. A comprehensive AML/CFT framework for DNFBPs was only beginning to be put in
place at the time of the mission. Only trust service providers were subject to AML/CFT
preventive measures including for monitoring compliance with these requirements. Other relevant
DNFBPs are subject to the general requirement to report suspicious activities that applies to all
citizens but, in the absence of an effective system of preventive measures and compliance
oversight, these requirements are not being effectively implemented. It is rare that DNFBPs, other
than trust services businesses, file SARs, even though, as mentioned above, there is a general
obligation on all persons to report.

14. Lawyers, accountants, trust service providers, and company service providers are key
gateways to the highly sophisticated and internationally active financial sector of Bermuda,
but the ML vulnerabilities of these sectors have not been closely analyzed. Although there is
little analysis to back this up, the risks of ML and FT through these sectors are generally perceived
by the professions to be low. Regulation and supervision of the trust service business (TSBs)
mitigate against these risks through trust operations. In addition, relatively strict requirements and
procedures for the incorporation of Bermudian companies also reduce the potential for ML/FT in
this sector.

15. Local drug traffickers utilize the proceeds of drug trafficking to facilitate further drug
shipments, as well as to acquire assets. Investigations related to possible confiscation orders
frequently find that drug traffickers have used their proceeds to invest in local property, generally at
the lower to middle end of the market, and frequently through the use of nominees. Car purchases
are also a common use of the proceeds of drug trafficking. Access by non-residents to the Bermuda
property market is tightly restricted which may limit the attractiveness of this sector for
international money launderers.

16. Plans are well advanced to bring lawyers and accountants in public practice, as well as
corporate service providers, within the AML/CFT preventive regime, but supervisory
arrangements are not yet agreed. These plans include amendments to the POCA which are now
moving toward approval by the legislature, and draft amendments to the POC Regulations which
should include lawyers, accountants and corporate services providers under the preventive regime.
The provisions under consideration fall short of FATF standards in several respects, particularly in
regard to the scope of activities of lawyers and accountants that would be subject to AML/CFT
requirements. Subsequent to the mission, on June 22, 2007, the POCA was amended to bring
lawyers and accountants under the preventive measures regime. As amended, the scope of
activities of lawyers and accountants that are subject to AML/CFT is narrower than called for under
the FATF Recommendations.

Legal Persons and Arrangements and Non-Profit Organizations

17. Bermuda is not a significant jurisdiction for the incorporation of companies, and there
are a range of controls to mitigate the risk that legal entities and trust arrangements will be
misused for illicit purposes. Incorporation of Bermuda companies requires that ultimate
beneficial ownership be established twice before registration is accepted; once by the party
submitting the application (who would normally be a lawyer), and again, independently by the
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authorities. Companies are required to maintain a register of shareholders which is accessible to the
public. With respect to trusts, any person offering trust services as a business is required to be
licensed and supervised by the BMA as a financial institution. TSBs are required to establish the
identity of parties to a trust including settlors and ultimate beneficiaries. Law enforcement can gain
full access to such CDD information and can share it with foreign authorities.

18. In the NPO sector, charities are required to register if they are to raise money from the
public. Ongoing oversight of charities is light but compliance with legal requirements appears to
be good. Most funds raised in Bermuda are applied in Bermuda and the vulnerability of the sector
to ML and FT appears to be low. However, no risk assessment has been undertaken and AML/CFT
is not a focus of the oversight of the charities sector.

National and International Cooperation

19. With respect to domestic cooperation, the National Anti-ML Committee (NAMLC)
brings together key ministries and departments and fills in practice the AML/CFT policy
formulation role in Bermuda. NAMLC’s main legal mandate is, however, to advise the Minister
of Finance and to issue industry guidance on AML issues, not to coordinate the formulation and
implementation of AML/CFT policy. In practice, there is also a lack of conventional cooperation
mechanisms among governmental institutions on AML/CFT issues generally, which has resulted in
a fragmented informal approach. This situation may have contributed to the slow pace of legal and
institutional reforms since the last IMF assessment in 2003.

20. With respect to international cooperation, there is a more adequate and comprehensive
legal and institutional framework that is largely consistent with international standards.

Other Issues

21. The Suppression of the Financing of Terrorism (SFT) and Palermo Conventions have
not been extended to Bermuda by the United Kingdom. While this is not entirely within the
power of Bermuda to address, it is a situation that should be remedied without delay.

22. Bermuda does not have a declaration or disclosure system in place for the physical
cross-border transportation of cash and bearer instruments. While the authorities have plans to
implement such a system, it should, inter alia, provide for the declaration of both incoming and
outgoing transfers.
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DETAILED ASSESSMENT REPORT

1 GENERAL
1.1 General Information on Bermuda

23. Bermuda is Great Britain’s oldest overseas dependent territory with internal self-government
comprising the Bermudas or Somers Islands, an archipelago of some 150 islands in the Atlantic
Ocean about 570 miles east southeast of the mid-Atlantic region of the United States. It covers an area
of approximately 21 square miles and has a population of 65,773 (July 2006 est.). The Head of State
is the British monarch, whose representative is the Governor, who in turn appoints as Premier the
member of the House of Assembly who appears to him best able to command the confidence of a
majority of the members of that House. The Governor also appoints other ministers in accordance
with the advice of the Premier. The legislative branch of government is bicameral, consisting of a
senate of 11 appointed members and a House of Assembly of 36 elected members. The Bermuda
Constitution Order 1968 establishes the current parliamentary system and maintains Bermuda’s status
of internal self-government with a high degree of control over its own affairs, except for defense,
internal security, and international affairs. Bermuda relies on the United Kingdom (UK) to extend to it
relevant provisions, including international conventions and United Nations Security Council
Resolutions (UNSCRs).

24, Bermuda’s legal system is based on the British model consisting of codified legislation and
English common law. The court system is made up of Magistrate Courts, a Court of Appeal, and a
Supreme Court with final appeal to the Privy Council in Britain.

25. With a GDP per capita of US$76,403 (nominal terms 2005), Bermuda is one of the most
prosperous countries in the world. Its economy is based primarily on international financial services
and tourism, both of which represented a significant portion of Bermuda's nominal GDP of $4.8
billion, or real GDP of $3.7 billion (at 1996 constant market prices). The Bermuda economy has
exhibited strong growth over the last decade largely attributed to the expanding international business
sector. It has a fixed exchange rate that is pegged to the US dollar at par US$1.00=BMD$1.00.

26. The Bermuda government has excellent credit ratings placing the country among the most
creditworthy sovereign borrowers in the world, and is an indicator of good governance. Official
corruption is minimal, and has been a criminal offence since the Criminal Code Act was passed in
1907. In addition, the Bermuda government has agreed in principle to have the UN Convention
against Corruption extended to it by the UK. Leading credit rating agencies have stable or positive
outlooks on Bermuda primarily based on its commitment to high standards of fiscal prudence, its
standing as an significant international financial center, and a proven track record of managing the
economy and business environment.

27. Bermuda places much importance on the fitness of owners and the types of businesses it
authorizes to operate in and from within Bermuda. This approach has helped in preserving the
stability of its financial services industry. Leading this effort is the Bermuda Monetary Authority
(BMA), an integrated financial regulator established in 1969. The BMA seeks to promote a high level
of compliance with international financial standards, including those set by the Basel Committee,
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IOSCO and IAIS. Bermuda is a member of the Offshore Group of Banking Supervisors, the Basel
Cross Border Banking Group, as well as of the IAIS and IOSCO.

28. Bermuda is a member of the Caribbean Financial Action Task Force (CFATF). Its AML/CFT
legal framework includes the Proceeds of Crime Act 1997, the Anti Terrorism (Financial and Other
Measures) Act 2004, and the POC Regulations. Non-mandatory AML guidelines have also been
issued to provide practical guidance to the implementation of the legal requirements. Bermuda has
also formed a National Anti-ML Committee, whose main mandate is to advise the Minister of Finance
and issue guidelines on AML issues. The last AML/CFT assessment of Bermuda was conducted by
IMF in March 2003, (as part of an OFC assessment) using the October 2002 Methodology and based
on the FATF 40+8 Recommendations prevailing at that time. That assessment found Bermuda to be
compliant or largely compliant with a majority of the Recommendations.

1.2 General Situation of ML and Financing of Terrorism
The ML Situation

29. There has been only one prosecution for ML in Bermuda. That prosecution was successful,
and currently there are several other cases pending prosecution. In 2001, Bermuda established a
Confiscated Assets Fund which now has a balance of over US$700,000.00, with an additional $1
million confiscated but not yet deposited in the Fund.

30. Bermuda is not known as a major source country for predicate crimes that would give rise to
ML/FT. It is not a drug producing country nor is it an important transshipment point for drugs to other
countries. Law enforcement authorities have made seizures of cannabis, cocaine and other illegal
drugs, in many cases on the strength of intelligence provided by the US Drugs Enforcement Agency.
The authorities have made arrests and drug seizures over the last five years, but the trend has been
rather flat, except for 2003, when the number of arrests and drug seizures increased sharply.

Box 1. Number of drug-related arrests and seizures, 2002-2006

2002 2003 2004 2005 2006
Total arrests 494 611 561 516 526
Total seizures 781 951 946 824 813
31. Bermuda is, however, exposed to ML risk from predicate crimes occurring in other countries,

particularly through its large international financial services sector. To address some of this risk, the
authorities have passed two important pieces of legislation: The Proceeds of Crime Act (POCA 1997)
and The Proceeds of Crime (Money Laundering) Regulations 1998. Both instruments came into force
in January 1998. The Regulations imposed, inter alia, procedures requirements on FIs in the areas of
customer identification, recordkeeping, and suspicious activity reporting. In 2000 and 2003, Bermuda
underwent evaluations of its financial supervisory and AML/CFT regimes by the UK (KPMG review)
and the IMF, respectively. These evaluations concluded that Bermuda ranked as one of the most
developed offshore jurisdictions that had made considerable progress towards meeting international
financial standards. However, since the IMF’s assessment, there has been little change to the



15

AML/CFT legal and regulatory framework. At the time of the mission in May 2007, amendments to
the POCA had been laid before Parliament, including for the establishment of a new Financial
Intelligence Agency (FIA) to replace the current FIU.

The Terrorist Financing Situation

32. To date, there has been no evidence of terrorism or FT in Bermuda. To address FT issues, the
UK has extended by Order in Council a number of legislative measures to Bermuda to comply with
UN requirements. These measures include: The Terrorism (United Nations Measures) (Overseas
Territories) Order 2001; The Afghanistan (United Nations Sanctions) (Overseas Territories) Order
2001 (as amended in 2001); and The Al-Qa’ida and Taliban (United Nations Measures) (Overseas
Territories) Order 2002. After the IMF’s assessment in 2003, Bermuda enacted its own domestic FT
legislation by passing the Anti-Terrorism (Financial & other Measures) Act 2004 (ATFA).

1.3 Overview of the Financial Sector
Banks and Deposit-taking Institutions

33. Bermuda, with only four licensed banks and one deposit-taking company, is not a significant
international banking center. These FIs have total assets as of June 2006 equivalent to approximately
US$23 billion and US$20 billion in deposits. The four banks have 15 branches in Bermuda and the
two largest banks have 33 overseas subsidiaries. There are no current statistics on off-balance sheet
assets under administration, but end of 2005 data indicate the total to be about US$51.3 billion. No
information with respect to non-resident deposits is collected and available. In addition, there is one
credit union, with members exclusively from a local labor union, which is also supervised by the
BMA under delegated authority from the Minister of Finance.

34. A number of banks are members of financial groups with affiliates involved in trust business,
investment companies, and other organizations. At the time of the mission, there were some 25
entities that belonged to such groups. These groups are supervised by a special team of the BMA.
Bermuda has adopted an integrated approach to supervision assigning supervisory responsibilities to
the BMA as a single integrated supervisor for banks, deposit taking companies, trust business,
insurance, investment business including mutual fund administration, money services business (none
licensed as yet), and credit unions under delegated authority from the Minister of Finance.

Insurance Sector

35. Bermuda has a significant international insurance/reinsurance market consisting of
approximately 1,433 companies in four different classes of licensees as follows:

Class 1: 355 companies (single parent captives insuring risk of its owners or affiliates).

Class 2: 399 companies (a) multi-owner captives insuring risk of its owners or affiliate owners; and
(b) a single—parent and multi-owner captives and/or deriving up to 20 percent of its net premiums
from unrelated risk).
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Class 3: 566 companies (other than Class 1, 2, and 4 including (a) re-insurers writing third party

business; (b) insurers writing direct policies with third parties; (c) single parent, group, association, or

joint venture captives where more than 20 percent of their net premiums written arise from risks
which are unrelated to the business of the owners; and (d) finite insurers and rent-a-captives).

Class 4: 40 companies (high end insurers and re-insurers capitalized at a minimum of US$100 million

underwriting direct excess liability and or property catastrophe reinsurance risk.

Long term Insurers (80) and composite insurers (40): 120 companies.

36. Total gross premiums exceed US$105 billion of which more than 20 percent consists of pure
long term (life) insurance and about 30 percent including life and composite insurance. There are
sixteen authorized insurance intermediaries including agents (5), brokers (4) and managers (7).

37. The latest available statistics at the time of the mission are from 2005, with respect to the
domicile of owners of insurance companies and their respective premium amounts, providing an
indication as to the geographic area where they conduct business. These are set out in the box below.

Box 2. Market Statistics by Domicile of Beneficial Owner/s

For the Year ended 31st December, 2005

Domicile of Owners No. Co's Gross Net Total Assets Cap. and
Premiums Premiums Surplus
Captives
Africa/Middle East 5 27,44,672 21,002,050 108,192,616 26,729,865
Asia 25 215,971,468 165,344,814 656,147,177 429,681,914
Australia/New Zealand 6 46,824,788 38,080,946 73,026,946 15,607,920
Bermuda 57 917,642,727 792,106,119 1,919,939,028 671,829,982
Caribbean/Latin America 28 210,121,210 158,330,733 440,039,100 219,500.112
Europe 126 3,179,943,541 2,259,204,464 11,620,975,807 6,002,038,337
North America 622 14,832,142,109 11,635,976,352  50,193,027,822  18,439,813,994
Sub-Totals: 869 19,430,090 15,070,045,478  65,011,348,496  25,805,202,124
Professional Ins./Reinsurers
Africa/Middle East 7 943,077,905 880,952,128 1,609,283,847 79.659,770
Asia 16 263,093,758 245,071,173 1,580,270,024 847,848,664
Australia/New Zealand 3 268,305,394 226,198,077 722,475,384 245,085,629
Bermuda 85 27,830,982,922  24,344,121,806 109,620,815,428  38,457,808,675
Caribbean/Latin America 17 465,319,614 446,196,202 9,832,160,347 3,096,007,851
Europe 71 4,207,375,201 2,795,179,843  27,801,654,782 7,226,872,033
North America 244 47,273,804,085 42,267,367,259 113,644,215,288  34,275,826,323
Sub-Totals: 443 81,251,958,879  71,205,086,488 264,810,875,100  84,229,109,445
Totals: 1,312 100,682,049,394 86,275,131,966 329,822,223,596 110,034,311,569

Investment Services, Mutual Funds and Securities Market

38. As of September 30, 2006, there were about 1,267 registered mutual (investment) funds in
Bermuda comprising some 2,161 investment portfolios with net asset values totaling in excess of
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USD 210 billion. A new licensing regime for fund administrators is in process of being implemented
under the Investment Funds Act 2006, which allows firms conducting such business (about 58 firms)
a 12-month grace period starting March 2007. Statistics on the types of funds and their assets are
provided below.

Box 3. Mutual Funds (Collective Investment Schemes)

2005-Q2 2005-Q3 2005-Q4 2006-Q1 2006-Q2 2006-Q3 2006-Q4
MUTUAL FUNDS 849 836 846 850 869 878 906
Umbrella Funds 67 60 62 62 62 63 67
Sub-Funds 405 328 315 293 284 279 283
Segregated Account Companies 45 49 55 61 64 67 69
Segregated Accounts 247 290 331 394 394 393 390
Total 1,613 1,563 1,609 1,660 1,673 1,680 1,715
Unit Trusts 105 101 105 107 108 108 109
Umbrella Trusts 81 71 114 122 139 151 151
Sub-Trusts 227 211 215 232 232 222 215
Total 413 383 434 461 479 481 475
TOTAL PORTFOLIOS 2,026 1,946 2,043 2,121 2,152 2,161 2,190
TOTAL NUMBER OF SCHEMES 1,147 1,117 1,182 1,202 1,242 1,267 1,302
TOTAL NET ASSET VALUE ($ Billions) $178.58 $180.01 $187.53 $209.07 $207.52 $210.95 $211.52

39. Bermuda has also established a stock exchange (The Bermuda Stock Exchange) with a fully-
electronic offshore securities market. It has been in operation since 1971, and the BSX currently lists
securities for about 72 companies and 346 investment funds, mostly offshore issuers, with a market
capitalization of about US$350 billion, of which the domestic market comprises about US$2.6 billion.
Some 18 broker-dealers have been authorized to trade in this market.

40. The following box sets out the types of Fls that can engage in the financial activities that are
within the definition of “financial institutions” in the FATF 40+9.
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Box 4. Types of FIs

Institution No. Total assets Supervisor and Governing Law
Licensed/authorized (US$
equivalent)
a) Bank and Deposit 4 banks US$ 23.1 Bermuda Monetary Authority: Banks and Deposit
Companies 1 Deposit Co. billion Companies Act 1999
b) Licensed 58 Bermuda Monetary Authority: Investment Business
Investment Businesses Act 2003
(dealing, arranging &
underwriting securities
issues, investment
managing & advice,
safeguarding &
administration of
investments).
¢) Investment Fund 40-50 Bermuda Monetary Authority: Investment Funds Act
Administrators: only 2006. No fund administrator has been licensed
for processing because the Act provided a grace period of 12
subscriptions and months starting March 2007 when the Act was put
redemptions for mutual into effect. They have, however, been subject to fit
funds/collective and proper screening by the BMA.
investment schemes.
d) Investment 1,267 US$211 Bermuda Monetary Authority: Investment Funds Act
(mutual) Funds billion (net) | 2006.
e) Insurance 80 US$21 Bermuda Monetary Authority: Insurance Act 1978.
Business: long-term billion. Only approximate figures available for end 2006,
insurance including some 80 long-term insurers and about 40
composites accounting for a total of about US$32
billion in gross premium.
f) Credit Union 1 US$10 Bermuda Monetary Authority: Credit Unions Act
million 1982
(approx.)
g) Payments systems 1 NA Bermuda Monetary Authority: Electronic payments
services and other money services firm unsupervised but
expected to be licensed under the Bermuda Authority
Act 1969 and Money Service Business Regulations
2007.
h) Money Service 0 NA Bermuda Monetary Authority: Bermuda Authority
Business' Act 1969 and Money Service Business Regulations
2007.
1) Voluntary 0 There are no voluntary institutions under Reg. 3(4)
Regulated Institutions but in the past there has been at least one.

At the time of the mission, the authorities were aware of only informal funds transfer system that had been in operations
until recently which catered to the outward remittance needs of expatriate workers in Bermuda. No estimate of the volume
of such activity was known and it is believed that such operation is not longer in existence. The authorities were not aware

of any other informal system operating in Bermuda.
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41.  Apart from information on the foreign subsidiaries of Bermudian banks, there is no information
readily available to the BMA with respect to branches and subsidiaries of long term insurance
companies.

42.  The BMA is the sole regulator of the financial services sector in Bermuda and has
responsibility for authorizations, registrations, and prudential supervision. As part of its supervision,
BMA is responsible for reviewing the AML/CFT systems and controls of licensed entities in order to
check compliance, and to ensure they are managing their risks prudently. The AML Regulations,
however, do not cover life insurance business, and only certain aspects of mutual fund administration
(subscriptions and redemptions) services are covered. At the time of the mission, the sole payments
systems services provider was not subject to BMA’s supervision but was being considered for
licensing.

43.  There is also a very active Compliance Association consisting of compliance officers from a
number of regulated FIs. This association is very active in Bermuda and a key focus of its activities
relates to AML/CFT issues.

1.4  Overview of the DNFBP Sector

44.  The following boxes summarize the AML/CFT framework for DNFBPs in Bermuda as of the
time of the mission, and provide some of the key characteristics of each of the DNFBP sectors and
activities.

Box 5. AML/CFT Framework for Bermuda DNFBPs

Sector Applicable AML/CFT Requirements Supervised Guidance
Covered by CDD Record Compliance SAR for Issued
Legislation (yes/no) Keeping Program Reporting AML/CFT
(Law) (yes/no) (yes/no) (yes/no)
Supervisor
Lawyers No (Yes, No (Yes, No (Yes, No (Yes, Narrow No No
post- post- post- post-mission)  obligation
mission) mission) mission)
Notaries No No No No Yes No No
Auditors No (Yes, No (Yes, No (Yes, No (Yes, Yes No No
post- post- post- post-mission)
mission) mission) mission)
Accountants No No No No Yes No No
Trust Service Yes Yes Yes Yes Yes Yes Yes
Providers
Company Service No No No No Yes No No
Providers
Casinos N/A N/A N/A N/A N/A N/A N/A
Dealers and No No No No Yes No No

retailers in

Precious Metals

and Stones

Real Estate No No No No Yes No No
Agents
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Box 6. Characteristics of Bermuda DNFBPs

Sector Size and Scope of Sector Activity Distinctive
Licensed or Financial Practices or Transactions
Registered

Lawyers 42 law firms. Approximately 325 Yes, by the Bar Bermuda law firms provide a very
lawyers certified to practice. Must be Association broad range of commercial and
certified by the Bar to provide legal financial services.
advice.

Notaries Only lawyers may be notaries. Notaries, = No The notary function in Bermuda is
as such, do not prepare for, or engage in, generally limited to verification of
or carry out transactions for clients. identity and authentication of

signatures.

Accountants 165-170 members of Institute of Yes, for public Only members of ICAB may render

Trust Service

Chartered Accountants of Bermuda
(ICAB) are public accountants, mainly
providing audits services.

A small number of non-ICAB
professional accountants provide non-
audit accounting services.

33 licensed trust service companies. 3

accountants
under ICAB

Yes, licensed

opinion on financial statements. No
formal requirements govern activities
the small number of non-ICAB
independent accountants who may offer
arange of accounting and business
consultant services.

Trust licensees who deal only with non-

Providers licensed trust companies affiliated with resident clients are subject to full scope
banking groups and 2 licensed trust of regulation. Full range of trust
companies owned by law firms carry on services is available in Bermuda, with a
the majority of trust business. market emphasis on discretionary trusts
Approximately 300 persons employed in for high net worth clients.
trust sector.

Company Services provided by a number of legal No, not a Broad range of corporate services are
Service and accounting firms regulated line of  provided by law and accounting firms.
Providers business.

Casinos Gaming activities prohibited under N/A N/A

Criminal Code. Prohibition extends to
cruise ships and internet gaming.

Dealers in Several jewelry stores deal in high value  No Cash transactions of $15,000 are rare.
Precious goods. Jewelers do not routinely buy precious
Metals and metals and stones from retail clients.
Stones

Real Estate 56 agents and approximately 200 Yes, licensed Only licensed salesmen may sell real
Agents licensed salesman, of whom under Real estate. Bermuda real estate is very

approximately 100 active. Two large Estate Agent’s expensive and many properties are held
firms account for about one half of Licensing Act through trusts.
employment and business. A total about ~ 1976.
575 transactions concluded in 2006.
45, Casinos — Casinos do not operate in Bermuda. Under the Criminal Code 1907, Section

155, gaming is prohibited in Bermuda. Under the Prohibition of Gaming Machines Act 2001 and
related legislation, the importation, purchase, sale, maintenance or use of gaming machines is strictly
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prohibited. The prohibition on gaming extends to cruise ships, which are prohibited from casino
operations while in Bermuda waters. Bermuda companies are prohibited from offering internet
gambling services.

46. Real Estate — Bermuda has a local real estate sector comprising approximately 56 Agents and
204 sales persons involved in intermediating sales/rentals of overwhelmingly local property. All
agents and salespersons are required to be licensed under the Real Estate Agents Act of 1976. The
licensing under the Act imposes some general standards about who can be involved in this sector and
enables the Minister to take action to deal with abuse. The Registrar of Companies has the Authority,
under Section 11 of the Act, to require any information he or she may require to assess the proper
conduct of business.

47. Purchase or sale of property by non-Bermuda is tightly controlled and highly taxed; each such
transaction requires exchange control permission by the Minister of Finance, through the BMA. These
features greatly diminish the liquidity of Bermuda property for non-residents and appear to limit its
attractiveness to international money launderers as a vehicle for laundering the proceeds of overseas
crime. Property transactions between Bermuda residents are not subject to similar controls. The
segmented market has created very sharp differentials in the value of property available to non-
residents and the value of property reserved for domestic residents, creating strong economic
incentives for ineligible parties to attempt to buy property that is restricted to residents. Trust
agreements designed to mask underlying ownership appear to have been used for this purpose. There
also appears to be some ML risk in the Bermuda property market. Law enforcement investigators
frequently find that local drug traffickers have invested their criminal proceeds in the property market,
particularly in lower cost property.

48. Real estate agents are not subject to AML/CFT preventive measures requirements. The
government is considering extending the scope of application of POC Regulations to classify other
designated non-financial business, including real estate agents, as Regulated Dealers. At the time of
the mission no formal proposal had been tabled.

49. Dealers in Precious Metals/Precious Stones — There are a number of retail jeweler stores
that sell high value goods such as Rolex watches and diamond rings although there is no wholesale
market for trading in precious metals and stones. The government is considering extending the scope
of application of the POC Regulations to cover other designated non-financial business to be
classified as Regulated Dealers. This category would cover any person who, in the course of carrying
on a business, deals in goods or services, and accepts high value cash payments above a threshold
level. No formal proposal had been tabled as of the time of the mission.

50. Lawyers - The legal profession plays an important role in the Bermuda financial and
commercial sectors. In addition to offering legal advice and representing clients in legal proceedings,
law firms advise and prepare the full range of sophisticated financial transactions organized and
carried out from Bermuda. Also, subsidiaries of law firms are key providers of trust and company
services. As of January, 2007, 42 Law Firms were active in Bermuda and the Bar had issued current
practicing certificates to approximately 325 individuals.

S1. The legal profession in Bermuda is unified, consisting of barristers or attorneys. Lawyers are
not subject to the POC Regulations 1998, and thus are not required to implement mandatory
AML/CFT preventive measures. Lawyers are covered by the generalized requirements for SAR
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reporting under Section 46 (2) of POCA. However, Section 46 (3) of the Act provides an exemption
from this requirement for information received in privileged circumstances. The exemption is very
broad. There are no current arrangements for monitoring and enforcing compliance by lawyers and, in
practice, no SARs have been filed by lawyers acting as lawyers, rather than as other service providers.
Members of the Bermuda Bar Association are subject to the Barristers Code of Professional Conduct,
1981, and the Bar has legal authority to discipline members for failure to comply with the Code.

52. At the time of the mission a government sponsored bill was before the Parliament which
would amend the POCA to impose certain AML/CFT preventive obligations on professional legal
advisers in independent practice when they are involved in financial transactions. Arrangements for
the Bermuda Bar to act as an SRO for compliance monitoring and enforcement are under
consideration, but modalities have not yet been determined. Subsequent to the mission, on June 22,
2007, the amendments to POCA dealing with preventive measures for lawyers were approved.

53. Notaries - Notaries must be a barrister or attorney. The main function of notaries in Bermuda
is to verify identities and authenticate signatures. They do not prepare or carry out financial
transactions for clients.

54. Accountants - Approximately 12 public accounting firms, including both local and
international, operate in Bermuda, including offices of the 'Big Four'. Many firms specialize in
insurance, given the dominance of that sector in the Bermudian economy. In addition to traditional
auditing and accounting functions, some public accounting firms, through affiliates, are licensed trust
service providers, and some are providers of company services (CSPs). The Institute of Chartered
Accountants of Bermuda (ICAB) is the statutory governing body for public accountants. ICAB is
formally affiliated to the Canadian Institute of Chartered Accountants. Membership in the ICAB is
required to act as a public accountant. A small number of professional accountants who are not public
accountants offer various other accountancy services such as general accounting or business advisor
services. [See comment above under section 1.4.]

55. Like lawyers, accountants are not currently subject to the explicit AML/CFT preventive
obligations of the POC Regulation 1998, and are also covered by the generalized requirements for
SAR reporting under Section 46 (2) of POCA. There is no regime for monitoring and enforcing
compliance by accountants with this SAR reporting requirement.

56. At the time of the mission a government sponsored Bill was before the parliament that would
amend the POCA to impose AML/CFT preventive requirements on public accountants in limited
circumstances. Subsequent to the mission, on June 22, 2007, the amendments to POCA dealing with
the AML/CFT obligations of public accountants were adopted as law. Arrangements for the ICAB to
act as an SRO for compliance monitoring and enforcement are under consideration, but modalities not
yet been determined.

57. Trust Service Providers and Company Service Providers (TCSPs) - Bermuda firms offer
an extensive range of trust services, and company formation and management services. Provision of
trust services is a regulated activity under the Trusts (Regulation of Trust Business) Act 2001. Some
33 licensed Bermuda companies, with combined employees of over 300 individuals, offer the full
range of trust services with a market emphasis on discretionary trusts for high net worth families. The
regulatory regime focuses on conduct of business, including AML/CFT preventive measures. Trust
service providers are categorized as Fls and are subject to the POCA requirements for FIs. BMA is
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the supervisor of trust companies; it has a well developed supervisory program that includes oversight
of compliance with AML/CFT requirements.

58. Some 30-40 firms provide CSP services, including company incorporation applications,
company administration, provision of directors, and registered offices. The main company service
providers are law firms. The Bermuda Bar Act 1974 restricts persons who may be engaged to prepare
a memorandum for incorporation to lawyers and accountants. Presently about 90 percent of the
applications for incorporation are submitted by the two largest law firms.

59. As of the time of the mission, CSPs were not regulated nor were they subject to specific
AML/CFT preventive measures. Amendments to the POC Regulations were being drafted that would
bring CSPs within the scope of POCA. It is anticipated that BMA will be charged with responsibility
for oversight of CSPs.

60. While CSPs are not currently regulated, integrity risks in the company formation process are
mitigated by other controls. The Companies Act 1981 requires identification of beneficial ownership,
both at the time of incorporation and on an on-going basis, necessitating a certain level of CDD by
CSPs. Prior to acceptance by the Registrar of Companies, all company applications are individually
vetted by the BMA, including the conduct of independent due diligence on the beneficial owners and
the controllers of the company.

61. Non-Profit Organizations - Under the Charities Act 1978, every charitable organization in
Bermuda wishing to undertake money-raising activities must apply to the Registrar General to be
registered as a charitable organization. Approximately 400 charities are registered under the above
legislation and they have total revenues of approximately USD 84 million per year. (This total
excludes the Bermuda Hospital Board which alone has total annual revenue of approximately USD
120 million.)* Many of the registered charities are small, with half having annual revenues of USD
25,000 or less. Several large international charities have affiliates registered in Bermuda, e.g., Red
Cross, World Vision, Salvation Army. While most funds raised in Bermuda appear to be applied
locally, several registered charities raise funds for overseas assistance. Organizations which carry out
charitable activities in Bermuda, but which do not solicit funds from the public, are not required to
register. No information is available on the scope of these activities, but some locally-based
foundations and charitable trusts are understood to be active on the island.

62. Applications for registration are considered and authorized by the Charities Commission, an
official, all volunteer advisory board. Registration formalities are streamlined and straightforward,
including listing of officers and directors, statement of objectives, explanation of how funds will be
raised and applied, and a summary of latest financial information. The Charities Commissioners
reviews applications to confirm the public benefit of the charities’ activities, and the reputation and
capacity of the applicants. Charities are required to maintain general financial records and to fill an
annual financial statement with the Registrar General. The Commission is of the view that the files on
charities at the Register General were not well organized or up-to-date, somewhat handicapping their
usefulness for either the authorities or the public. Access to the files is permissible but cumbersome,
including payment of fees. In recent years the authorities have not encounter significant illegalities in

* Source: Urban Institute Survey of Charities in Bermuda 2005; Maio &Co analysis.
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the NPO sector aside from misappropriation of small balances. The financing of terrorism has not
been a focus of official oversight.

1.5 Overview of commercial laws and mechanisms governing legal persons and arrangements

63. Bermuda is not a significant incorporation jurisdiction. As of the end of March 2007, there
were only 16, 742 companies and 906 partnerships registered in Bermuda. Their make-up is as
follows:

Box 7. Companies and Partnerships Registered in Bermuda

Exempt companies 13,091
Overseas companies 499
Local companies 3,152
Total 16,742
Exempt partnerships 839
Overseas partnerships _67
Total 907
64. Companies - Three types of companies may be formed under the Companies Act 1981:

limited liability companies, companies limited by guarantee, and unlimited liability companies. The
Companies Act 1981 distinguishes between companies which are foreign owned, defined as
exempted companies, and those which are owned by Bermudians, defined as local companies. Only
local companies which are owned by at least 60 percent Bermudians and meet other specific statutory
criteria may carry on business in Bermuda, unless the company has the express permission of the
Minister of Finance. Overseas or “permit” companies are non-Bermudian companies that are
authorized by the Minister to carry on business in or from within Bermuda through a local branch.

65. Both the Companies Act 1981 and the Exchange Control Act 1972 impose requirements to
disclose the owners of companies and charge the BMA to vet the chain of ownership and the
beneficial owners. BMA vetting of all owners is required at the time of incorporation. Vetting of non-
resident owners is required when there are transfers of equity securities to or from persons who are
non- residents. Beneficial ownership information reviewed by the BMA is confidential and is
maintained by the Authority on behalf of the Minister of Finance.

66. The register of companies is maintained by the office of the Registrar of Companies, an office
within the Ministry of Finance. The Companies Act 1981 gives the Minister a variety of powers to
compel compliance with the Act and to sanction non-compliance. Companies formed under laws of
another country who carry on business in Bermuda are required to obtain a permit issued by the
Minister of Finance under Section 134 of the Companies Act 1981. Permission requires a full vetting
of beneficial ownership by the BMA. The register of permits is maintained by the Registrar of
Companies. There is no requirement under the Companies Act 1981 to disclose subsequent changes
of ownership for overseas companies unless specified in the permit. There is no sanction if an
overseas company misrepresents the beneficial owners. However, the Minister of Finance has the
power to revoke the permit.
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67. Under Section 130 of the Companies Act 1981, every exempted company must have:
o two directors resident in Bermuda; or
. a director or secretary ordinarily resident in Bermuda; or
. a director or resident representative ordinarily resident in Bermuda; or
. in the case of a company with shares of which are listed on an approved stock exchange,

a resident representative.

68. For local companies, it is generally accepted that one or more directors will reside in
Bermuda.
69. Under Section 65 of the Companies Act 1981, every company must have a registered office in

Bermuda and maintain at its registered office an up-to-date register of members. Information
pertaining to the share register must be retained in Bermuda. It is an offence not to make the register
available to the public. Publicly held companies listed on an appointed stock exchange are not
required to have information about the ultimate owners of its shares.

70. Trusts - Bermuda does not require trusts (as distinguished from unit trusts registered as
mutual funds, of which there are around 109) to be registered and there are no reliable figures
available on the number of trust relationships, nor of the amount of assets held in trust. It is believed,
however, that the number of trusts and amount of property held in trust are substantial. Bermuda
follows the common law with regard to the formation of trusts. The Trustee Act 1975, which is
similar to the UK legislation Trustee Act 1925, makes general provisions for trusts in Bermuda and
provides for the duties and powers of trustees.

71. The 1987 UK Trustee Act, which makes provisions of the Hague Convention on Trusts
applicable in the UK, has been extended to Bermuda and has been enacted in domestic law, under the
Trusts (Special Provisions) Act 1989. The Trusts (Special Provisions) Act 1989 follows closely the
provisions of The Hague Convention on Trusts pertaining to conflict of laws and provides a general
descriptive definition of the characteristics of a trust.

72. Provisions dealing with trusts formed for non-residents (settlors or beneficiaries), or where the
assets settled in the trust are located outside of Bermuda, are the same as those for domestic trusts.
The Trusts (Special Provisions) Act 1989 allows for the establishment of a purpose trust, other than
for charitable purposes, under specified conditions. There is no general requirement for trusts to be
registered.

73. All persons who hold themselves out as carrying on the business of offering the services as a
trustee are required to be licensed under the Trusts (Regulation of Trust Business) Act 2001. Trust
services businesses are subject the POC Regulations 1998 and supervised as FIs by the BMA. In
common with all institutions regulated for the purposes of proceeds of crime, trust service providers
must know the identity of the settlors, as well as the protectors and the beneficiaries of trusts.

74. Persons carrying on trust business in Bermuda are required to be licensed under the Trusts
(Regulation of Trust Business) Act 2001, whether or not the trusts are governed by Bermudian or
foreign law. They are also a regulated entity under the POCA and have similar obligations as trustees
of domestic trusts regarding the identity of settlors, beneficiaries and protectors.
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75. Where companies are owned by trusts the persons authorized to incorporate the companies of
a trust must submit at the time of incorporation to the BMA as the agent of the Minister of Finance
information about the trust in particular the identity of settlors and beneficiaries.

76. Partnerships - There are two types of partnerships which may be established under Bermuda
law: ordinary partnerships and limited partnerships. Some partnerships must be registered; a process
which includes official vetting of partners by the BMA. The registration requirement depends on the
residency status of the partners and on where the partnership will carry on business. In general, when
all partners are Bermuda residents or non-exempted Bermuda registered companies, no registration
or official vetting is required. In cases where one or more of the partners is a non-resident or an
exempted Bermuda registered company, registration and official vetting of partners by the BMA is
required to identify ultimate beneficial owners.

77. Foreign partnerships, whether ordinary or limited, which intend to operate in or from Bermuda
must register as overseas partnerships, including full vetting of partners by the BMA. Also, all
limited partnerships, regardless of the residency status of partners, must be registered, including
vetting of partners by the BMA. Exempted partnerships and overseas partnerships must appoint a
resident representative in Bermuda and maintain a registered office.

78. Foundations - Foundations may be formed as companies limited by guarantee. The provisions
pertaining to companies under the section dealing with companies would apply to foundations
incorporated under the Companies Act 1981, or under private Act, and subject to the Companies Act
1981. A charitable trust may also use the term foundation in its name.

1.6 Overview of strategy to prevent ML and FT
a. AML/CEFT Strategies and Priorities

79. While the authorities indicate that they have developed and reviewed an AML strategy
coordinated through the NAMLC, it does not seem to have been formally adopted as a national
strategy with clearly formulated and implemented components, e.g. in setting out policies, goals,
action plans, priorities and accountabilities. Some measures have been taken under each of the
“strategy”” components (e.g. establishment of law enforcement coordination and international
cooperation arrangements) outlined below. However, implementation has been generally limited, as
the legal, regulatory, and institutional requirements and arrangements to combat ML/FT remain
relatively unchanged since the last AML/CFT assessment in 2003. Bermuda describes its strategy as
consisting of the following five components:

¢ Enhance AML Enforcement Initiatives.

¢ Undertake Additional Public/Private Sector Education and Collaboration.
e Supervisory, Regulatory and Law Enforcement Agencies Coordination.

e Strengthen International Cooperation.

¢ Amendments to Legislation and GNss.
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b. The institutional framework for combating ML and FT

80. The National Anti-ML Committee (NAMLC) advises government on AML issues and
provides guidance with compliance with the AML regime. It also facilitates the coordination of
activities among the relevant government authorities and agencies concerned with AML issues. The
NAMLC consists of the Financial Secretary (Chairman); the Attorney General; the Permanent
Secretary of the Ministry of Labour, Home Affairs and Public Safety; the Chairman and CEO of the
BMA; the Commissioner of Police; and such person appointed by the Ministry of Finance.

81. The BMA is responsible for the regulation and supervision of banking and deposit-taking
business; insurers; collective investment schemes/mutual funds; investment services providers; the
Bermuda Stock Exchange; trustees; and the Credit Union. Insurers, Exempt Investment Service
Providers, Exempt Trust Service Providers and Company Services Providers are not supervised by the
BMA.

82. The FIU is part of the Commercial Crime Department of the Bermuda Police Service and
administers the provisions of: (i) the Proceeds of Crime Act 1997 as amended in 2000; (ii) the
Proceeds of Crime (Money Laundering) Regulations 1998; (iii) the Anti-Terrorism (Financial &
Other Measures) Act 2004; and (iv) the United Nations Terrorism Order (The Terrorism [United
Nations Measures] Overseas Territories Order 2001). The FIU, as a law enforcement agency and unit
within the Bermuda Police Service, exercises powers under the Police Act 1974.

83. The Customs Department is responsible for the monitoring of cross-border movements of
currency and goods. All information relating to customs offences or suspicious cross-border
movements of currency and goods are forwarded to the Joint Intelligence Unit (JIU), which is a
multidisciplinary agency comprising the Police, HM Customs and US Customs. The JIU controls the
collecting, collating and dissemination of revenue and drug intelligence to the relevant authorities.

84. The Office of the Director of Public Prosecutions (“DPP”) is responsible for prosecution of
offences including those under the ML and FT legislation. This Office is also responsible for making
applications for forfeiture and confiscation of property. The Attorney-General’s Chambers deal with
the non-criminal aspects of the AML/CFT regime. It is the central authority responsible for receiving
requests from overseas authorities to obtain evidence locally for use in connection with criminal
proceedings or investigations in the requesting country.

c. Approach concerning risk

85. The authorities have not conducted a systemic ML/FT risk assessment to support
implementation of AML/CFT measures. In addition, the current legal and regulatory framework does
not provide basis for applying risk-based approaches to AML/CFT that would include enhanced CDD
measures for higher risk activities. The AML Regulations and GNs, however, provide for exempted
or reduced customer identification requirements, but there is no established basis for such exemptions
or reduction in CDD. The GNs contain some of these exemptions/simplifications, particularly with
respect to insurance and investment services, that can adversely affect implementation of effective
AML/CFT controls in these sectors. These provisions are described in section 3 of this report.
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86. There is a common view in both the public and private sectors that a main source of ML in
Bermuda is domestic drug-trafficking. This view may be influenced by the fact that a large majority
of SARs filed to date relate to suspected drug-trafficking, reflecting a key limitation under current
legislation that requires suspicious activity reporting only when it relates to drug-trafficking. By
international comparison, the incidence of drug trafficking in Bermuda is small, given the size of the
population and domestic economy, and the fact that Bermuda is not known to be a significant drug
producing, consuming or transit country.

87. Bermuda is more significantly exposed to ML/FT risks connected with activities in its very
large international (offshore) sectors including in the banking, trust, investment/mutual fund services
and life and investment components of the insurance sector. Neither the “strategy” described above
nor the mutual evaluation questionnaire focuses on such risks as a priority area for action. On the
contrary, at the time of the mission the law only required reporting of suspicious activity relating to
drug trafficking, and the AML Regulations specifically exempt certain business activities from the
AML regime e.g. life insurance business. The authorities acknowledge that the international business
sector is more vulnerable to ML. There is, however, no knowledge or expressed view with respect to
vulnerabilities in the system to FT.

d. Progress since the last IMF/WB assessment or mutual evaluation

88. Apart from a few changes to the POCA and the GNs, the only significant new legislation
enacted was the Anti-Terrorism (Financial and Other Measures) Act 2004. Progress in other areas for
the AML/CFT regime since the AML legislation and GNs were brought into force in 1998, and the
last IMF assessment in 2003, has generally been slow. This notwithstanding that the bar was raised
considerably with the revision of FATF 40 in 2003, and the introduction of a new assessment
Methodology shortly thereafter. More recently, the quantification of effectiveness in the ratings of the
FATF 40+9 Recommendations was also a significant change resulting in a more rigorous process for
assessing compliance.

89. A Bill to amend the POCA has been recently introduced before the Parliament to strengthen
certain aspects of the regime, and draft new AML Regulations have been recently prepared and issued
for consultation. In addition, the mission was informed that new draft Guidance Notes are also being
considered to reflect the proposed changes to the Regulations. It is important to note that soon after
the last IMF mission in 2003, draft revisions to the 1998 Guidance Notes were prepared but as of the
date of the current mission, these had not been finalized and implemented. The main changes
proposed in the Bill to amend the POCA and draft new Regulations are as follows:

90. POCA Bill:

. Sharing of information between the FIU and BMA and with other jurisdictions.
Vetting of employees and audit tests of AML systems.

. Voiding of contracts when the parties know or should have known that they were related to
ML activities.

. Granting the Minister of Finance powers to make AML Regulations relating to lawyers,

accountants and corporate service providers.
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Granting powers of search and seizure under the Criminal Justice (International Cooperation)
(Bermuda) Act 1994 (the CJICBA).

Information orders.

Temporary freezing orders.

Post mission, the authorities informed the mission team that the POCA amendment Bill was
passed in June 2007, along with a new Financial Intelligence Act to establish an administrative
FIU, as well as amendments to the CJICBA. Proposed POC Regulations are also being drafted
to bring them in line with international standards and both recent and forthcoming legislation.
Key changes introduced by the draft Regulations include:

The reference to a person licensed under the Investment Business Act 2003 is to be
extended to include not only those entities licensed under the IBA 2003 but also persons
who, in the course of their business, handle client money or assets;

The definition of those persons within the insurance sector that are to be regarded as
subject to the Regulations will be amended. The policy objective in the insurance sector
remains to make subject to the Regulations only those insurance firms whose business is
susceptible to ML abuse. This includes those engaging in the underwriting and/or
placement of life insurance and other investment-related insurance business, including
single premium annuities.

Certain additional financial activities, which can be conducted without the businesses
being financially regulated, also will now be included in the definition of ‘regulated
institution’. Specifically, this relates to persons in the business of lending money to the
public, engaging in financial leasing, providing financial guarantees or commitments and
money service providers’;

It is further proposed to extend the scope of the term ‘regulated institution’ to cover a
range of non-financial businesses and professions, including lawyers, accountants, and any
person carrying on the business of corporate (or partnership) service provider;

The mission reviewed these proposed changes in the legislative regime, identified certain
remaining gaps and lack of clarity in some of the provisions and recommended a thorough review to
ensure full compliance with the FATF Recommendations, and the result of this assessment.
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2 LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Regulations
2.1  Criminalization of ML (R.1 & 2)

2.1.1 Description and Analysis

Legal Framework: The Proceeds of Crime Act 1997; Proceeds of Crime (Money Laundering) Regulations
1998

92. Criminalization of ML (c. 1.1 - Physical and Material Elements of the Offence): Sections 43-45 of
POCA set out the ML offence under Bermudian law. Section 43 refers to the basic offence of concealing or
transferring proceeds of criminal conduct, Section 44 to assisting another to retain such proceeds, and Section
45 to acquisition, possession or use of such proceeds in a manner consistent with the Vienna and Palermo
Conventions. In addition, Sections 479(5) and 491 of the Criminal Code 1907 (hereinafter the “Criminal
Code”) provide that the use of the term ‘money’ includes all forms of money. However, Bermudian law does
not provide for the offence of possession of criminal property by the perpetrator of the predicate crime, as
required by Article 3(c)(i) of the Vienna Convention and Article 6(1)(b)(i) of the Palermo Convention.

93, The Laundered Property (c. 1.2): Sections 4(1) (definition of property), 5 (value of property) and 6
(gifts) of POCA provide for a wide-ranging definition of property, including property that directly or indirectly
represents the proceeds of crime. Section 2(2) provides that the term ‘property’ includes property wherever
situated.

94, Proving Property is the Proceeds of Crime (c. 1.2.1): There are no requirements in Sections 43, 44
and 45 of POCA of a prior conviction of a predicate offence; however, according to the authorities, the
evidence at trial for the ML offence must be able to establish criminal conduct as an element of the ML crime,
without the need for proof of all of the elements of or reference to a specific offence, on the part of the
defendant or the person on whose behalf the defendant is laundering proceeds. In the area of ML, however,
although there have been no ML cases prosecuted in the last three years, and only one in the last five years, the
authorities are confident that it would be possible to convict for a ML offense without a conviction for the
underlying predicate offense.

95. The Scope of the Predicate Offences (c. 1.3): Under the definition of ‘criminal conduct’ in Section 3
of POCA, predicate offences consist of drug-trafficking offenses and ‘relevant offenses,” which are other
indictable offenses, i.e., serious offenses that must be tried in the Supreme Court. See Sections 4 and 13 of the
Criminal Code. The term ‘criminal conduct’ is used in the criminalization of the ML offenses under Sections
43, 44 and 45 of POCA. Hence, under Bermudian law, predicate offences include a range of offences in each
of the designated categories of offences.

96. Threshold Approach for Predicate Offences (c. 1.4): All serious offences constitute predicate
offenses under Bermudian law as stated in Section 3 of POCA which contains the definition of the term
‘criminal conduct.” In some cases, the same crime may be tried as either an indictable offense or as a lesser
crime, a summary offense, allowing the prosecutor, in their discretion, to obtain lesser or greater penalties,
depending on the nature of the crime. See, for example, Section 48 of POCA, which provides for both types of
offense. Indictable offenses include both felonies and misdemeanors, according to the interpretation of
‘indictable offense,” Section 3 of the Criminal Code.
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97. Extraterritorially Committed Predicate Offences (c. 1.5): Conduct which took place in another
country may constitute a predicate offence for ML in Bermuda by virtue of Section 3 of POCA which defines
‘drug trafficking’ and ‘drug trafficking arrangement’ to include conduct occurring outside of Bermuda.
Similarly, the definition of ‘relevant offence’ also refers to conduct occurring outside of Bermuda, covering
“any act or omission, which, had it occurred in Bermuda, would have constituted an indictable offense other
than a drug trafficking offense.”

98. Laundering one’s Own Illicit Funds (c. 1.6): Under Section 43 of POCA, the basic ML offense
applies to persons who commit the predicate offense and who then launder the proceeds thereof.

99. Ancillary Offences (c. 1.7): By virtue of Sections 27, 28, 230 and 231 of the Criminal Code, the
inchoate offences of conspiracy, attempt, aiding and abetting apply to the offence of ML. In addition, Sections
44 (assisting another to retain the proceeds of criminal conduct) and 45 (acquisition, possession, or use of
proceeds of criminal conduct) of the POCA also create specific offences which are related to the crime of ML.

100. Additional Element - If an act overseas which does not constitute an offence overseas, but would
be a predicate offence if occurred domestically, lead to an offence of ML (c. 1.8): Under Section 3 of
POCA, the definition of ‘relevant offense,” which is a component of the defined term ‘criminal conduct’ (the
term used for predicate offense in POCA) includes “any act or omission which, had it occurred in Bermuda,
would have constituted an indictable offence other than a drug trafficking offense.” In addition, ‘drug
trafficking’ is defined to include “whether in Bermuda or elsewhere, any act constituting . . . an offence under a
corresponding law [in another jurisdiction].”

101.  Further, in the POCA Amendments Act, a positive defense is created in Section 10 of the amendments,
which adds a new Section 45B to POCA that provides that if the defendant committed the predicate offence in
a foreign jurisdiction, and the criminal conduct was not, at the time it occurred, unlawful in that jurisdiction,
the defendant does not commit an offence under Sections 43, 44 or 45, which are the ML offences, unless the
Minister has issued an order that would prescribe conduct, i.e., list certain offences that would not be subject to
this defense. The purpose of this provision is to prevent Bermudian FIs from being charged with a ML offense
for taking funds or investments from, for example, US gambling casinos, since gambling casinos are prohibited
under Bermudian law.

102.  With respect to financing of terrorism, Section (9)(8) of the ATFA provides “For the purposes of
Subsection (1)(a) a person shall be treated as having committed an offence under one of Sections 5 to 8 if ...
he would have committed an offence under one of those Sections [5-8] if he had been in Bermuda at the time
when he took the action or was in possession of the thing.”

103.  Liability of Natural Persons (c. 2.1): Section 43 of POCA provides “A person is guilty of an offence
if he . . . conceals or disguises any property which is, or in whole or in part directly or indirectly represents, his
proceeds of criminal conduct . . .” Section 44 of POCA provides for offenses relating to assisting another to
retain proceeds of criminal conduct. Section 45 of POCA provides for offenses relating to acquisition,
possession or use of proceeds of criminal conduct. In each case, the term ‘person’ applies to both natural and
legal persons.

104.  The Mental Element of the ML Offence (c. 2.2): Under Bermudian law, intention is always the
subject of reasonable inferences from facts proved. See Section 28(b) of the Evidence Act of 1905, which
states that a court or jury, in looking at whether the accused has committed an offense, “shall decide whether he
did intend or foresee that result by reference to all the evidence, drawing such inferences from the evidence as
appear proper in the circumstances.” See also Archbold, Criminal Pleading, Evidence and Practice (L.ondon,
Sweet & Maxwell), at 1754, Section II (A)(1)(b),which was cited by the authorities.
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105.  Liability of Legal Persons (c. 2.3): The definition of ‘person’ under Bermudian law refers to both
natural and legal persons under the Interpretation Act 1951. Further, Section 56 of POCA extends criminal
liability for ML offences to legal persons as follows: “Where a body corporate is guilty of an offence under this
Act and that offence is proved to have been committed with the consent or connivance of any director,
manager, secretary or other similar officer of the body corporate or any person who was purporting to act in
any such capacity, he, as well as the body corporate, shall be guilty of that offence and shall be liable to be
proceeded against and punished accordingly.”

106.

Liability of Legal Persons should not preclude possible parallel criminal, civil or administrative

proceedings (c. 2.4): The liability of legal persons does not preclude possible parallel proceedings since by
virtue of Section 56 parallel criminal proceedings are available as against natural persons who gave consent or
connived with the legal person in the commission of the offence. In addition, each of the six regulatory laws
and regulations has general sanction provisions that grant liability to directors and officers on conviction of the
financial institution. See, generally, the response to c. 17.3, below.

Box 8. Criminal Sanctions Under Proceeds of Crime Act 1997

Offense and Relevant Section

Prejudicing investigation
Section 42

Concealing or transferring proceeds
of criminal conduct

Section 43

Assisting another to retain proceeds
Section 44

Acquisition, possession or use of
proceeds, Section 45

Disclosure of knowledge or
suspicion of money laundering,
Section 46

Tipping off

Section 47

Failure to comply with The ML
Regulations 2003

3 All fines are up to the amount shown.

Offense
Section
S. 42(4)

Section 48

Section 48

Section 48

Section 48

Section 48

Regulations
Section 8

Summary Penalty

A fine of $5000° or
imprisonment for 2 years
or both

A fine of $50,000 or
imprisonment for 5 years
or both

A fine of $50,000 or
imprisonment for 5 years
or both

A fine of $50,000 or
imprisonment for 5 years
or both

A fine of $15,000 or
imprisonment for 3 years
or both

A fine of $15,000 or
imprisonment for 3 years
or both

A fine of $10,000

Indictable Penalty

A fine of $10,000 or
imprisonment for 5 years
or both.

An unlimited fine or
imprisonment for twenty
years or both

An unlimited fine or
imprisonment for twenty
years or both

An unlimited fine or
imprisonment for twenty
years or both

An unlimited fine or
imprisonment for 10 years
or both

An unlimited fine or
imprisonment for 10 years
or both

For a first offence, a fine
of $50,000

For a second or subsequent
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offence, a fine of $100,000
Source: DPP
107.  Sanctions for ML (c. 2.5): Under Section 48 of POCA, the available sanctions for ML are
imprisonment ranging from three to 20 years; and for summary offences, fines ranging from USD 5,000.00 up
to USD 50,000.00 for more serious offences. For indictable offences, fines can range from USD10,000 to
USD100,000 and, in some cases, to an unlimited amount. See chart below, for penalties relating to offenses
under POCA. In addition, Section 230 of the Criminal Code, relating to conspiracy to commit any offense,
provides for penalties ranging from one-half to the full penalty associated with the principal offense.

108.  Directors and officers who have connived with legal persons are also subject to sanction under
Section 56 of POCA, for the same offense charged against the legal person. Section 70G of the
Criminal Code provides for a fine in the court’s discretion for indictable offences, and up to USD
20,000 for summary offences. In addition, there is a range of criminal, civil and administrative
sanctions that are applied by the BMA. See chart at c. 17.4.

2.1.2 Recommendations and Comments

109.  Although the Bermudian legal framework is generally complete with respect to Recommendations 1
and 2, there has only been one prosecution of ML in the last five years, and limited numbers of ML
investigations. Hence, it is difficult to gauge the effectiveness of what would otherwise be a comprehensive
legal framework for ML. In addition, criminal fines for ML are not sufficiently high so as to be dissuasive.

2.1.3 Compliance with Recommendations 1 & 2

Rating Summary of factors underlying rating

R.1 LC ® While criminalization of ML is generally comprehensive, the effectiveness of
the legal framework is difficult to gauge, given that there has only been one
prosecution for ML in the last five years and a limited numbers of
investigations.

R.2 LC ® Fines under POCA with respect to summary convictions and certain
convictions on indictment are not sufficiently high so as to be dissuasive.

® The effectiveness of the legal framework is difficult to gauge, given that there
has only been one prosecution for ML in the last five years and a limited
numbers of investigations.

2.2 Criminalization of Terrorist Financing (SR.II)
2.2.1 Description and Analysis

Legal Framework: The Anti-Terrorism (Financial and Other Measures) Act 2004 (The ATFA)

110.  Criminalization of Financing of Terrorism (c.IL.I): The ATFA is the primary legislation
criminalizing the financing of terrorism. Terrorist financing offenses extend to any person who willfully
provides or collects money or other property by any means, directly or indirectly, with the unlawful intention
that they should be used, or in the knowledge that they are to be used, in full or in part by virtue of Sections 5—
15, of the ATFA.
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111.  There are two levels of intent, the first, relating to intending or suspecting that the funds will be used
under Sections 5(1)(b) and 2(b), and the second, in Section 5(3)(b), which refers to knowledge or suspicion that
the funds will or may be used, in the three FT offences set forth below:

Fund-raising
5.(1) A person commits an offence if he —
(a) invites another to provide money or other property; and
(b) intends that it should be used, or suspects that it may be used, for the purposes of
terrorism.
(2) A person commits an offence if he —
(a) receives money or other property; and
(b) intends that it should be used, or suspects that it may be used for the purposes of
terrorism.
(3) A person commits an offence if he —
(a) provides money or other property; and
(b) knows or suspects that it will or may be used for the purposes of terrorism.
@ In this section a reference to the provision of money or other property is a
reference to its being given, lent or otherwise made available, whether or not for
consideration.

Use and possession
6.(1) A person commits an offence if he uses money or other property for the purposes of terrorism.
(2) A person commits an offence if he —

(a) possesses money or other property; and
(b) intends that it should be used, or suspects that it may be used, for the purposes of
terrorism.

Funding arrangements

7. A person commits an offence if —
(a) he enters into or becomes concerned in an arrangement as a result of which money or
other property is made available or is to be made available to another; and
(b) he knows or suspects that it will or may be used for the purposes of terrorism.

112.  Section 2 of the ATFA contains a definition of ‘property’ that “includes property wherever situated and
whether real or personal, heritable or moveable, and things in action and other intangible or incorporeal
property.” The term ‘property’ rather than ‘funds’ was used in order to differentiate this term from terms used
in the financial services sector relating to mutual and hedge funds, for example. This definition is consistent
with although not identical to the Terrorist Financing Convention’s definition of ‘funds.’

113. The terrorist financing offense does not require that the funds were actually used to carry out or
attempt a terrorist act or that they be linked to a specific terrorist act by virtue of Sections 5(1)(b), (2)(b),
(3)(b), Section 6(2) and Section 7 of the ATFA which refer to intentions, knowledge and suspicions relating to
actions for the purposes of terrorism.

114. It is an offence under Section 5(2) of the Terrorism Act to attempt to commit the offence of terrorist
financing.

115.  Itis an offence to engage in any of the types of conduct set out in Article 2(5) of the Terrorist
Financing Convention since by virtue of Sections 27, 28, 230 and 231 of the Criminal Code, the inchoate
offences of conspiracy, attempt, aiding and abetting apply to the offence of terrorist financing. The language of
Section 28 of the Criminal Code which refers to the element of a “common intention to prosecute an unlawful



35

purpose” in relation to acts taken in furtherance of a criminal act, achieves the same result as the Convention’s
reference to “common purpose” in Article 2(5)(c).

116.  However, there are a number of elements in the Convention that are missing from domestic legislation,
the most significant of which relates to the definition of terrorism. The Interpretative Note to SR II, in
paragraph 2(c)(i), states that terrorist acts should include all of the acts covered by a list of nine conventions.
Article (2)(1)(a) of the SFT Convention, in addition to the more general definition of acts in Article 2(1)(b) the
financing of which should be criminalized This requirement is set forth in Article 2(1)(a) of the SFT
Convention, in addition to the more general definition of terrorism in Article 2(1)(b) of the SFT Convention, as
currently appears in the definition of terrorism in Section 3 of the Act. Although acts covered in the more
general definition of terrorism require an intention to cause death or serious bodily injury to a civilian and a
purpose to intimidate a population or compel government action and therefore have a wide scope, this
definition would not encompass all of the acts covered by the nine conventions: for example, the offense
described in the 1979 Convention for the Suppression of Unlawful Seizure of Aircraft covers the unlawful
seizure by force of an aircraft in flight, which requires no similar intention or purpose as would be the case
under the more general definition that is contained in the Act.

117.  In addition, the Act does not cover a defendant who engages in one of the types of conduct required to
be criminalized under the SFT, namely “organizes or directs others” to commit a terrorist financing offense or
attempt thereto, under Article 2(5)(b). In addition, the Anti-Terrorist Act does not contain one of the elements
of the Convention: the definition of ‘terrorism’ in Section 3(1)(b). The Act fails to mention international
organizations, as required by Article 2(1)(b) of the Convention.

118. Predicate Offence for ML (c. I1.2): All terrorist financing offences are indictable offenses under
Section 3 of the ATFA, and therefore are predicate offenses under Section 3 of POCA.

119.  Jurisdiction for Terrorist Financing Offence (c. I1.3): Under Section 17 of the ATFA, any person
committing a terrorist financing offense outside of Bermuda that would have constituted such an offense in
Bermuda will be guilty of the offense. Since there is no geographic limitation or requirement of a nexus with
Bermuda in the criminalization of terrorist financing offense, the offense would apply whether the person
alleged to have committed the offense was in the same country or a different country from the one in which the
terrorist organization is located, or where the terrorist act occurred or will occur. However, the Act does not
cover terrorist organizations, which is a significant omission.

120.  The Mental Element of the FT Offence (applying c. 2.2 in R.2): Under Bermudian law, intention is
always the subject of reasonable inferences from facts proved. See Section 28(b) of the Evidence Act of 1905,
which states that a court or jury, in looking at whether the accused has committed an offense, “shall decide
whether he did intend or foresee that result by reference to all the evidence, drawing such inferences from the
evidence as appear proper in the circumstances.” . (See c. 2.2 above.)

121.  Liability of Legal Persons (applying c. 2.3 & c. 2.4 in R.2): While there is no specific reference to
legal persons in the ATFA as there is under POCA, the defined term ‘person’ includes both natural and legal
persons under the Interpretation Act 1951. With respect to legal persons, Section 70G of the Criminal Code
provides for a fine in the court’s discretion for indictable offences, and up to USD20,000 for summary
offences.

122.  Sanctions for FT (applying c. 2.5 in R.2): Sanctions for FT are found in Section 13 of the ATFA: for
summary convictions, penalties range from a fine of up to USD 20,000 and imprisonment of up to 12 months,
or both, and for indictable offenses, to fines of up to USD 200,000 and imprisonment of up to 14 years. See
chart, below for summary of offenses:
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Box 9. Offenses under Anti-Terrorism (Financial and Other Measures) Act 2004

Offense and Relevant | Offense Section | Summary Penalty Indictable Penalty

Section

Fund-raising Section 13 A fine of $20,0004 or A fine of $200,000 or

Section 5 imprisonment for 12 months | imprisonment for 14 years
or both or both

Use and possession Section 13 A fine of $20,000 or A fine of $200,000 or

Section 6 imprisonment for 12 months | imprisonment for 14 years
or both or both

Funding arrangements | Section 13 A fine of $20,000 or A fine of $200,000 or

Section 7 imprisonment for 12 months | imprisonment for 14 years
or both or both

ML Section 8 Section 13 A fine of $20,000 or A fine of $200,000 or
imprisonment for 12 months | imprisonment for 14 years
or both or both

Disclosure of Section 9(9) A fine of $10,000 or A fine of $100,000 or

information imprisonment for 6 months | imprisonment for 5 years or
or both both

Failure to disclose Schedule 1 A fine of $10,000 or A fine of $100,000 or

(Regulated Sector) Para. 1 imprisonment for 6 months | imprisonment for 5 years or
or both both

Disclosure of Schedule 1 A fine of $5000 or A fine of $50,000 or

information for Para. 4 imprisonment for 3 months | imprisonment for 2 years or

overseas purposes or both both

Source: DPP

2.2.2 Recommendations and Comments

123.

Although many of the basic elements of SR II are in place, there are a few deficiencies that should be

remedied by amending relevant legislation. The most significant of these is that SR II requires that terrorism be
defined in relation to all of the acts covered by a list of nine conventions, as set forth in Article 2(1)(a) of the
SFT Convention, and not simply that the more general definition of terrorism in the SFT Convention be
adopted. In addition, there is no reference in the definition of terrorism in the Act to the phrase “organizes or
directs others” to commit a terrorist financing offense or attempt thereto under Article 2(5)(b). Further, the Act
does not contain one of the elements of the Convention: the definition of ‘terrorism’ in Section 3(1)(b) the Act
fails to mention international organizations, as required by Article 2(1)(b) of the Convention.

124.  Finally, it is difficult to assess the effectiveness of the anti-terrorist financing regime in Bermuda, since
there have been no SARs filed, investigations or prosecutions of the financing of terrorism under Bermudian
law. Regardless of the reasons, additional efforts should be made by the authorities by way of additional
training of the financial sector, as well as in analysis of SARs.

2.2.3 Compliance with Special Recommendation I1

Rating
PC

Summary of factors underlying rating

SR.II ® The definition of terrorism does not have a reference to the acts covered by

the nine conventions referred to in the SFT Convention, and the definition

* All references to fines are up to the amount shown.
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does not contain a reference to acts taken against international organizations.

® There is no reference in the relevant legislation to the financing of terrorist
organizations.

® There is no reference in the relevant legislation to extra-territorial offenses
relating to terrorist organizations.

2.3 Confiscation, freezing and seizing of proceeds of crime (R.3)
2.3.1 Description and Analysis

Confiscation of Property related to ML, FT or other predicate offences including property of corresponding
value (c. 3.1):

Legal framework: The general conditions for confiscation are in the following pieces of legislation: Criminal
Code 1907; Proceeds of Crime Act 1997 (POCA); Misuse of Drugs Act 1972 (MDA); Anti-Terrorism
(Financial and Other Measures) Act 2004 (ATA); and the Police and Criminal Evidence Act 2005 (PACE).

125.  Confiscation framework. The Bermudian confiscation regime is divided between drugs-related and
non-drugs related schemes. The regime for drugs-related confiscation is broader and includes the power to
forfeit all of the property acquired by the defendant within the six years prior to proceedings being instituted
against him and reversal of the burden of proof. Conversely, in cases involving other criminal proceeds, the
authorities have more limited powers. Section 9 of the POCA provides for confiscation of property obtained as
a benefit in connection with drug trafficking upon conviction. Section 10 of POCA provides for confiscation of
property obtained as a benefit from one or more relevant offences. Pursuant to Section 3 of POCA, ‘relevant
offence’ means any indictable offence committed in Bermuda other than a drug trafficking offence or any act
or omission which, had it occurred in Bermuda, would have constituted an indictable offence other than a drug
trafficking offence. In both cases, confiscation proceedings may be initiated either through a request by the
Attorney General to the Supreme Court or on the Court’s own motion where it considers it appropriate to do so.

126.  Under Section 37 of the Misuse of Drugs Act 1972 (MDA), the court may order the forfeiture,
regardless of whether a person has been convicted of a drug trafficking offense or not, of any money or thing
that has been used in the commission of or in connection with the offense, as well as any money or other
property received or possessed by any person as the result or product of the offense. The court may indicate in
the forfeiture order that the thing to which a forfeiture order applies may be redeemed through the payment of
the value or a proportion of the value thereof to the Crown [see MDA, Section 37(2)].

127.  Besides what is provided under Section 37 of the MDA, the laws of Bermuda do not provide for the
confiscation of property which constitutes instrumentalities intended for use in the commission of ML, FT or
other non-drug trafficking predicate offenses.

128.  In contrast with Section 37 of the MDA, under POCA Sections 9 and 10, the court must be satisfied—
under the preponderance of the evidence standard of proof applicable in civil proceedings—that the
defendant’s benefit originates from the offense for which he is convicted. Confiscation under Bermuda’s
legislation does not target particular assets, as it is a value-based system. Accordingly, confiscation orders
issued under POCA specify the amount to be recovered. The court assesses the amount to be recovered after
determining the amount of the benefit derived following the rules in POCA Section 15. In appraising the
amount of realizable property, the court may take into account a statement of the Attorney General regarding
matters related to the value of the proceeds of the crime for which the defendant has been convicted (see
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POCA, Section 13). ‘Realizable property’ includes any property held by a person to whom the defendant has,
directly or indirectly, made a gift caught by this Act [POCA 3(b)].

129.  If the court is satisfied that the amount that might be realized at the time the confiscation order is made
is less than the amount the court assesses to be the value of the defendant's proceeds of criminal conduct, the
court may resolve that the amount to be recovered under the confiscation order shall be on par with the amount
deemed realizable (see POCA, Sections 15(3) and 20). For the purposes of POCA, the value of property (other
than cash) in relation to any person holding the property shall be its market value [POCA, Section 591)]. The
Attorney General may apply to the court for a revision of the assessment of the amount to be recovered under a
confiscation order if there is evidence that the real value of the defendant’s proceeds of crime is greater that the
value assessed by the court (Section 18).

130.  Section 9 provides a broader scope of realizable property upon conviction for a drug-trafficking
offense than Section 10 makes available for other offenses, which results in the need for prosecutors to fashion
their case within the ambit of Section 9. Another advantage of prosecuting a ML offense as a drug-trafficking
offense is that under POCA Section 12(3)(a), the court is required to assume that: (a) any item held by the
defendant at any time since his conviction or transferred to him during the period of six years prior to
proceedings being instituted against him, constitutes proceeds of drug trafficking; (b) any item of expenditure
during the said six year period was met out of such proceeds; and (c) for purposes of valuing any item of
property received by him that he received the property free of any other interests in it. Hence, in order to take
advantage of the broader scope of Section 9, prosecutors must allege that the predicate crime is a drug
trafficking offense, whether or not that is the case. According to the authorities, these assumptions will apply at
the court’s discretion when the only drug trafficking offense the defendant is being sentenced for is an ML
offense, regardless of the predicate offense [POCA, Section 12(5)]. As discussed below in greater detail, under
the POCA, an ML offense is considered a drug trafficking offense.

131.  The authorities explained that for the purposes of confiscation stemming from a conviction for ML, the
ML offense is categorized by the court as a drug-trafficking offense in the MDA 1972. Accordingly,
confiscation orders are issued under Section 9 of POCA and not under Section 10. While this interpretation is
convenient for the purposes of widening the scope of realizable property of an offender convicted for ML, the
legal basis for the artificial categorization of ML as a drug trafficking offense regardless of the nature of the
predicate offense is not entirely clear. As a matter of fact, Section 3 of the POCA plainly states that ‘drug
trafficking offence’ means a ML offence which relates to the proceeds of drug trafficking. According to the
authorities, in these cases the predicate offense is not relevant for the purposes of confiscation, since
confiscation is premised only on the offense for which the conviction is dictated. Such confiscation orders have
not been challenged to date.

132.  Inregards to terrorist property, Section 14 of the ATFA provides for post-conviction forfeiture of any
money or other property under the possession or control of the defendant at the time of the offence, or that is
related to a funding arrangement intended for the purposes of terrorism. Pursuant to Section 3 of the Criminal
Code "have in possession" means “having under control in any place whatsoever, whether for the use or benefit
of the person of whom the term is used or of another person, and although another person has the actual
possession or custody of the thing in question.” Under Bermudian law, ‘terrorist property’ includes (a) money
or other property which is likely to be used for the purposes of terrorism; (b) proceeds of the commission of
acts of terrorism; and (c) proceeds of acts carried out for the purposes of terrorism (see ATFA, Section 4).
Therefore, Section 14 is broad enough to encompass all forms of property, in addition to any property found in
the possession of the defendant at the time of arrest or found at his place of residence.

133.  Additionally, ATFA Section 15 makes provision for the forfeiture, in civil proceedings before a
magistrate's court, of cash obtained through terrorism or intended to be used for the purposes of terrorism.
Section 15(1) gives effect to Schedule 3 of the Act, which applies to cash intended to be used for the purposes
of terrorism or is property earmarked as terrorist property. Under Article 6 of Schedule 3 of the ATFA, a police
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officer, a customs officer, or an immigration officer may submit the application for forfeiture. The powers
conferred by Schedule 3 are exercisable in relation to any cash, whether or not proceedings have been brought
for an offence in connection with the cash [Section 15 (2)].

134.  Regarding FT, the ATFA provides for the forfeiture of money or other property related to an
arrangement which facilitates the retention or control of terrorist property by or on behalf of another person
[Section 14(5)] and of money or other property received as a payment or other reward in connection with the
commission of the offence [Section 14(6)]. As stated above, the court determines the amount to be recovered
through the forfeiture order, based on the assessed value of all the property caught, including gifts.

Confiscation of Property Derived from Proceeds of Crime (c. 3.1.1 applying c. 3.1):

135.  Property derived indirectly from proceeds of crime. Section 10(3)(b) of the POCA makes available
for confiscation any pecuniary benefit derived as a result of or in connection with an offense. Any such
pecuniary advantage is treated as if the defendant had obtained a sum of money equal to the value of the
pecuniary advantage. Section 31(1)(b) of the MDA provides for forfeiture to the Crown of any money or other
property received or possessed by any person as the result or product of a drug trafficking offense, which is
interpreted by the authorities as covering any kind of gain in the value of property derived, obtained or realized
from a drug offense.

136.  For purposes of confiscating, seizing and freezing terrorist property, Paragraph 15 of Schedule 3 of the
ATFA provides that profits accruing in respect of terrorist property are to be treated as representing the
property obtained through terrorism.

137.  Property held by a third party. Provided the prosecutor proves the link between the property held by
a third party to the drug offense the defendant is being prosecuted for, the court may order the forfeiture,
regardless of whether anyone has been convicted of a drug trafficking offense or not, of any money or thing
that has been used in the commission of or in connection with the offense, as well as any money or other
property received or possessed by any person as the result or product of the offense [MDA, Section 37(1)(b)].
Based on the arguments stated above, the court may apply Section 37(1)(b) to property held by a third party
that is connected to ML offense, should it decide to characterize the offense as a drug offense under the MDA.

138.  Section 31(4) of POCA provides that the court may order any person having possession of realizable
property to give possession of it to the receiver appointed by the court which includes, in addition to property
held by the defendant, to property held by a person to whom the defendant has directly or indirectly made a
gift.

139.  With regards to ML, a gift is covered by this Act if it was made by the defendant at any time since the
commission of the relevant offence, or, if more than one, the earliest of the offences to which the proceedings
relate (including any offence which the court takes into consideration in determining his sentence); and the
court considers it appropriate in all the circumstances to take the gift into account [POCA, Section 6(2)]. As
noted above, both the POCA and the MDA provide for issuance of confiscation orders not with respect to
particular property, but against the defendant/offender for a specific sum.

Provisional Measures to Prevent Dealing in Property subject to Confiscation (c. 3.2):

140.  Provisional measures. For ML, where proceedings have been instituted against a person for drug-
trafficking or a relevant offense, and there is reasonable cause to believe that the person had benefited from
such offenses, Bermudian legislation provides for provisional measures to prevent the transfer and disposal of
realizable property by persons who have an interest or ability to dispose or transfer such property. Sections 27,
28 and 29 of the POCA provide for prosecutors to apply for a restraint and/or charging order from the Supreme
Court on all realizable property held by a person charged with drug trafficking or relevant offences (including
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ML), or held by a defendant convicted of such crimes. A restraint order is made to prohibit any person from
dealing with any realizable property, subject to such conditions and exceptions as may be specified by the
Supreme Court in the order [POCA, 28(1)]. A charging order is an order made to secure the payment of money
to the Crown on any such realizable property as may be specified in the order [POCA, 29 (1)]. Restraint and
charging orders are exercisable by the prosecution even when criminal proceedings or the application for a
confiscation order have not been concluded, if the court is satisfied that there is reasonable cause to believe that
the defendant has benefited from drug trafficking or from any relevant offence [POCA, 27(1)(c)(ii)]. There is
currently no provision for civil forfeiture (confiscation without conviction) for ML.

141.  Restraint orders may cover all types of property, whether proceeds of crime or not. Under the POCA,
“realizable property” is defined as any property held by the defendant other than property in respect of which
there is in force a forfeiture order under the MDA and any property held by a person to whom the defendant
has directly or indirectly made a gift (Section 3). Section 18 allows the AG to apply to the court to adjust the
restraining order (judge has discretion). Restraint orders and charging orders can be applied to all realizable
property, or interests in realizable property, held beneficially by the defendant or by a person to whom the
defendant has directly or indirectly made a gift. Charging orders may specifically be imposed on land,
securities, interests held as a trustee of a trust, units of a unit trust, and interest and dividends payable on the
property. Provision may be made for the authorities to take possession of property subject to confiscation or
charge orders, or to appoint a receiver, as appropriate.

142, Sections 27 and 28 of POCA would appear to apply also to offenses under the ATFA, to the extent that
offenses under this Act are indictable offenses (see ATFA, Section 13) and therefore would constitute relevant
offenses for the purposes of the POCA.

Ex Parte Application for Provisional Measures (c. 3.3 ):

143.  Ex parte applications. Sections 28 and 29 of POCA allow for ex parte applications to be made to a
Supreme Court Judge for restraint or charging orders.

Identification and Tracing of Property subject to Confiscation (c. 3.4):

144.  Legal powers of authorities to identify and seize assets. The Bermuda Police Service, through the
FIU and the courts, enforces existing drug-related provisions for asset tracing and forfeiture. For the purpose of
investigations concerning the proceeds of criminal conduct and their location, Section 37 of POCA allows
police officer to apply to the Supreme Court for a production order in relation to a particular material, or a
material of a particular description. Failure to comply with a production order is punishable on summary
conviction to imprisonment for two years or a fine of $10,000, or both (POCA, Section 38). Section 39(5) of
POCA establishes police powers for seizing any material of substantial value to the investigation in the
execution of a search warrant granted by the Supreme Court. Additionally, under Section 464(1) of the
Criminal Code a magistrate or a Justice of the Peace may issue a search warrant, upon complaint made under
oath, directing police officers to search any premises for material with evidentiary value with respect to any
offense or that it is intended to be used for the purpose of committing an offense.

145.  While the purpose of a restraint order is a means to confiscation, search and seizure powers are also
available with respect property that has evidentiary value, under Sections 8 and 19 of PACE. Police seizure
powers are limited to material that has evidentiary value (PACE, Sections 8 and 19), when any other material
discovered on the premises, even though it may not have any evidentiary value, may also be seized by the
police, on application to a judge.

146. A third power to seize assets is granted under Section 50 of the POCA which allows police officers to
seize and detain cash being imported into or exported from Bermuda. See c.IX.3 below.
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Protection of Bona Fide Third Parties (c. 3.5):

147.  Rights of bona fide third parties. Section 16 of the POCA allows third parties who have an interest in
realizable assets, to make an application to the Supreme Court, either before or after the making of a
confiscation order, in order to have the nature, extent and value of their interest in such property declared by
the Court and therefore taken into account in the making of or the satisfaction of the confiscation order. A
person who asserts an interest in a realizable property shall prove to the court that there is no involvement in
the defendant’s criminal conduct and that the interest in the property was acquired for sufficient consideration
and without knowing or having reasonable grounds to suspect that the property was, at the time he acquired it,
involved in or the proceeds of criminal conduct (POCA, Sections 16(1) and (2)].

148.  With regard to forfeiture order under the ATFA, the court shall give persons claiming an interest in the
forfeitable property an opportunity to be heard before making the order [ATA, Section 14(7)].

Power to Void Actions (c. 3.6):

149.  Provisions to counter disposal of assets subject to confiscation. Under a recent amendment to
POCA, new Section 45A provides as follows: “Any agreement entered into for the purposes of facilitating the
commission of money laundering is void.” While this provision is generally consistent with Recommendation
3, it does not provide the authorities with the means to prevent actions to hinder the recovery of property
subject to confiscation.

150. However, Section 18 of POCA permits prosecutors to request the court to take into account, for
making the confiscation order, the value of any property transferred by the defendant through a fraudulent
transaction, under the civil standard of balance of probabilities. According to the authorities, the burden of
proof is then reversed, so that the defendant must prove the legitimacy of the transaction.

Additional Elements (Rec 3) — Provision for (a) Confiscation of assets from organizations principally
criminal in nature; (b) Civil forfeiture; and, (c) Confiscation of Property which Reverses Burden of Proof
(c. 3.7):

151.  Criminal organizations. There is currently no specific provision allowing for the confiscation of
property of organizations that are found to be primarily criminal in nature.

152.  Civil forfeiture. There is currently no provision for civil forfeiture (confiscation without conviction)
for ML.

153.  Reversed burden of proof. In the context of drug trafficking convictions, in application of Section
12(3)(a) of POCA, defendants bear the burden of proving that property they acquired during the six years prior
to the beginning of proceedings against them was not purchased with the proceeds of drug trafficking. As is
discussed above, the court is required to apply a refutable presumption: that any property of the defendant held
or acquired during the period beginning six years prior to the date when the proceedings were instituted against
him and ending on this date, are proceeds of drug trafficking. As explained above, this presumption is
discretionary only when the defendant is being convicted for laundering of proceeds of crimes connected with a
drug trafficking offense.

154.  Statistics on confiscation. The FIU maintains statistics relating to cash seizures, confiscations and
forfeitures (the Bermuda Police Service keeps statistics relating generally to all crimes). The box below shows
the amounts paid into the Confiscated Assets Fund (CAF) since 2003, with the balance available for use at the
direction of the Minister of Finance. However, there is no information on amounts of restrained property
compared with amounts ultimately confiscated, nor the types of crimes related to these actions. Information on



the recovery rates of the amounts subject to confiscation orders, and the amounts actually recovered is also

needed.

42

Box 10. Confiscated Assets Fund - Balance per year 2003-2007 (in US$)

Number of Balance Balance Balance

YEAR cases available for detained

use (pending
forfeiture)
2003 12 $147,205.00 $120,795.00 $26.410.00
2004 14 $233,714.27 $159,577.27 $74,137.00
2005 13 $285,892.57 $222,339.57 $63,553.00
2006 17 $703,605.82 $656,753.82 $46,852.00
2007 (1 QTR) 5 $764,487.89 $707,487.89 $56,852.00

155. Implementation. During 2004, the courts issued two successful confiscation orders under the POCA,
for a total amount of $52,335. Forfeitures under the MDA remain relatively constant, with six forfeitures in
2004 amounting to $17,529, compared to the $13,908 forfeited in three separate 2003 cases. Cash seized in
2004 under POCA detention orders exceeded $56,600, and in 2005 there were two cash seizures worth
$57,761; both 2004 and 2005 represented a considerable a drop from the $173,000 seized in 2003. Three
restraining orders still in place from 2003/2004 are valued at approximately $1.5 million. One new restraining
order was issued in 2005 for approximately $621,000. Three cash seizures from 2004 were forfeited under the
POCA during 2005 amounting to $47,561.

156.  While Bermuda’s legal framework for confiscation and provisional measures is well-developed, the
amount of funds seized, confiscated or forfeited appears fairly low for a jurisdiction of Bermuda’s
characteristics. The low number of cases and of confiscations and forfeitures is considered to be partly due to
the insufficient resources assigned to the DPP, the Police, the FIU and the Customs Department.

2.3.2 Recommendations and Comments

® Explicitly provide in legislation for the confiscation of property which constitutes instrumentalities
intended for use in the commission of ML or other non-drug trafficking predicate offenses.

® Explicitly provide in legislation that, for the purposes of confiscation of the benefits of ML offenses, the
proceeds that are the basis of the offense may include any payments received by the defendant at any time
in connection with the ML offense carried out by him or by another person.

®  While there is a new provision for voiding contracts, it does not provide the authorities with the means to
prevent actions to hinder the recovery of property subject to confiscation.

157.  Additional statistics should be maintained on amounts of restrained property compared with amounts
ultimately confiscated and the types of crimes related to these actions. Also needed is information on the
recovery rates of the amounts subject to confiscation orders, and the amounts actually recovered. The
authorities may wish to consider whether to introduce provisions for civil forfeiture, for the confiscation of
assets of criminal organizations.

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating
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R.3 PC ® The legislation does not provide for the confiscation of instrumentalities.

® The legal basis for applying the broadest scope of realizable property of an
offender convicted for ML is not clearly stated and should be made explicit
in legislation.

®  While there is a new provision for voiding contracts, it does not provide the
authorities with the means to prevent actions to hinder the recovery of
property subject to confiscation.

® The implementation of the legal framework for provisional measures and
confiscation shows a relatively low total of seizures, confiscations and
forfeiture, which may be due to the insufficient resources available to law
enforcement and prosecutorial services.

® Implementation of provisional measures and confiscation is difficult to
assess, since statistics are lacking with regard to amounts of restrained
property compared with amounts ultimately confiscated, and the types of
crimes related to these actions. Also lacking is information on the recovery
rates of the amounts subject to confiscation orders, and the amounts actually
recovered.

2.4  Freezing of funds used for terrorist financing (SR.III)
2.4.1 Description and Analysis

158.  Bermuda has in place a well-developed regime giving the governor and the police broad powers to
freeze and seize suspected terrorist assets. The application of the UN resolutions on terrorist financing in
Bermuda is made through the extension by the UK of the Terrorism (United Nations Measures) (Overseas
Territories) Order 2001 and of the Al Qaida and Taliban (United Nations Measures) (Overseas Territories)
Order 2002. To date, no freeze notices directed at specific FIs have been necessary under the Terrorism Orders.

Freezing Assets under S/Res/1267 (c. I11.1):

159.  Section 7 of the Al Qaida and Taliban (United Nations Measures) (Overseas Territories) Order 2002
broadly implements sanctions against persons listed pursuant to UN Security Council Resolution (UNSCR)
1267 (1999). Section 8 sets forth the governor’s power to issue by way of notice a freezing order directed at
particular financial assets, economic benefits, and economic resources upon reasonable grounds to suspect that
the assets are held by, for or on behalf of any individual listed in pursuant to UNSCR 1267.

Freezing Assets under S/Res/1373 (c. 111.2):

160.  The 2001 Order is designed to implement UNSCR 1373. Section 5(1) of the Terrorism Order 2001
allows for the immediate freezing of funds which may be related to terrorism by means of a notice of the
Governor ordering the freezing of funds immediately without prior notice. Orders issued pursuant to the
Order may be issued for a limited or unlimited length of time. The freezing notice may be issued by the
Governor where he has reasonable grounds for suspecting that the person for, or on behalf of, whom any funds
are held is or may be (i) a person who commits, attempts to commit, facilitates or participates in the
commission of acts of terrorism; or (ii) a person controlled or owned directly or indirectly by, or acting on
behalf of or under the direction of, such person. The Terrorism Order explicitly provides for procedures that
have to be followed when issuing a freezing notice. According to the Bermudian Constitution, the Governor
may rely on law enforcement authorities to give effect to his freezing orders. As there has been no known
identified evidence of terrorist financing in Bermuda, there has been no freezing of property in respect of FT.

Bermuda has not designated persons and entities that should have their funds or other assets frozen, as
required by UNSCR 1373.
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Freezing Actions Taken by Other Countries (c. 111.3):

161.  Freezing orders of other jurisdictions. Bermuda is able to respond to freezing requests from other
countries under the Terrorism Order 2001. Requests from foreign governments to implement a freezing order
would be referred to the Attorney General’s Chambers, who would analyze the matter with the assistance of the
DPP Office. If the AG is satisfied that there are reasonable grounds to issue a freeze or restraint order,
application for such an order would be prepared for the Governor’s signature.

Extension of c. I11.1-111.3 to funds or assets controlled by designated persons (c. I111.4):

162.  Freezing of funds controlled by designated persons. The freezing actions under Section 5(1) apply
to ‘funds’, which for the purposes of the Terrorism Order 2001 comprise financial assets and economic benefits
of any kind (see Terrorism Order 2001, Section 2) held by, or on behalf of a suspected terrorist or a person
which facilitates terrorism; by a person controlled or owned directly or indirectly by a terrorist or a person
which facilitates terrorism; or by a person acting on behalf or at the direction of such persons.

Communication to the Financial Sector (c. I11.5):

163.  Communication of actions to the financial sector. While the BMA has drawn the attention of FIs to
their reporting obligations and related legal provisions, it has issued no specific written guidance to its
licensees concerning their affirmative obligations to implement measures with respect to the UNSCR 1267 list.
Changes to the list under UNSCRs are notified by the UK Foreign and Commonwealth Office to the Cabinet
Office of the Government of Bermuda, which forwards these to relevant Ministries and to the BMA. The BMA
then informs the Fls in writing of any changes to names in the UNSCRs, drawing attention to the need for Fls
to review their databases for any possible connections with listed individuals. The authorities informed the
mission that FIs are encouraged to monitor relevant websites for names of suspected terrorists and terrorist
organizations, including that of the Bank of England.

Guidance to Financial Institutions (c. I11.6):

164.  Guidance for financial institutions concerning their obligations. The Guidance Notes contain no
guidance for FIs concerning their obligations to freeze funds of designated terrorist and terrorist organizations
or check their accounts against UN or national terrorist lists.

165.  Both Terrorism Orders provide for FIs holding the frozen assets to send without delay a copy of the
received notification to the person whose funds have been frozen or on whose behalf they are held [Section
5(5)]. The requirement is complied with if the FIs send the notice to the last known address of the frozen funds
or—if an address is not available—provides the owner with a copy of the order at the first available
opportunity [Section 5(6)]. Failure to do so is considered an offense under the Terrorism Order 2001 [Section
5(10)] and Terrorism Order 2002 [Section 8(10)].

166.  The BMA checks against the Bank of England’s list of individuals and entities listed under UNSCR
1267, and also checks for updates. BMA notifies FIs in Bermuda of such list and any updates.

De-Listing Requests and Unfreezing Funds of De-Listed Persons (c. 111.7):

167.  Procedures for delisting requests and unfreezing funds. Under both Orders the Governor can
revoke a freezing order at any time. However, neither the Orders nor the ATFA includes specific listing or
delisting procedures. Any such request to the government would be referred to the Attorney General, who
would make an application to the Governor or the Court, as applicable. It is equally clear that the Governor
would decide how to handle any matter that would require international negotiation to remove a person from an
international terrorist list.
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Access to frozen funds for expenses and other purposes (c. 111.9):

168.  Access to frozen funds. Section 13 of the Terrorism Order 2001 and Section 22 of the Terrorism
Order 2002 provide that licenses granted by the Governor in connection with freezing notices may be subject to
conditions.

Review of Freezing Decisions (c. I11.10):

169.  Review of freezing decisions before courts by individuals. Both the Al Qaida and Taliban (United
Nations Measures)(Overseas Territories) Order 2002 and the Terrorism (United Nations Measures)(Overseas
Territories) Order 2001 provide for persons by, for on behalf of whom funds that are frozen to apply to the
Supreme Court for the freezing order to be set aside. At least seven days before the hearing of the application,
the applicant needs to provide the governor with a copy of the application and all witness statements or
affidavits used to support the application.

Freezing, Seizing and Confiscation in Other Circumstances (applying c. 3.1-3.4 and 3.6 in R.3, c. I11.11)

170.  Freezing, seizing, and confiscation in other circumstances. Paragraph 2 of Schedule 2 of the ATFA
provides for the seizure of cash by police, immigration or customs officers where there are reasonable grounds
for suspecting that it is cash intended for terrorism. Section 14 of the ATFA provides for conviction-based
forfeiture of any money or property which has been or was intended to be used for the commission of an
offense under the Act if the person is convicted for that offense. Section 14 of the ATFA provides for the
conviction-based forfeiture of any money or other property that the defendant: (i) intended to be used, or
suspected might be used, for the purposes of terrorism; (ii) knew or suspected would or might be used for the
purposes of terrorism; or (iii) plays a part in an arrangement in which money or other property is made
available, knowing or suspecting that it will or may be used for the purposes of terrorism.

171.  Section 15 of the ATFA provides for the forfeiture in civil proceedings before a magistrate's court of
terrorist cash. Paragraph 17 of Schedule 3 of ATFA provides the authorities investigative powers for tracing
and identifying suspected terrorist property subject to seizure and forfeiture; while Paragraph 2 of Schedule 4
of the Act allows police officers to apply ex parte to a judge in Chambers for an account monitoring order for
the purposes of investigating terrorism and the tracing of terrorist property.

Protection of Rights of Third Parties (c. I11.12):

172.  Apart from the case where assets frozen belonged to a person with the same name as the listed person,
there is no general procedure for protecting the rights of bona fide third parties. Under Paragraph 7 of Schedule
3 of the ATFA, any party aggrieved by a forfeiture order may appeal to the Supreme Court within 30 days of
the date of the order. Furthermore, Paragraph 9 of Schedule 3 of the ATFA allows a person to apply before a
magistrate’s court for the release of cash belonging to the applicant which has been detained under the
Schedule.

Enforcing the Obligations under SR 111 (c. I11.13):

173.  Implementation. Orders issued pursuant to the Al Qaida and Taliban (United Nations Measures)
(Overseas Territories) Order 2002 and the Terrorism (United Nations Measures) (Overseas Territories)

Order 2001 may be released for a limited or unlimited amount of time. Rather than elaborate a bureaucratic
mechanism for designating entities or persons whose assets should be frozen pursuant to its terms, however, it
simply vests the governor with broad decision-making powers on a case-by-case basis. Similarly, neither does
the Terrorism Order explicitly (a) provide that a freezing order can be made without delay and prior notice; (b)
elaborates procedures that have to be followed when issuing a freezing notice; or (c) designates a party
responsible for administering frozen funds or for enforcing freezing or unfreezing actions. Nevertheless,
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Bermudian authorities have never invoked the authority of the Governor under the Terrorism Orders to issue
freeze orders directed at local institutions suspected of holding terrorist funds. Theoretically, should a case
arise, the Attorney General has the competence to review relevant information and prepare any necessary
applications, and presumably the governor would issue an order promptly and without prior notice as
necessary.

174.  Sanctions. The breach of a freezing notice issued by the Governor is punishable on summary
conviction to imprisonment for a term not exceeding six months or to a fine not exceeding £5,000 or its
equivalent, or to both, or on conviction on indictment for a term not exceeding seven years or to a fine, or to
both [Section 11(1)]. In the case of the person holding the funds in question, the sanction for failing to comply
with a freezing notice is imprisonment for a term not exceeding six months or to a fine not exceeding £5,000 or
its equivalent, or to both, on summary conviction [Section 11(3)].

Additional Element (SR III) - Implementation of Measures in Best Practices Paper for SR III (c. 111.14):
175.  The measures set out in the Best Practices Paper for SR.III have not been implemented.
Additional Element (SR III) - Implementation of Procedures to Access Frozen Funds (c. I11.15):

176.  There are no procedures to authorize access to funds or other assets that were frozen pursuant to
S/RES/1373(2001) to pay for expenses or service charges.

2.4.2 Recommendations and Comments

® Procedures for delisting requests and unfreezing funds should be developed and published.

® Guidance should be issued to the financial services community concerning affirmative obligations to freeze
assets of persons listed by the UNSCR 1267 Committee and the EU. These affirmative obligations should
include incorporating the information into their AML/CFT compliance programs, and reporting to authorities

on any transactions that may be connected to terrorist financing.

2.4.3 Compliance with Special Recommendation III

Rating Summary of factors underlying rating

SR.IIT LC ® No specific guidance has been issued to the regulated sector concerning its
affirmative obligation to implement measures with respect to the UNSCR list.

® There are no specific procedures for delisting or unfreezing.

2.5 The Financial Intelligence Unit and its functions (R.26)
2.5.1 Description and Analysis

177.  Establishment of FIU as National Centre (c. 26.1): The Financial Investigation Unit (FIU) was
established in 1998 as a law enforcement model financial intelligence within the Commercial Crime
Department of the Bermuda Police Service. The Commercial Crime Department of the Police is comprised of
the Fraud Unit and the FIU. The FIU is the designated central reporting authority in Bermuda for receiving,
collating, analyzing, and disseminating disclosures of financial information and other relevant information and
intelligence concerning suspected ML or FT activities, while the Fraud Unit is tasked with the general
investigation of white collar or financial crime. The FIU also conducts follow-up investigations on SARs, and
generally implements the provisions of the POCA and the PCMLR as regards ML and FT investigations, cash



47

seizures, confiscations and forfeitures. The FIU does not have powers to impose sanctions or penalties under
the AML/CFT regime.

178.  Following the recent enactment of the Financial Intelligence Agency Act 2007 (the FIA Act), a new
administrative agency (the FIA) is in the process of being organized to take on the responsibilities of the FIU.
Since the FIA was not in existence at the time of the mission, the assessment hereunder will be limited to the
FIU, and, where appropriate, reference will be made to the FIA Act.

179.  As is the case with most police FIUs, there is no specific statutory provision establishing and
empowering the FIU as a national centre for receiving and processing SARs and other relevant information
concerning suspected ML or FT activities. Hence, the unit exercises its powers as a law enforcement body
under the Police Act 1974, and related investigatory powers within the proceeds of crime and terrorist
financing legislation. Section 46(2)(c) of POCA requires SARs to be filed with a police officer as does
Regulation 6(1)(d) of the Proceeds of Crime (Money Laundering) Regulations 1998 with respect to reporting
officers of regulated institutions. However, the Guidance Notes, although not having the force of law, provide
for the filing of SARs and communication with respect to the SARs to be made with the FIU, and this is
reinforced by the FIU, the BMA and the SROs through training and other outreach activities.

180.  The authorities expect that the FIA will be established before the end of 2007, but it is unclear when it
will become operational. Potentially, there could be a vacuum in the conduct of financial intelligence functions
if these tasks are handed over from the FIU to the FIA before this one is adequately staffed, equipped, and its
staff trained. In the interest of an uninterrupted transfer of responsibilities, it would be desirable that the
authorities provide for a suitable period of transition of responsibilities so that the FIU will remain tasked with
financial intelligence functions until the FIA is fully operational.

181.  The existing FIU is fully operational as an independent agency. While the creation of an administrative
FIU is a major step forward, the current police FIU may not have the capacity to fully perform its functions
with the resources available, in particular the analysis of SARs, which is a significant shortcoming.

182.  Guidelines to Financial Institutions on Reporting STR (c. 26.2): Guidance on reporting SARs is
provided in The Guidance Notes (GNs) on the Prevention of ML issued by the National Anti-ML Committee
(NAMLC). A senior member of the FIU, as a representative of the Commissioner of Police, sits on the
NAMLC. Paragraphs 74 to 77, and Appendix E of the GNs comprise guidelines for the identification of
complex and unusual transactions or patterns, or transactions and suspicious patterns of behavior. Paragraphs
77A to 92 and Appendix G of the GNs provide guidance regarding the manner of reporting, including the
specification of reporting forms. In addition, the FIU actively participates in speaking engagements with the
local FlIs and other entities in terms of delivering such guidance. The GNs were initially published in 1998,
with a minor amendment made in 2001. They are currently under review with regard to updating and widening
its scope.

183.  Access to Information on Timely Basis by FIU (c. 26.3): As part of the Bermuda Police Service, the
FIU has access to all the information sources it requires to effectively perform its duties and responsibilities.
This includes immigration, tax, company records, vehicle registration, and customs databases. In addition,
through representation at the NAMLC and close working relationship with the BMA and the Ministry of
Finance, the FIU has easy access to other sources of information when required. The FIU’s access to
information appears to be effective.

184.  Additional Information from Reporting Parties (c. 26.4): The FIU is able to obtain additional
information from regulated institutions after a SAR is made pursuant to the general police powers, by way of
production and monitoring orders provided under Sections 37 and 41of the POCA. It can access information
relating to a person who has at any time held a realizable property from a government department by way of a
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disclosure order under Section 40 of the POCA. The FIU will normally not approach the customer unless
criminal activity has been identified.

185.  Dissemination of Information (c. 26.5): Although the authority is not expressly provided under the
POCA or in the PCMLR, the FIU may disseminate financial information and intelligence to domestic
authorities for investigation or action based on its general police powers.

186.  Operational Independence (c. 26.6): The FIU is an autonomous police unit within the Bermuda
Police Service. For administration purposes, it falls under the Commercial Crime Department, reports to the
Commissioner of Police, and relies on budget and resources from the Bermuda Police Service. The mission is
not aware of any factor that would inhibit the FIU’s operational autonomy or subject it to undue influence or
interference, including any restriction on its ability to analyze SARs, proceed with investigations, or present
evidence or reports to the DPP for further action. Such decisions are taken solely by the head of the FIU, and
not by the Chief of Police.

Information safeguards (c. 26.7): The Commercial Crime Department (FIU/Fraud) currently occupies rented
office space in the City of Hamilton, which is now small for its operations. The FIU is planning to move to
larger and newly constructed offices elsewhere in the City of Hamilton later in 2007. It currently shares office
space with the Fraud Unit, and there is common access for members of both units. Access to the office building
is limited to staff only and by invitation. Apart from staff of the Fraud Unit, with whom it shares a closed
network and database, no other Police units or domestic agencies have access to the database or data.

187.  Appropriate physical and information technology security measures are in place to prevent
unauthorized access to FIU information and to protect the physical security of the FIU’s staff. Generally,
documents and files are kept in a secure place, and the office is protected by an alarm system. Data is stored on
a closed database system utilized by members of both the FIU and Fraud Unit. FIU staff has been trained to
handle sensitive information and have demonstrated keen sensitivity to the confidentiality of STR information.
They are subject to disciplinary action, including the possibility of criminal charge, under internal police and
customs regulations in accordance with officer conduct and the Official Secrets Act 1989. The FIU is obliged
not to disclose any financial information or intelligence save for the purpose of carrying out its functions or
when required by the law or the courts.

188.  Under newly amended Section 58(4) of the POCA, there are strict confidentiality requirements with an
explicit gateway to enable the Bermuda Police and FIA to disseminate in any case that would allow them to
discharge their statutory functions. In addition, under Sections 18 and 21 of the FIA Act, strict confidentiality
provisions will apply to the new FIA as well.

189.  Current practice is for disclosures of SARs and FIU’s information/case to be sanitized prior to
disseminating to designated police or customs officers to be transmitted by secure hand delivery or secure mail.

190.  Publication of Annual Reports (c. 26.8): The FIU does not produce or publish any official annual
reports. Instead, it reports to the Commissioner of Police and FIU related activities are published in the annual
Police Report. Such information is contained in the Commercial Crime Department’s section of the annual
Police Reports. It also reports on a quarterly basis to the Bermuda Law Enforcement Review Group (BLERG)
through the Commissioner of Police. The FIU has a program of speaking engagements with the private sector
when it shares information on statistics, trends, and typologies. Through its membership in the NAMLC, it
regularly shares and discusses issues relating to ML and FT trends, techniques, and related policy matters with
other NAMLC members.
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191.  Egmont Group membership (c. 26.9): The Bermuda FIU became a member of the Egmont Group in
1999 and is regularly represented at the Egmont Group meetings. The current Head of the FIU is actively
involved in the Egmont Training Working Group. Bermuda hosted the Egmont Group Plenary in May 2007.

192.  Exchange of Information among FIUs (c. 26.10): Generally, the FIU follows the Egmont Principles
for Information Exchange. Through its membership of the Egmont Group, it is authorized to share financial
information and intelligence with its foreign counterparts, either through its own initiative or upon request. The
only limitation is found in Section 58(1) of POCA, pursuant to which the FIU shall not to disclose any financial
information or intelligence save for the purpose of carrying out its functions or when required by the law or the
courts. There is no specific provision governing the manner in which the FIU may exchange financial
information with its counterparts and other competent authorities, and information may be shared without a
Memorandum of Understanding (MOU). However, where requested by another Egmont Group member, such
MOU agreements have been made following the Egmont MOU template. To date, 12 MOUs have been agreed
and signed with other Egmont members. Five of these MOUs were agreed and signed during the May 2007
Egmont Group Plenary in Bermuda, while and additional one remains under negotiation. These MOUs were
negotiated at the request of the counterpart agency that required such an agreement before it could disseminate
information to Bermuda.

193.  Adequacy of Resources to FIU (c. 30.1): At present, the FIU has 12 approved staff posts composed
of: nine police financial investigators (one Detective Inspector/Head of FIU, three Detective Sergeants, and
five Detective Constables), in addition of three civilian positions of Analyst, Forensic Accountant, and
Secretary. At the time of the mission, there were three vacant positions: one Detective Sergeant, one Detective
Constable (financial investigator), and one Forensic Accountant. As mentioned above, the FIU shares office
space and a computer system with the Fraud Unit.

194.  The FIU relies for its resources on the Police Service. Its budget forms part of the general Police
Service budget, consequently, it competes with other Police units for a share of a limited budget. This has
created financial and resource constraints that limit training and operational activities, including the analysis
and investigation of SARs. The FIU has limited specialized financial analysis capacity with only one Financial
Analyst who has collaborated over the last two years has with other police units in the investigation of major
non-POCA related cases. According to the authorities, the current volume of work requires additional resources
to enable comprehensive and timely investigations of SARs which have not been possible with the available
resources. It is expected that when the proposed new FIA becomes operational in the next 12 months, it will be
well equipped to carry out investigations and confiscation activities.

195.  Consistent with the rest of the Police Service, the FIU has difficulty maintaining staff succession, due
largely to difficulties in recruiting and retaining officers that would replace those that leave the Commercial
Crime Department due to promotion, retirement, and non-competitive pay grades.

196.  Integrity of FIU Authorities (c. 30.2): Upon application to join the FIU, all persons (Police and
civilians) undergo background checks, in addition to those conducted when being hired by the Bermuda Police
Service, to determine and identify their levels of suitability and integrity. All members of the FIU are subject to
the duty of confidentiality provision of Section 58 of the POCA. It is not a specific requirement that Police
officers possess a high level of skill in financial investigation, as the resource pool is limited within the Police
Service. A full training program is undertaken once the successful candidate commences work in the unit.
Applicants for the civilian positions of Analyst and Forensic Accountant are required to already possess the
necessary skills and training.

197.  Training of FIU Staff (c. 30.3): Most FIU staff is experienced law enforcement officers and all of its
police financial investigators participate in a program of ongoing training based upon available financial
resources. Such training involves the modular training offered through the UK’s Assets Recovery Agency in
London, which include courses on financial investigations, confiscation, ML, and enhanced financial
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investigation skills. In addition, FIU staff has also attended overseas training courses offered by organizations
such as the US Securities and Exchange Commission, and the Regional Drug Law Enforcement Training
Center (REDTRAC) in Jamaica. FIU personnel also regularly attend overseas conferences as well as locally-
based workshops and seminars in order to keep abreast of developments in the field. The mission noted that the
training budget of the Bermuda Police Service has been decreasing over the last few years. This reduction has
in turn affected the FIU’s own training budget. The lack of adequate funding prevents the development of the
skills of financial investigators, and during 2005 and 2006, training was funded using the limited resources
from the Confiscated Assets Fund (CAF).

198.  Statistics (applying R.32 to FIU): The FIU compiles statistics to show, inter alia, the number of SARs
received, investigations carried out and results. The FIU produces relevant statistics on suspicious activity
reports, types of reporting institution, the number of investigated reports, and details of the underlying reasons
for suspicion or of the predicate offense. The Office of the Director of Public Prosecutions maintains statistics
on SARs resulting in investigations, prosecutions, or convictions for ML, FT or an underlying predicate
offense.

199.  The box below shows relevant statistics relating to SARs filed with the FIU over the last four years:

Box 11. Suspicious Activity Reports 2003-2007

Reporting Entity 2003 2004 2005 2006
Banks 257 142 183 286
Collective Investment Scheme 1 1 3 0
Investment Providers 2 5 5 14
Long Term Insurer 6 2 2 6
Credit Union 1 0 2 0
Trust Company 2 0 2 0
Bermuda Stock Exchange 3 1 0 1
Non regulated 3 11 3 6
Total SARs filed 275 162 200 313
Total ML Investigations initiated 3 4 3 1

2.5.2 Recommendations and Comments

¢ Ensure that the new administrative Financial Intelligence Unit (FIA) is established and becomes
operational, and provide sufficient staffing levels at the existing Police FIU to enable an increased
number of ML/FT-related investigations.

® Once established, the FIA should publish information relating to trends and typologies, with the
input of the Police Service.
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2.5.3 Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying overall rating

R.26 LC ® The FIU has limited specialized financial analysis capacity.

® Although under the FIA Act there is explicit statutory authority to establish
an administrative agency, the FIA, as the national center for receiving and
processing SARs and other relevant information concerning suspected ML
or FT activities, the new agency is not yet operational and therefore could
not be assessed

2.6 Law enforcement, prosecution and other competent authorities — the framework for the
investigation and prosecution of offenses, and for confiscation and freezing (R.27, & 28)

2.6.1 Description and Analysis

200. Designation of Authorities ML/FT Investigations (c. 27.1): The FIU is responsible for matters
relating to the proceeds of crime, including ML offenses. As a unit within the Bermuda Police Service, the FIU
administers the provisions of the Proceeds of Crime Act 1997 as amended in 2000, the Proceeds of Crime
(Money Laundering) Regulations 1998, the Anti-Terrorism (Financial & Other Measures) Act 2004, and
related United Nations Terrorism Order (The Terrorism [United Nations Measures] Overseas Territories Order
2001 and the Al Qaida and Taliban (United Nations Measures) (Overseas Territories) Order 2002. It is a law
enforcement unit within the Bermuda Police Service and exercises its powers under the Police Act 1974.

201.  The Special Branch and the Criminal Investigation Department within the Bermuda Police Service are
empowered to investigate the predicate offenses of terrorist acts under the Criminal Code Act 1907. The Office
of the Director of Public Prosecutions (“DPP”) is responsible for prosecution of offenses and related matters
under Bermudian criminal laws, including POCA and the terrorist financing legislation.

202.  Asindicated above, there have been no ML cases prosecuted in the last three years, and only one in the
last five years, despite indications of drug proceeds being concealed or integrated in the jurisdiction in real
estate or high end goods, which suggests a lack of effectiveness in conducting investigations relating to ML
and FT.

203.  Ability to Postpone/Waive Arrest of Suspects or Seizure of Property (c. 27.2): The PACE provides
wide-ranging arrest and detention powers to the police in matters connected to criminal proceedings. There are
no specific provisions in the existing legislation that allow the police authorities to take measures such as
postponing or waiving the arrest of suspected persons and/or the seizure of the money for the purpose of
identifying persons involved in such activities or for evidence gathering. However, the authorities indicated
that these measures are taken into account in operations conducted by the investigative officers on a case by
case basis. The Police, including the FIU, would consult with the DPP on such matters.

204.  Additional Element - Ability to Use Special Investigative Techniques (c. 27.3): Although there are
no specific legal provisions concerning the use of special investigation techniques, the authorities consider that,
the general powers of the Police under the Police Act 1974 allow the use of investigative techniques. With the
exception of wire-tapping, which has a specific statutory basis, investigative techniques of the Police, such as
controlled delivery and surveillance, are part of the general powers of the Police. The technique most often
used by the FIU is that of surveillance.



52

205. Additional Element - Use of Special Investigative Techniques for ML/FT Techniques (c. 27.4):
The authorities indicated that, although there are no specific examples or cases that can be cited, the use of
controlled delivery techniques is available as an investigatory tool in ML and FT investigations. Controlled
delivery techniques are often used by the Narcotics Unit of the Bermuda Police Service in its investigations.
The FIU has successfully utilized a surveillance team, a unit of specially trained Police officers, in several ML
investigations where undercover surveillance work was required.

206.  Additional Element - Specialized Investigation Groups & Conducting Multi-National
Cooperative Investigations (c. 27.5): Bermuda has an inter-agency task force, the joint Customs/Police
Combined Enforcement Interdiction Team that conducts investigations. The authorities are of the opinion that
while the main focus of this unit has been drug-related ML interdictions, given the substantial AML training
that has been undertaken by staff from both organizations, a greater role could be undertaken in financial crime
investigations. In addition, given amendments to the Bermuda Monetary Authority Act, it would seem that
greater cooperation and coordination between all three bodies is desirable. In addition, existing information-
sharing gateways between these entities should also be strengthened where necessary.

207.  In addition, there are a number of joint Customs/Police units that are formed to interdict the illicit
cross-border movement of goods/people and to deal with ML cases. These units operate under established
guidelines with Customs taking the lead at borders and Police taking the lead for domestic investigations.
Customs Officers assigned to these units hold Special Constable status.

208.  Additional Elements - Review of ML & FT Trends by Law Enforcement Authorities (c. 27.6):
Although matters relating ML and FT trends, techniques, and related policy issues are shared and discussed on
a regular basis by the FIU with other NAMLC members, no formal review of ML and FT trends has been
undertaken.

209.  Ability to Compel Production of and Searches for Documents and Information (c. 28.1):
Production orders, monitoring orders and search warrants are available to law enforcement authorities (POCA,
Sections 37, 39, and 41). For purposes of investigating proceeds of criminal conduct, Section 37 of POCA
allows police officers to apply to the Supreme Court for a production order in relation to a particular material
or a material of a particular description. Failure to comply with a production order is punishable on summary
conviction to imprisonment for two years or a fine of $10,000 or both (POCA, Section 38).

210. A Police officer is also able to gain access to information relating to a person who has at any time held
a realizable property from a government department by way of a disclosure order under Section 40 of the
POCA. Section 50 of the POCA provides for the search and seizure of cash from any person that is suspected
to be related to any criminal activity. Under such provisions, a customs officer is also deemed to be a Police
officer. Confiscation of the proceeds of crime is provided under Sections 9 and 10 of the POCA.

211.  Section 16 of the Anti-Terrorism (Financial & other Measures) Act 2004 provides for account
monitoring orders. Sections 18, 19, and 20 make further provision for general Police powers related to FT,
particularly for production orders and search warrants. Sections 14 and 15 of the Act provide for the forfeiture
of any funds related to terrorist financing.

212.  Sections 18, 19, and 20 of the Terrorism Order 2001 make further provision for general Police powers
related to FT, particularly for production orders and search warrants. Sections 14 and 15 of the ATFA provide
for the forfeiture of any funds related to terrorist financing.

213.  Section 41 of the POCA allows the Police to obtain a monitoring order under which a bank can be
directed to give the Police information about transactions conducted through an account held by a particular
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person with the bank. This power enables the Police to monitor a specific account over a specified period.
There is a timeframe for these monitoring orders: the order must specify the period, up to three months, which
may be renewed for an additional three months.

214.  Under Section 42 of the POCA, where a production order or a monitoring order has been made, it is an
offense to disclose that fact if such disclosure is likely to prejudice the investigation into the criminal conduct,
or is intended to reveal the existence of the monitoring order.

215.  Although the Police have sufficient legal powers to compel the production of information, and to seize
and forfeit the proceeds of crime, these powers are not exercised to a sufficient degree, resulting in relatively
few investigations, prosecutions, and seizures and forfeitures. Whether this is based on inadequate police and
prosecution resources, the failure to prioritize ML and FT, or a lack of training, statistical data shows that
relatively little is being accomplished.

216. Power to Take Witnesses’ Statement (c. 28.2): The Bermuda Police Service and the Customs
Department may take statements from witnesses, witnesses may make statements before a magistrate, and
witnesses may swear statements before a commissioner of oaths. The Court may summon witnesses to appear
in a criminal case under Section 4 of the Evidence Act 1905; depositions of witnesses may be read into the
record of a criminal trial under Section 9 of the Indictable Offenses Act 1929, and Sections 78 - 80 provide for
proof by written statement.

Adequacy of Resources to Law Enforcement and Other AML/CFT Investigative or Prosecutorial
Agencies (c. 30.1):

217.  Financial Investigation Unit. The current volume of work of the FIU requires substantial additional
resources. While all SARs received are subject to an initial review, only a small percentage of SARs are
analyzed. The sole analyst in the FIU is often required to assist in other non-FIU related investigations that
limit his work for the Unit, resulting in few full-scale investigations arising from SARs. It is expected that once
the FIA is established and becomes operational over the course of the next 12 months, it will assume the
financial intelligence functions of the existing FIU. Under the proposed FIA law, the new agency will have two
full-time analysts. At that point, the Police financial investigation unit may be somewhat better equipped to
focus on its investigation and confiscation tasks.

218.  As mentioned before, the Police Service has difficulty in maintaining staff succession of experienced
financial investigators in the FIU. Recruiting and retaining FIU officers reflects a general problem in the Police
Service due to promotions within the Police, the specialized nature of the work and required expertise, and the
non-competitive pay grade available for those with suitable backgrounds, as compared with the private sector.

219.  The Attorney General’s Chambers. The Attorney General’s Chambers (AGC) Litigation and Civil
Advisory section carries out the functions of receiving mutual legal assistance requests on behalf of the
Attorney General. The AGC is staffed by a Solicitor General, a Principal Crown Counsel, a Senior Crown
Counsel and three Crown Counsels. Bermuda does not receive an inordinate number of requests for mutual
legal assistance and currently there is one Crown Counsel that deals with such requests. However, other Crown
Counsels in the section are capable of handling these matters should the need arise. The AGC resources are
adequate in terms of the number of Crown Counsels, but there is a need for training on Mutual Legal
Assistance (MLA), as they rely on the DPP for drafting some of the requests. In 2005, the Attorney General
made provisions to have a dedicated Counsel for these matters in order to improve on the delivery of such
requests. There is support staff available to assist the Crown Counsel in dealing with MLA requests, and the
resources in Chambers are sufficient considering that the number of such requests is manageable. The DPP has
taken on the responsibility for sending MLA requests on behalf of the AGC to the Police in a timely manner.
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220.  Department of Public Prosecutions. The Department of Public Prosecutions is headed by a Director
of Public Prosecutions (DPP) appointed by the Governor under the Bermudian Constitution. The Director is
therefore not subject to election or appointment by the government. The Department has staff positions for: 1
Director, 1 Principal Crown Counsel, 2 Senior Crown Counsels (SCCs), 5 Crown Counsels (CCs) and 5 Junior
Crown Counsels (Jaccs). One of the Senior Crown Counsels specializes in POCA issues (the POC team has
three members assigned for the investigative stage and any other support the police might need). Two SCCs
and two CCs are contract workers. At the time of the mission, the Department was understaffed with 4 vacant
posts as follows: Principal Crown Counsel (which has been vacant for the last two years) and 3 Crown
Counsels. The JCC positions are reserved for Bermudian nationals but there is a problem in recruiting and
retaining JCC interested in CC positions, mainly due to pay grades that are lower than the private sector, and
also because only a small number of Bermudian lawyers who return to Bermuda are interested in pursuing a
career in the criminal law field. This all contribute to high staff turnover as trained staff leave for more
lucrative positions in the private sector, and as contract positions (expatriates??) are not renewed or the
incumbent departs for other reasons.

221.  The budget of the Department is determined by the Ministry of Justice, which is potentially
problematic because the DPP occasionally has had to investigate politicians. While appointed by the Governor,
the DPP has to justify its budget to the AG, who is a political appointee. The staff of the Office of the DPP is
appointed by the DPP upon the recommendation of the Public Service Commission.

222.  Integrity of Competent Authorities (c. 30.2): Upon application to join the FIU, all persons (Police
and civilian) undergo background checks in addition to those conducted when being hired by the Bermuda
Police Service, in order to determine and identify their suitability and integrity. All members of the Police FIU
are subject to the duty of confidentiality under Section 58 of the POCA.

223.  All applicants to the Customs Department undergo a process which includes aptitude testing, an
enhanced vetting process through the Police, and an interview, prior to being hired as trainee Customs Officers.
Trainee Officers undergo a two-year training process and must pass the Customs Officers examination. Failure
will result in dismissal. Additionally, all staff must swear the Official Secrets Act. The promotion process is
contained in a Memorandum of Understanding signed by the Department and the Bermuda Public Service
Union (the official negotiating body for Customs) — the process is transparent and complies with the Public
Service Commission Regulations. Requirements for all posts are set out in a career path document and all staff
members are provided training to prepare them for upward mobility and to carryout specialized tasks
associated with their duties. Interview panels consist of both internal and external members and
interview/assessment test questions are stored in a centralized data base with access limited to the administrator
and are randomly selected by the program. Periodic external audits carried out to assess the departments
operations against “best practice” guidelines and revenue to ensure compliance with established financial
instructions.

224.  Legal professional staff at the AG’s Chambers and Office of the DPP is required to have a track record
for professional standards and integrity, must take oath under Official Secrets Act, and must have appropriate
skill levels as per the job description. Recruitment of -al staff at the AGC and DPP is the joint responsibility of
Department of Human Resources, Public Services Commission, the Governor & the Department of Public
Prosecutions. Recruitment of Legal Professionals adheres to: (a) minimum qualifications required for each
post; (b) suitability of candidates based on job description; and (c) standards set for the profession by the
National Bar Council. Each post has minimum qualifying standards which are generally strictly adhered to
when being filled from outside the government service. Crown Counsels are qualified Barristers and Attorneys
and are required to have five (5) years post-qualification experience. CCs also have to abide by the Official
Secrets Act, in addition to their professional code of ethics. Prospective support staff is also expected to have a
high level of integrity and are subjected to Police background checks at the time of hiring, as well as sworn
under the Official Secrets Act.
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225.  Training for Competent Authorities (c. 30.3): As the FIU is a law enforcement model within the
Bermuda Police Service, there are some nine Police officers attached to that unit who are fully trained financial
investigators. In addition, the civilian FIU Analyst is a retired Police officer and fully trained financial
investigator. All Police officers within the FIU have been trained as basic financial investigators, and most
have received training in specific areas such as confiscations, money laundering, and enhanced financial
investigative skills. All Police officers within the FIU are familiar with the Egmont Group secure web for use
in the spontaneous sharing of financial information with other competent FIU’s worldwide. The officers are
familiar with the Egmont Group Principles of Information Exchange.

226. A full training program is undertaken once a successful candidate commences work in the FIU. All
Police financial investigators within the FIU undertake a program of ongoing training based upon available
financial resources. The civilian positions of Analyst and Forensic Accountant do require the applicants to
already possess the necessary skills and training. Training involves the modular training offered through the
Assets Recovery Agency in London, UK. Training courses also include basic and enhanced financial
investigation skills, confiscation, and money laundering. Officers also participate in other courses offered by
organizations such as the Securities & Exchange Commission in Washington DC, and REDTRAC-a regional
law enforcement training school in Jamaica that some of the FIU staff have attended. FIU personnel also
regularly attend overseas conferences as well as locally based workshops and seminars in order to keep abreast
of developments in the field. In particular, one local training seminar held during 2006 focused upon terrorist
financing. All training is based upon the limited funding allocated to the FIU each year within the overseas
training budget of the Bermuda Police Service. In 2005, some additional funding was allocated to the FIU for
training purposes from the Confiscated Assets Fund; this funding has been fully utilized. The funding allocated
to the FIU annually for training purposes is insufficient, and prevents the timely development of the skills of
the Police financial investigators within the unit.

227.  Some Customs officers have received training from the concluded Caribbean Anti-Money Laundering
Programme (CALP), and have been certified as financial investigators. Currently, officers are not being trained
in financial investigations. The Crown Counsel responsible for mutual legal assistance requests has received
training on the FATF 40+9 Methodology that was provided by the Caribbean Financial Action Task Force
(CFATF) in February 2005, as well as local conferences on money laundering.

228.  The DPP is mindful of the need for permanent training for legal staff on ML/FT issues. However,
training efforts are hampered by problems of limited staff numbers, budgetary constraints, as well as the
absence of locally-based training opportunities.

229.  Additional Element (Rec 30) - Special Training for Judges (c. 30.4): No training on international
developments in the criminal law of ML and FT has taken place.

230.  Statistics (applying R.32): There have been no ML cases prosecuted in the last three years, but the
DPP is responsible for maintaining statistics on prosecutions and convictions for ML and FT.

2.6.2 Recommendations and Comments

¢ The authorities should make enhanced efforts to investigate cases with indications of ML arising
from SARs, and use the existing legal powers to initiate non-SAR triggered investigations.

¢ Establish measures to ensure continuation of the experience and skill in financial investigations in
the Commercial Crime Department.

e Separate provisions must be made in the budget for training of AGC, DPP, Customs and Police
staff, as well as judges, in AML/CFT related matters.
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2.6.3 Compliance with Recommendations 27 & 28

Rating Summary of factors relevant to s.2.6 underlying overall rating

R.27 LC ® There have been no ML cases prosecuted in the last three years and only one
in the last five years, despite indications of drug proceeds being concealed or
integrated in the jurisdiction in real estate and in high-end goods. There also
have been no FT cases brought in Bermuda.

® Jow priority given to ML/FT crime by the Police Service, as reflected by the
very small number of prosecutions.

R.28 C

2.7  Cross Border Declaration or Disclosure (SR.IX)
2.7.1 Description and Analysis
Legal Framework: Sections 85, 86 of the Revenue Act and Section 50 of the Proceeds of Crime Act.

231. Mechanisms to Monitor Cross-border Physical Transportation of Currency (c. IX.1): Currently,
Bermudian law does not require, and there is no system for, the declaration or disclosure of incoming and
outgoing physical cross-border transportation of cash and bearer instruments to help detect ML or FT.
According to the authorities, the Collector of Customs (Head of the Customs Department) is planning to issue a
notice for such purpose under Section 16 of the Revenue Act 1898 and has prepared a draft notice to that
effect. Under the draft notice, disclosure of cash and negotiable instruments (hereinafter “currency”) above
$10,000 would be required by all persons arriving in Bermuda. By covering all negotiable instruments rather
than just bearer instruments, the new system will not only be more robust than the international standards set
forth in SR IX, but will also take on an increasingly popular typology in Bermuda: using checks for domestic
payment of drugs. However, the new declaration system will not cover outgoing transportation of currency
from Bermuda, although the Collector has the requisite legal authority under Section 16 to do so.

232.  Although the declaration system being considered is an important step, it still would not fully comply
with the requirements of SR. IX since, among other things, it would not cover outgoing transportation of
currency. Given concerns about ML associated with domestic drug trafficking, there is no reason not to adopt a
system that covers both incoming and outgoing transportation of currency.

233.  Request Information on Origin and Use of Currency (c. IX.2): Once the proposed
declaration/disclosure system is put in place and the declaration form published, the authorities indicate that
both Customs and the Police will have the legal authority to ask questions concerning possible crimes under
their general powers provided by Section 5 of the Police Act.

234.  Restraint of Currency (c. IX.3): Under current law, a police officer (which includes a customs officer
under Section 57(1) of POCA) has the ability to seize and detain cash and negotiable instruments if they
suspect that they relate to proceeds of criminal conduct under Section 50 of the POCA, which states as
follows:

Seizure and detention of cash imported or exported.

50 (1) A police officer may seize and detain, in accordance with this Part, any cash which is being
imported into or exported from Bermuda if the officer has reasonable grounds for suspecting that it



57

directly or indirectly represents any person’s proceeds of criminal conduct or is intended by any person
for use in any criminal conduct.

235.  Under Section 50(2) of the POCA, seized cash may not be detained for more than 48 hours, unless
continued detention is authorized by a magistrate for up to a three-month period, which may be extended in
three-month increments for up to two years.

236.  With respect to seizures of cash relating to terrorist financing, under the ATFA, any authorized officer,
defined in Schedule 3, Part 7, paragraph 22(1) to include police, customs and immigration officers, may seize
cash “if he has reasonable grounds for suspecting that it is terrorist cash.” The time periods for detaining such
cash are the same as in Section 50(2) above. See ATFA, Schedule 3, Part 2, paragraph 2.

237.  Customs and Police officers do not have the authority to seize, detain and confiscate cash and
negotiable instruments in the event of a false declaration. As noted above, they only have authority to seize and
detain cash with respect to suspicion of ML or FT under POCA and the ATFA.

238.  Retention of Information of Currency and Identification Data by Authorities when appropriate
(c. IX.4): Assuming that the cash or negotiable instruments are seized based on reasonable grounds, the
detention procedures outlined under Section 50(2) of the POCA would allow their retention for use by law
enforcement. With respect to identification data, all detentions made under Section 50 are recorded by the
Police/Customs Joint Intelligence Unit using ‘12’ analytical software.

239.  Access of Information to FIU (c. IX.5): The authorities have indicated that once a declaration system
is implemented, procedures will be developed to provide the FIU with information on declarations filed. No
information sharing mechanisms are being contemplated at this time between the relevant authorities, and it is
recommended that a memorandum of understanding (MOU) between Customs, the Police and the FIU (and
future FIA) that establishes such procedures would be useful.

240. Domestic Cooperation between Customs, Immigration and Related Authorities (c. IX.6): The
Customs Department works with the Immigration Department in a number of ways. It is the frontline agency at
all ports of entry, including the airport, with respect to immigration controls under delegated authority from the
Governor of Bermuda. Under Section 62(1) of the Bermudian Constitution, the Governor is responsible for
external affairs, defense, internal security and the police. The Immigration Department makes the final
determination with regard to immigration issues. In addition, both departments are represented on NAMLC. It
is expected that such cooperation will cover issues relating to a disclosure system once it is in place.

241.  Cooperation between Government departments and other related authorities is available as needed. For
example, in a recent criminal case involving extradition arising from the commission of a predicate offense, the
Customs and Immigration Departments worked closely with the Police (including the FIU), DPP, Attorney
General’s Chambers and the US Department of Justice. The two individuals charged were tried in the US and
subsequently convicted.

242.  The authorities should formalize and enhance domestic cooperation by developing a mechanism, such
as a sub-committee of NAMLC, specifically to address customs issues that would provide a forum for regular
meetings among the Customs Department, the Police (including the FIU), the future FIA, the Immigration
Department, the Attorney General’s Chambers, and the DPP.

243,  International Cooperation between Competent Authorities relating to Cross-border Physical
Transportation of Currency (c. IX.7): All search and detention reports, including searches for and seizures of
currency, are recorded in the Bermudian internal database (i2), in the World Customs Organization’s Customs
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Enforcement Network, and in the Caribbean Customs Law Enforcement Council’s Regional Intelligence
Liaison Officer (RILO) network. The latter two networks are available to Bermuda Customs and to other
customs authorities who are members. The authorities have indicated that their cooperation with foreign
customs, FIU and law enforcement agencies is available through normal channels when the need arises. There
have been a number of cases in the last five years that required the Custom Department’s cooperation with
foreign agencies, including US Immigration and Customs Enforcement (ICE) and US Customs and Border
Protection (CBP). Since CBP maintains a presence in Bermuda and are signatories to an MOU with the
Bermudian Customs and Police, there is routine cooperation on day-to-day matters involving incoming and
departing US citizens at the airport and from cruise ships. Bermudian Customs also meets with ICE teams
annually and is in contact with them frequently concerning US passengers and crew on cruise ships.

244.  Sanctions for Making False Declarations/Disclosures (applying c. 17.1-17.4 in R.17, c. IX.8: Once
the declaration system is in place, Sections 85 and 86 of the Revenue Act would be applicable. Section 85
makes it an offense to knowingly make a false declaration, punishable by civil penalty imposed by the
Collector of up to $12,000 for any false statement. Under Section 86, two offenses are established. The first is
for false declaration for which there is strict liability and punishable by forfeiture to pay $12,000. The second
offense is to knowingly making a false declaration and is punishable by up to two years imprisonment and a
civil penalty of up to $30,000.

Box 12. Penalties under Revenue Act 1898

Offense and Relevant | Offense Section | Summary Offense Indictable Offense
Section
False declaration Section 85 Civil money penalty
imposed by Collector of
Customs of $12,000
False declaration Section 86 Civil money penalty of Criminal fine of $30,000 or
$12,000 imprisonment for up to two
years

245.  With respect to legal persons, since the Interpretation Act defines ‘person’ as used in all Bermudian
laws to include legal persons as well as natural persons, corporate entities would be included in the sanctions
imposed under the Revenue Act.

246.  The fines attached to these violations are not sufficiently dissuasive, and may be viewed as simply a
cost of doing business given the potential for the transportation of large sums of cash or negotiable instruments.
Section 84A(6) gives the authority to the Minister of Finance to increase the level of penalties for certain
crimes, which therefore may be done without reverting back to the legislature. However, in this case, the Third
Schedule, Standard Scale of Penalties, has been revised in 2004 and therefore could not be used as a means of
increasing the level of penalties since there has not been “a change in the value of money” as required by this
provision as a condition to raising the levels of penalties.

247.  In addition, a provision comparable to Section 56 of POCA, Offences by Bodies Corporate, should be
included in the Revenue Act so that if corporations are found guilty of an offence under the Revenue Act, there
would be clear legal authority to charge directors and officers who have connived with the corporation in
committing an offense.

248.  Sanctions for Cross-border Physical Transportation of Currency for Purposes of ML or FT
(applying c. 17.1-17.4 in R.17, c. IX.9): In addition to the sanctions referred to in the response to c¢.IX.8
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above, the cross-border transportation of cash and negotiable instruments may give rise to a ML offence, which
would be subject to penalties of a fine of $50,000 to an unlimited amount, and imprisonment of between five
and 20 years, under Section 48 of POCA. In addition, cash and negotiable instruments seized under Section 50
of POCA may also be subject to forfeiture on application of DPP to a court, under Section 51.

249.  With respect to transportation of cash and negotiable instruments relating to terrorist financing
offences, penalties range from $20,000 up to $200,000 and imprisonment of between 12 months and 14 years,
under Section 13 of the ATFA. In addition, forfeiture of terrorist property is available under Section 15(1) of
the ATFA which gives effect to the provisions in Schedule 3 of the Act.

250.  Confiscation of Currency Related to ML/FT (applying c. 3.1-3.6 in R.3, c. IX.10): According to the
authorities, consideration is being given to the drafting of legislation authorizing the Collector to require
forfeiture of all undeclared items, including cash and negotiable instruments. Where there are reasonable
grounds for suspicion of ML or financing of terrorism, confiscation measures under POCA are available. See
responses to c¢.3.1 — 3.6 above.

251.  Confiscation of Currency Pursuant to UNSCRs (applying c. II1.1-II1.10 in SR III, c. IX.11):
There are no confiscation provisions explicitly relating to the confiscation of outgoing or incoming currency.
See the responses to c. I1I.1 —III.10, above.

252.  Notification of Foreign Agency of Unusual Movement of Precious Metal and Stones (c. IX.12):
All search and detention reports relating to gold, other precious metals and precious stones are recorded in the
Bermudian internal database (i2), in the World Customs Organization’s Customs Enforcement Network, and
the Caribbean Customs Law Enforcement Council’s Regional Intelligence Liaison Officer (RILO) network.
These sources are available to customs authorities who are members of the network. With respect to specific
notifications of foreign customs authorities, only those relating to gold are routinely made to other customs
agencies. The authorities have indicated that their cooperation has never been requested with respect to unusual
movements of precious metals but is available through normal channels.

253.  The authorities should consider developing a procedure to notify other customs agencies of search and
detention reports relating to precious metals other than gold, as well as to precious stones.

254.  Safeguards for Proper Use of Information (c. IX.13): All data systems used to record seizures and
detentions of currency are password protected. Both domestic and international access is limited to specified
customs officers for both the domestic and international networks, and passwords are required to be changed
periodically.

255. Additional Element — Implementation of SR.IX Best Practices (c. IX.14): According to the
authorities, consideration was given to the Best Practices paper in the course of drafting the notice regarding
disclosures of cash and negotiable instruments.

256. Additional Element — Computerization of Database and Access to Competent Authorities (c.
IX.15): The computerized database maintained by Customs is available to specified police officers who have
direct access, and information from that database is provided to other competent authorities on request.

2.7.2 Recommendations and Comments
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257.  The authorities should move quickly to fully implement the basic elements of SR IX, particularly to
address ML associated with domestic drug trafficking. Additionally, the declaration system should cover

outgoing transportation of currency. Legal authority should also be considered not just to seize and detain, but

also to confiscate currency solely on the basis of a false declaration. The amount of civil money penalties
should be increased, and domestic cooperation and information-sharing enhanced among law enforcement
authorities. Procedures should be implemented to provide the FIU with information from declarations filed.

2.7.3 Compliance with Special Recommendation IX

Rating

Summary of factors relevant to s.2.7 underlying overall rating

SR.IX

NC

There is no currency disclosure or declaration system in place for either
incoming (as currently planned) or outgoing transportation of currency.

The scale of civil money fines is not sufficiently dissuasive.
Domestic cooperation on customs issues is insufficient.

Information-sharing among Customs and other law enforcement authorities is
inadequate.

The authorities have not considered the implementation of a procedure to
notify other customs agencies of search and detention reports relating to
precious metals other than gold, as well as to precious stones.
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3 PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS

Customer Due Diligence & Record Keeping

3.1 Risk of ML or terrorist financing

Sectoral and Institutional Risk Issues

258.  Bermuda is not known as a major ML/FT jurisdiction, particularly with respect to crimes originating
domestically, including drug trafficking and terrorism. However, it is particularly vulnerable to other forms of
ML such as those arising from outside the jurisdiction given its standing as an international financial center.
Bermuda has a significant concentration of insurance business (approx. 1,312 companies with over US$105
billion in premiums), investment services and mutual funds (over US$216 in net asset). Bermuda is not a
significant banking center by international standards (it only has 4 commercial banks with assets of about
US$20 billion and one deposit taking company) but there are two very large banks with significant foreign
operations. Moreover, some of these banks provide services to other sectors such as the insurance and mutual
funds sector which are very large and can pose ML/FT exposure, albeit in a less direct manner. These Fls
largely caters to a global market, mainly customers from countries in North America, Europe, Asia and Latin
America which do represent in some cases significant sources of ML/FT risk.

259.  Bermudian banks also provide significant off-balance sheet services mainly in asset administration and
custody for amounts. There are also financial groups with affiliates engaged in any one or more financial
activities including banks, trust, investment and insurance business which have implications for Bermuda as
either home or host jurisdiction with respect to consolidated risk management and supervision. Such financial
groups could also present a degree of contagion of ML/FT risks, including reputational risk, where the
activities of the various business units are interrelated.

260. Financial services outside these formal sectors are considered to be minimal or non-existent (e.g.
currency exchange and money transfer services) and are therefore not viewed as a posing significant ML/FT
risk. Most residents have access to banking and financial services, including expatriate workers, and the
Bermudian economy is not considered to be a cash-based relative to other countries.

261.  With respect to the insurance sector, about 70 percent of insurance policies consist of
insurance/reinsurance for general risk (property and catastrophe), with about 30 percent comprising long term
business (life, annuity and other investment-linked products), including reinsurance, accounting for about
US$30 billion in premium. While life and investment-linked policies are not the largest proportion of insurance
business, the amount is still substantial, which creates the potential for ML/FT risk in this area. On a systemic
level, since the highest concentration of financial activity is in the non-long term sector, the degree of ML/FT
risk is correspondingly lower as reflected in the FATF Recommendations which do not cover FIs for this type
of business.

262. A majority of insurance companies are captives administered by insurance managers licensed in
Bermuda. While most of these captives underwrite owner related risks, the largest concentration (Class 3: some
566+ companies) write third party risks and about 30+ write long-term business. Insurance managers are not
subject to the AML Regulations, and this can present a significant lacuna in ML/FT risk management,
compliance and supervision.



62

263.  While non-life policies are generally considered to present low ML/FT risks, the authorities should
nonetheless be vigilant about potential vulnerabilities that can arise from the unique features of captive
operations and management structures. These can include their use as fronts for ML operations (e.g. policy
overpricing techniques for transferring and investing illicit funds outside of the country of origin of the
company owners and/or policyholders). In addition, captives have not been subject to the same degree of rigor
of supervision as other insurers, and a full reliance has been placed on licensed insurance managers for their
administration and AML compliance functions. While there were no documented case of ML/FT abuse in this
sub-sector, neither have the authorities conducted an assessment of ML/FT vulnerability and risk, nor has there
been comprehensive onsite supervision of their activities.

264.  The investment services and mutual funds sectors are exposed to ML/FT risks, particularly in the
layering and integration stages of ML. The authorities and industry representatives generally consider the high-
end market for mutual fund business (e.g. institutional and large subscription business) as presenting a low-risk
for ML/FT, and attract a “lighter touch” approach to registration/supervision from a prudential and public
interest point of view. However, both retail and institutional/large subscription funds are exposed to such risk
and in particular high-net worth clients do present a higher degree of risk as the business is akin and usually
connected to private banking and trust, which are generally considered as high risk.

Channels of Delivery Issues

265.  As an international financial center, a significant proportion of international business is conducted
through intermediaries and introducers located in other jurisdictions, both affiliated and non-affiliated to the
Bermudian licensees. The AML Regulations and the Guidance Notes both contain specific provisions and
compliance rules for business conducted through such intermediaries mainly with respect to customer
identification requirements. In the insurance sector, the domestic market for insurance is relatively small with
only a small proportion of business conducted through intermediaries (16 brokers, agents and salespersons).
However, a significant proportion of international insurance business is conducted through foreign
intermediaries or administered in Bermuda through insurance managers. This creates certain administration and
supervisory challenges with respect to risk-management and supervision on a cross-border basis that can create
AML/CFT compliance risks. Internationally, the use of intermediaries for the sale and delivery of long term
insurance products is considered to be one of the weakest links with respect to AML/CFT controls. Bermuda is
no exception and is particularly exposed to such risks in the use of intermediaries located in other jurisdictions.

266.  With respect to non-insurance sectors, ML/FT risks can also arise in business conducted through or
introduced by local services providers, particularly through legal and other professionals which are currently
not subject to the AML Regulations. While FlIs can generally rely on the professionalism of local introducers,
intermediaries and other service providers in support of their customer due diligence processes, over-reliance
can create systemic control weaknesses and leading to high profile investigations of financial crime.

Legal and Regulatory Issues

267.  Since the POCA and the AML Regulations were brought into operation in 1998, there have been no
substantive change to the legislation, and no amendments with respect to the legal or regulatory provisions
concerning the duties of FIs under such laws. In addition, there has been little change to the non-mandatory
Guidance Notes since they were issued in 1998 (the main change was in 2001 dealing with fiscal/tax offences).
During the last IMF assessment mission in 2003, there was an expectation that the draft Guidance Notes
developed subsequent to the mission were to be implemented to address a number of shortcomings, e.g. in
CDD. Consequently, the AML laws, regulations and guidelines have not kept pace with the international
standards that address the evolving ML/FT risks, and have not helped in raising awareness of ML/FT risks and
compliance obligations. In particular, the lack of coverage in the AML Regulations of life insurance business
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and the limited scope of CDD requirements (customer identification only) contribute to such risks. The GNs
also contain a number of provisions (especially for insurance and investment business) that limit or exempt the
application of customer identification requirements in cases that are highly unusual and which can weaken the
application of AML/CFT controls.

268.  Post mission, several pieces of legislation were approved including amendments to the Proceeds of
Crime Act (POCA), the Criminal Justice International Cooperation (Bermuda) Act, and a new Financial
Intelligence Agency Act. Once fully implemented, these new laws will address a number of the weaknesses in
the AML/CFT legal framework identified by the mission, and provide a better guidance to the implementation
of AML/CFT risk management processes by FIs.

3.2  Customer due diligence, including enhanced or reduced measures (R.5 to 8)

Note:(1) For purposes of this section, Financial Institutions (Fls) and regulated institutions shall have,
unless otherwise indicated, the same meaning and are used interchangeably to facilitate description of
and references to the Regulations and Guidance Notes.

(2) References in this section where there is a requirement or obligation for Fls to comply with the
FATF Recommendations generally refer to the existence of or need for obligations to be established in
law, regulations or other enforceable means. The Guidance Notes are not other enforceable means for
purposes of this assessment. Consequently, where such references appear in the text with respect to the
Guidance Notes, they are only to be interpreted as recommended industry practice for implementation in
Bermuda.

3.2.1 Description and Analysis

269. Legal Framework: Section 49 of the POCA empowers the Minister of Finance to make Regulations
for, inter alia, requiring financial and other institutions to “establish and maintain procedures relating to the
identification of clients, the keeping of records, the making of reports, and training.” Such regulations could
also create criminal offences for failing to comply with the established requirements. Pursuant to Section 49,
the Proceeds of Crime (Money Laundering) Regulations 1998 (hereinafter referred to as Regulations, Regs., or
AML Regulations) were issued prescribing a number of requirements for covered institutions, including
customer identification, record-keeping and reporting procedures, as well as for staff training. These
Regulations also established sanctions for non-compliance with the requirements through court proceedings. It
does not provide for administrative sanctions nor does it identify a competent authority to monitor and enforce
compliance. This function is largely carried out by the BMA under the regulatory laws as described below
under Rec. 23 and 29. In addition to the AML Regulations, the POCA established the National Anti-ML
Committee that is responsible, among other things, for the issuance of guidance for institutions subject to the
POCA and Regulations to aid in compliance with the requirements established under such legislation (Section
49 (1) (b) of the POCA), as described below.

270.  In 1998, the National Anti-Money Laundering Committee (NAMLC) issued non-mandatory Guidance
Notes on the Prevention of ML (Guidance Notes) (amended January 2004) with the main objective of
providing guidance on good practice for complying with the POCA and Regulations. In addition, a trial court
“may” take into account the Guidance Notes when ascertaining whether a person complied with the POCA
(Section 49A) and Regulations (Reg. 8). The Guidance Notes can also be used for definitional purposes when
determining compliance with customer identification (Reg. 4 (7)) and record-keeping requirements (Reg. 5(6)).
Similar provisions are contained in para. 1(6) of Schedule 1 of the Anti-Terrorism (Financial and Other
Measures) Act, 2004 which states that for purposes of establishing whether a person committed the offence of
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failure to report knowledge or suspicion of FT, a court “must consider whether he followed any relevant
guidance ...” No such guidance has been issued specifically on CFT issues.

271.  The Guidance Notes are not mandatory and, consequently, there are no sanctions for non-compliance
and they cannot be considered Other Enforceable Means (OEMs) for purposes of assessing compliance with
the applicable FATF Recommendations. The authorities have acknowledged this fact. The use of Guidance
Notes in this report is to reflect regulatory expectations of industry practices by the NAMLC and BMA in Fls
for compliance with the POCA and Regulations. As noted above, the Guidance Notes are not used herein for
purposes of assessing technical compliance with the FATF Recommendations for criteria requirements that
should be established in law, regulation or OEMs. Nonetheless, where relevant they are taken into account in
assessing the effectiveness of implementation in so far as they can reflect industry compliance practices.

272.  Covered Institutions: The institutions covered by the POCA, Regulations (and Guidance Notes)
include the following:

Box 13. Institutions Covered by POCA

Institution License dlja(; thorized Supervisor and Governing Law
a) Bank and Deposit Companies 4 banks Bermuda Monetary Authority: Banks and Deposit
1 Deposit Co. Companies Act 1999
b) Licensed Investment 58 Bermuda Monetary Authority: Investment Business
Businesses (dealing, arranging Act 2003
& underwriting securities
issues, investment managing
& advice, safeguarding &
administration of
investments).
¢) Investment Fund 40-50 Bermuda Monetary Authority: Investment Funds Act
Administrators: only for 2006. No fund administrator has been licensed
processing subscriptions and because the Act provided a grace period of 12
redemptions for mutual months starting March 2007 when the Act was put
funds/collective investment into effect.
schemes.
d) Investment (mutual) Funds 1,267 Bermuda Monetary Authority: Investment Funds Act
2006.
e) Insurance Business: long-term 80 Bermuda Monetary Authority: Insurance Act 1978.
insurance Only approximate figures available for end 2006,
including some 80 long-term insurers and about 40
composites accounting for a total of about US$32
billion in gross premium.
f) Credit Union 1 Bermuda Monetary Authority: Credit Unions Act
1982
g) Payments systems services 1 Bermuda Monetary Authority: Bermuda Authority
Act 1969 and Money Service Business Regulations
2007. There is one company that provides
electronic/internet payment services, check cashing
and guarantee services that is currently unregulated
but in process of seeking a license in accordance
with the Money Service Business Regulations.
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h) Money Service Business’ 0 See g) above.
1)  Voluntary Regulated 0 There are no voluntary institutions under Reg. 3(4)
Institutions but in the past there has been at least one.

Scope of application of the Regulations:

273. Insurance sector: Reg. 2(2)(a)(iv) of the AML Regulations explicitly excludes life insurance business
from the application of the AML requirements. In addition, it also appears that where insurance policies
contain both life and investment components, and particularly where the life component is the most significant
element, it could be interpreted to also exclude this type of business from the Regulations. From discussions
with the authorities and industry, it does not appear that this issue has been given much consideration in
practice. This can lead to inconsistent implementation of the requirements. The exclusion of life insurance
constitutes a significant lacuna in the AML/CFT regime particularly given the importance of the insurance
industry of Bermuda. For the insurance sector, it is widely accepted that life and investment linked policies are
particularly vulnerable to ML/FT abuse, and this view is reflected in the Guidance Notes which identify life
insurance as a risky activity for ML. It is also noted that while long term business (includes life and
annuity/investment business) only constitutes about 30 percent of total gross premium (2005 statistics
including reinsurance), the volume is still relatively large, totaling some US$30 billion. In addition, only
societies and companies registered under the Insurance Act are covered by the Regulations, thereby excluding
insurance intermediaries (especially persons acting as salesmen, agents and brokers) registered under this Act.

274.  In addition, insurance managers are also not being covered by the Regulations. Insurance managers,
including those for captive companies, substantially represent the mind and management for a relatively large
number of insurance companies operating in Bermuda. Nonetheless, the BMA expects such managers to ensure
that the underlying companies comply with the AML Regulations but the current Regulations would exclude
life business as described in the preceding paragraph. A similar situation applies to mutual fund administrators
(processing subscriptions and redemptions) which are however covered by the Regulations as described below.

275. Investment/Securities Sector: Reg. 2((2)(a)(vi) covers persons processing subscriptions and
redemptions for collective investment schemes (now defined as mutual funds under the Investment Funds Act
of December 2006), as defined in Section 1(2)(a) of the Bermuda Monetary Authority Act. The Investment
Funds Act 2006 repealed this section of the BMA Act, as well as the BMA (Collective Investment Schemes)
Regulations 1998. It therefore appears that, from a legal standpoint, these repeals excluded mutual funds
creating a significant gap in the scope of application of the AML Regulations in an important financial sector.
In any event, this gap in scope of the Regulations is wider because mutual funds administrators have a broader
definition of activities under the Investment Funds Act that go beyond processing subscriptions and
redemptions and which are captured by the FATF definition of FIs. Similar to the insurance sector, this is a
significant limitation in coverage given the number (1,267) and volume (US$21 Ibillion) of mutual funds assets
under administration in Bermuda. At the time of the mission, the authorities had drafted proposed new AML
Regulations that would include licensed fund administrators as financial institutions which would cover all of
their activities as defined under the Investment Funds Act.

276. In addition, as DNFBPs (particularly lawyers and accountants) are currently not covered by the
AML/CFT regime, there is an ambiguity about whether such professionals are covered by the Regulations

> At the time of the mission, the authorities were aware of only informal funds transfer system that had been in operations
until recently which catered to the outward remittance needs of expatriate workers in Bermuda. No estimate of the volume
of such activity was known and it is believed that such operation is not longer in existence. The authorities were not aware
of any other informal system operating in Bermuda.
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when e.g. they provide investment advice or other investment services under Part 2 of the Investment Business
Act which are subject to the existing Regulations. To date the authorities have not licensed such professionals
under the Investment Business Act (e.g. lawyers) and are unaware of whether they carry on such investment
activities.

277.  Money and value transfer business, formal or informal: Up to 17 January 2007, the Regulations did
not cover money transfer services, only currency exchange services under Reg. 2 (2)(ix). By an amendment to
this section on 16 January 2007, all those persons licensed under the BMA’s Money Service Business
Regulations issued on the same date are now covered. The MSB Regulations, and by extension, the AML
Regulations, cover persons who carry on a money service business which include inter alia, money
transmission, currency exchange business, debit/credit card issuance and check cashing,
administering/intermediating electronic payments. Persons covered by the MSB Regulations have a 12-month
period to apply for a license and at the time of the mission none had been issued and only a couple were under
consideration. Prior to the MSB Regulations, there had been one formal independent money transfer service
conducting business in Bermuda through a local licensed FI. That service, which was closely monitored by the
authorities, was closed down by the FI apparently because of increasing compliance costs (because of the
volume of SAR reporting and related issues) and because of reputational concerns. In addition to this case, the
authorities are aware of one informal money transmission operator in Bermuda that had been providing money
transfer services to certain segments of the expatriate community by aggregating international payments
through a local bank account. The mission was informed that the account has been closed.

278.  Payments and check management services: The Regulations have recently been amended to cover
these services. (See discussion in the preceding paragraph.). There is one well established company operating
in Bermuda which is in process of applying for a license under the BMA Money Service Business Regulations
that would include money transmission services. This company also engages the management of electronic
payment and check cashing services.

279.  Prohibition of Anonymous Accounts (c. 5.1): There are no specific legal provisions that prohibit FIs
from maintaining anonymous accounts or accounts in fictitious names. However, the known practice is that
neither fictitious, nor numbered accounts, are maintained by FIs in Bermuda. The Regulations require FIs to
have procedures to conduct and record customer identification for all accounts and to ensure effective
monitoring. The authorities maintain that these requirements, including adherence with the Guidance Notes,
effectively discourages maintenance of numbered accounts and that any institution that sought to make use of
numbered accounts would still need to ensure that it did not prevent proper internal diligence and monitoring.

280. When is CDD required (c. 5.2): Reg. 4(1) states that Fls shall “establish and maintain identification
procedures” which require that an applicant for business produce satisfactory evidence of identity as soon as is
reasonably practical after first making contact with the FI. Where such identification is not obtained, the
business shall not proceed any further. However, when such application for business involves a one-off
transaction (as opposed to the establishment of a business relationship), which gives rise to knowledge or
suspicion of ML, the FI may proceed with the transaction but only in accordance with any directions given by a
police officer for that purpose. This is a reasonable approach to implementation of this requirement as it helps
in avoiding tipping off the prospective client.

281.  Itis noted that the requirement established by Reg. 4(1) only relates to customer identification that
while an important element, does not extend to the full range of customer due diligence requirements under
Rec. 5 of the FATF. In addition, while the identification obligations created by the Regulations are indirect
“procedures” requirements, failure to obtain proper identification should result in a refusal of the client
business unless, as mentioned above, there is suspicion or knowledge of ML and it involves a one-off
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transaction. The mission could not ascertain how in practice this requirement has been complied with or
enforced, that is, the need to obtain identification when there is suspicion without tipping off the client. The
Guidance Notes do not cover this issue.

282.  Specifically, the Reg. 4(2) requires FIs to have customer identification procedures that require
customer identification when:

a) Forming a business relationship;

b) Carrying out occasional one-off transactions where the amount is BD$10,000 or more (equivalent to
US$10,000, or the equivalent in any foreign currency). This requirement includes multiple transactions
below this amount which appear to be linked, and where the total equals or exceeds BD$10,000. The
Guidance Notes state that the interval period for aggregating such small transactions should be three
months.

There are no specific provisions for wire transfers and the US$10,000 threshold is too high for a wire
transfer under SR VII which requires establishes the threshold at US$1,000.

¢) Inrespect of any one-off transactions, any person handling such transactions for the FI knows or
suspects that the applicant for business is engaged in ML or that the transaction is being carried out on
behalf of another person engaged in ML. This requirement does not specifically cover FT suspicion
and limits the application to one-off transaction, thereby excluding circumstances or other situations
where a suspicion or knowledge of ML/FT arises, e.g. any activity in the course of business
relationships.

283.  There are no requirements for Fls to conduct CDD when there are doubts about the veracity or
adequacy of previously obtained customer identification information. (c. 5.2(e))

284.  The Guidance Notes (G71) states that once verification and recordkeeping of identification has been
completed, no further evidence of identity is needed when transactions are subsequently undertaken.

285.  Identification measures and verification sources (c. 5.3): As mentioned under ¢5.2 above, the AML
Regulations do not cover all of the CDD requirements under Rec. 5. While the non-mandatory Guidance Notes
expand on the Regulation, they also do not cover all of the CDD issues and as mentioned before, they are not
considered “Other Enforceable Means”. A description of the regulatory and guidelines provisions for CDD
which is narrowly focused on identification requirements mainly.

286. Reg. 4 (1) described under c5.2 above establishes the legal requirement for FIs to put in place
“procedures” that will require the identification of applicants for business, regardless of whether they are
individuals or legal entities and arrangements, and whether they are one-off transactions or business
relationship. These procedures should require FIs to obtain “satisfactory evidence” of identity, and that such
evidence is reliable, implying that verification of identity is required. Furthermore, Reg. 4(7) states that for
purposes of this requirement, satisfactory evidence may be determined in accordance with the non-mandatory
Guidance Notes which state that:

a) GI12. FIs should have procedures to enable them to determine, or receive confirmation of, the true
identify of customers.

b) G26 through G73 provide further details as to what the verification of identity should be, including
details for joint account holders, principals and beneficiaries, individuals, partnerships, companies
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and corporate trustees, regulated intermediary and other institutions and legal arrangements.
Exemptions from the verification of identity procedures are also provided under G38 through G45,
such as when clients are other regulated FIs and small one-off transactions. Additional but limited
guidance (especially for deposit taking institutions) is provided in Part III of the Guidance Notes
for deposit taking, investment services, fiduciary and insurance entities.

For individuals, G56 to G66 provide details of the types of information and verification that
should be obtained. In particular, G58 states that “the relevance and usefulness in this context of
the following personal information should be considered:” Such wording could be made more
explicit so as to provide more clear guidance to Fls for purposes of implementation of the
Regulatory requirements. The information referred to under G58 includes full name, date and place
of birth, nationality, address, contact details, occupation and employer or nature of self-
employment, and specimen signature. In addition, guidance is provided as to the types of
identification documents that are preferred e.g. passport and driving license with photographs.
Documents that are easily obtained in any name should not be accepted e.g. credit cards. Adequate
guidance is also given under G62-G64 with respect to non-resident customers. Where Fls are
unable to obtain information from the sources identified in the Guidance Notes, they may seek
such information from another institution including confirmation on whether they have it in their
records. A form for such request is provided in Appendix D of the Guidance Notes.

287.  Identification of Legal Persons or Other Arrangements (c. 5.4):

a)

b)

)
ii)

(*) Legal persons and arrangements: Reg. 4(4) requires FIs to “establish and maintain
identification procedures” which require that FIs identify persons (the principal) on whose behalf an
applicant for business appears to be acting. To this end, the Guidance Notes (G28) state that FIs
should establish the true nature of the relationship between the principal and applicant for business,
including authorized signatories. Principals in this case are widely interpreted as to include
beneficial owners, settlors, controlling shareholders, directors and major beneficiaries. It is not clear
whether “beneficial owners” in this context would generally extend to the “ultimate beneficiaries”,
that is to natural persons where applicable. In the case of trusts and settlements under trusts, an FI
should obtain written confirmation from trustees or managers of the trust or settlement with respect
to their knowledge of the underlying principals (settlors and named beneficiaries), and that there are
no anonymous principals.

For companies or corporate trustees, the Guidance Notes (G32 and G33) specify that FI should
verify the identity of the underlying beneficiary owners, namely those that ultimately own or control
interests of 5% or more. In this context, beneficial owners include persons on whose instructions the
signatories or intermediaries instructing such signatories are accustomed to act. The following
information should be obtained:

certificates of incorporation
names and addresses of beneficial owners and/or persons on whose instructions signatories are
empowered to act

iii) memorandum of Association and by-laws

V)

V)

board resolutions and other mandates and other account opening authorities, including full names
of all directors and specimen signatures
certificate of incumbency and powers of attorney
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vi) signed director’s statement as to the nature of the company’s business.

Unlike the wording under G32 and G33, G67, G68 and G69 seem to weaken the requirement to
identify legal entities. G67 states that “the company should duly accredit all account signatories”
which seems to place the onus on the client. And G68 states that the “relevance and usefulness in this
context” of the following documents should be “carefully considered”. Wording under both provisions
should provide more clear and explicit guidance to FIs for purposes of implementation of the
Regulatory requirements.

¢) For partnerships, the Guidance Notes (G69) also state that the “relevance and usefulness’ of
obtaining the following information for purpose of verification should be considered: (i) the
partnership agreement and (ii) information in respect of the partners and managers. This wording
also seems inadequate for purposes of supporting compliance with the obligations imposed by the
Regulations.

288.  Guidance Note 72 states that a file for each applicant for business should show the steps taken and the
evidence obtained in the process of verification, and where exemptions apply, the justification for such
exemption. Where such verification is not possible, the process should be suspended and any funds held to the
order of the applicant for business should be held until verification is completed. In any event, funds should be
returned only to the source from which they came and not to third parties. Where there is a suspicion of ML, a
report to the FIU (police) should be made and guidance sought on how to proceed.

289.  Identification of Beneficial Owners (c. 5.5%; 5.5.1% & 5.5.2): See c. 5.4 above. Reg. 4(4) requires Fls
to “establish and maintain identification procedures” which require that FIs identify persons (the principal) on
whose behalf an applicant for business appears to be acting. To this end, the Guidance Notes (G28) states that
FIs should establish the relationship between the principal and applicant for business, including authorized
signatories. Principals in this case are widely interpreted as to include beneficial owners, settlors, controlling
shareholders, directors and major beneficiaries. In the case of trusts and settlements under trusts, an FI should
obtain written confirmation from trustees or managers of the trust settlement with respect to their knowledge of
the underlying principals (settlors and named beneficiaries), and that there are no anonymous principals.

290.  Where FIs provide fiduciary services, e.g. trust and company services (as defined in Part III of the
Guidance Notes), the Guidance Note (G135) places the onus on the “relevant employees” of Fls stating that
“Good practice requires relevant employees to ensure that engagement documentation (client agreement etc.) is
duly completed and signed at the time of entry.” The onus should be on the Fl/service provider and not on the
employees per se. In such cases, verification of new clients should include in the circumstances described (i)
the settlor and/or “where appropriate” the principal beneficiary(ies); (ii) the beneficial owners of companies;
and (ii1) a note as to any further information on identification required from the customer’s agent or
intermediary.

291.  With respect to insurance entities conducting on long-term (life/investment but note that this is
inconsistent with the scope of the Regulations that excludes life insurance as discussed above) business, the
Guidance Notes (e.g. G139, G140 and G141), there is no provision for the identification of beneficiaries
particularly with respect to the timing of such identification. G139, as worded, opens the possibility of ML/FT
risk, e.g. in structuring or layering. Where payment of the proceeds of a policy surrender is made before
verification of a customer is completed, G130 states that an FI is considered to have complied with the duty to
verify the client (“to have taken reasonable measures of verification) in circumstances where payment to a
policy holder is made by check or to an account held solely or jointly in the name of a policy holder by
electronic means. This exemption from the conduct of customer identification can give rise to ML/FT risk, e.g.
where a customer has paid the policy premium in cash and/or where the FI received such premium from or
through another person that is not the applicant for business or beneficiary. In the absence of a general



70

prohibition of cash acceptance by, either insurers or intermediaries, payment on surrender by check, wire
transfer or other non-cash means (conversion risk) could involve a degree of ML/FT risk. This is particularly
important as G138 highlights the risk of ML in these types of transactions. In addition, where ML/FT is
suspected, there should be an obligation for the FI to conduct CDD as far as possible and to report such cases to
the FIU. G139 should therefore be reviewed for purposes of the potential loophole it creates.

292. G140 provides that a significant one-off transaction involving “switch™® transactions does not require
CDD when certain payment conditions are met. However, when read alone or together with G141, it can
involve a series of future transactions which could result in the establishment of a business relationship. In
addition, as under G139, G140 and G141 should be reviewed with respect to the possibility of creating the
opportunity for laying or structuring ML/FT transactions.

293.  With regards to Investment Services (securities) business, the Guidance Notes (G123) state that where
an agent or intermediary introduces an underlying customer (principal), the latter should be identified. And,
where (G125) the intermediary acts as a nominee for the underlying customer and the intermediary deals in its
own name, both the intermediary/nominee and the underlying customer are subject to identification and
verification, except when the applicant for business is a regulated FI. It should be clarified/emphasized the
underlying customer/principal includes ultimate beneficiaries.

294.  With respect to G129 (investment services), as for insurance under G139, there is a need to clarify
that such cases of early redemption only apply when in the course of establishing a business relationship or
conducting a one-off transaction. There should not be an exemption when redemption occurs well after the
business relationship is established. In addition, allowing Fls to meet their CDD obligations simply by making
payment in the manner described in G129 could give rise to the opportunity for ML/FT.

295. G130 also in effect exempts Investment Services businesses from CDD when they involve Switch
transactions, largely similar to those for insurance described under para. 151. This is not appropriate.

296.  Where (G131, 132 and 133) an Investment Services business contracts with a customer who agrees to
make regular subscriptions, and arranges for the collection of such subscriptions e.g. by completing a direct
debit mandate or standing order, the FI should conduct customer identification verification on that customer.
However, where a customer sets up a savings scheme and the money so invested is used to acquire investments
registered in the name of a “third party”, the person who funds the “cash transaction” is the person whose
identification is to be verified. G132 further states that the person who is the “legal owner” of the investment at
the time the investment is realized/sold is the person whose identity is to be verified, except where this person
is the same one who funded the investment. This is unacceptable for purposes of Rec. 5.5 as the “third party”
or beneficiary should be identified at the time the business relationship or one-off transaction is
established/conducted. And, where the third party/beneficiary changes subsequent but prior to realization of the
investment, then that other new person(s) should also be verified at the time of the change. In addition,
identification of the “legal owner” at the time of realization may be insufficient because such person may not
be the beneficiary in cases where the investment is held in trust for others. As worded, the G132 can confuse
the need to identify the “third party”, “legal owner” and beneficiary, as well the timing for such identification.
G133 should also be reviewed as it creates an inappropriate exemption from identification of
customers/investors establishing savings and investment vehicles where income is to be reinvested. As worded,
G133 states that neither the establishment of such facilities nor the reinvestment of income is to be considered
as entering into a business relationship and hence no verification of the customer is required.

6 Switch transactions are defined in the Guidance Notes (G140) as significant one-off transactions ($10,000 or more)
where all the proceeds are directly paid to another policy of insurance which itself can, on subsequent surrender, only
result in either a further premium payment on behalf of the same customer, or a payment being made directly to the
customer and of which a record is kept. Similar exemptions are contained in G130 for Investment Services.
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297.  Information on Purpose and Nature of Business Relationship (c. 5.6): There are no specific
provisions either in the POCA, Regulations or Guidance Note that require FIs to obtain information on the
purpose and intended nature of the business relationship with customers. Verification procedures, as used in the
Guidance Notes, relate specifically to evidence of identity (See Reg. 5 and G11 and G12). Nowhere in the
Regulations or Guidance Notes is the “duty of vigilance” or “verification” of customers defined as would
indicate, explicitly or otherwise, that these terms include the full range of CDD required under FATF,
including establishing the purpose or nature of business relationships.

298.  Ongoing Due Diligence on Business Relationship (c. 5.7; 5.7.1 & 5.7.2): There are no specific
provisions either in the POCA, Regulations or Guidance Note that require FIs to conduct ongoing CDD during
the course of business relationship that would include enhanced monitoring for higher risk business and regular
updating of customer profile information, etc.

299.  Risk — Enhanced Due Diligence for Higher Risk Customers (c. 5.8): There are no specific
provisions either in the POCA, Regulations or Guidance Note that require FIs to conduct enhanced CDD for
higher risk customers, business relationships or transactions. There are general principles in the various
regulatory guidance notes, e.g. BMA Guidance Note 13 for insurers, which states, for instance, that insurers
should implement risk management, control systems and practices, consistent with the entities’ size,
complexity and nature of the risk exposures. Such provisions could usefully be applied to ML/FT risk controls
in a manner that imposes obligations for enhance CDD for higher risk business. No such clear link exists for
compliance with the AML Regulations.

300. Risk — Application of Simplified/Reduced CDD Measures when appropriate (c. 5.9): Except in
the specific cases described below (see also section for Exemptions from Customer Identification and
Verification above), there are no general regulatory or other provisions that would allow FIs to apply reduced

or simplified CDD measures to their customers, business relationships or transactions for AML/CFT purposes.
Guidance Notes in particular contain a number of provisions which appear to either exempt Fls from customer
verification or allow the application of reduced CDD measures but these have not been justified on the basis of
lower risk and the existences of adequate checks and controls in the system. In addition, ¢ 5.9 provides for
simplification or reduction of CDD, not complete exemption. The exempted cases are:

a) Reg. 4(5): No customer identification/verification is required when the applicant for business is
another regulated FI, including a foreign FI, representing an underlying client/principal. In such
case, only a written assurance from the FI is required that evidence of identity of the underlying
client has been obtained and recorded. Similar provisions are contained under Reg. 4(3) where an
applicant for business is introduced by a regulated FI. There are no regulatory provisions which
would allow for simplified CDD where the client/principal is another regulated FI subject to
adequate AML/CFT requirements and supervision. However, G39 exempts FIs from verifying the
identity of an “applicant for business” where such customer is a regulated FI including a foreign FI
subject to regulations at least equivalent to the Bermudian Regulations, as listed in Appendix A of
the Guidance Notes. It is noted that G39 makes no distinction, as do Regs. 4(3) and 4(4) above,
concerning whether the client FI is applying for business as a principal, or is introducing or acting
on behalf of another. Consequently, the Guidance Notes may be interpreted as only covering those
situations where the client FI is not acting as principal. This should be clarified and made
consistent with the Regulations. If G39 is strictly observed, it may create confusion and could
create gaps in the identification of underlying clients that, e.g. may use FI facilities to conduct
transactions such as with the use of internal/consolidation accounts. Clarification of these
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exemptions could also provide a better basis for allowing simplified CDD permitted under Rec. 5.9
where low risk is justified. Notwithstanding, in cases where a client FI is seeking to establish
cross-border banking and other similar relationships, enhanced CDD would be required under
FATF Rec. 7.

b) G32: does not require verification of the underlying beneficial owners who own or control the
company when they are quoted in a recognized stock exchange.

¢) G130 Investment Services: No customer identification is required where a significant one-off
transaction is a “switch” transaction where the proceeds of an investment are directly re-invested in
another investment as described therein. There does not appear to be a basis for proven low risk in
these transactions especially as the possibility of multiple investment transactions can effectively
result in a business relationship being established. G132 also exempts from identification the third
party/legal owner/beneficiary of an investment at the time savings scheme is established for
funding investments registered or held in the name of third parties. In addition, G133 states that for
savings and investment vehicles which offer customers the facility to reinvest income, the use of
such facility should not be considered as entering into a business relationship and “the
reinvestment of income” should not require customer identification verification. As described
above, it appears that the setting up of such savings or investment vehicles, not only the
reinvestment transactions, would also be exempt from such verification which should not be
acceptable.

d) With regard to Insurance business, all life insurance business is exempted by virtue of Reg.
2(2)(@iv), hence the issue of allowing for simplified or reduced CDD measures to this line of
business does not apply. However, G140 also exempts from identification verification of “switch”
transactions broadly similar to Investment Services described above. G141 also exempts from this
identification customers that use facilities where payments from one insurance policy are used to
fund the premium of another policy for the same customer. Such facilities are not considered to
give rise to a business relationship, nor do the individual payments. As worded no client
identification is required for the entire facility and it is unclear why this “facility”” should not be
considered as constituting a business relationship. In addition, G142 states that verification of
identification is not required in respect of persons who receive benefit payments under an
employer sponsored pension or savings scheme where such persons do not seek personal
investment advice. Where such advice is sought, verification of identity is simplified and
considered to have been met when verification of the employer and trustees of the scheme has been
completed by the insurer and the principal employer confirms the identity and address of the
individual in writing.

301.  While there are no provisions in the law or regulations for simplified or reduced CDD, the Guidance
Notes lists a number of cases where customer identification is not required including: (i) other regulated
institutions in Bermuda and overseas from countries listed in Appendix A; (ii) small one-off transactions,
single or linked. However, no threshold is mentioned here and it can only be assumed that a significant
transaction or linked transactions would be US/BD$10,000 or more; (iii) certain accounts transacted through
the post, telephonic or electronic means involving accounts or investment products that do not allow funds
transfers, and where payment is received from another regulated institution and where reliance is made on the
CDD of that other institution. (See Rec. 9); (iv) certain mailshot, coupon and similar business conducted
through the telephone or other electronic means. It is unclear why these are exempt especially when the risk
may be higher in cases where there is no face-to-face contact with clients. (See discussion under Rec. 8 below.)
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302. Risk - Simplification / Reduction of CDD Measures relating to overseas residents (c. 5.10): There
are no requirements or provisions that limit simplified CDD to non-resident customers that are from countries
that Bermuda is satisfied have effectively implemented the FATF Recommendations. The Guidance Notes
(Appendix A) provide a list of countries that are considered to have AML regulations at least equivalent to
Bermuda’s but these are mainly for purposes of introductions and FIs acting as intermediaries for underlying
clients, and not for purposes of simplified or reduced CDD.

303. Risk - Simplified/Reduced CDD Measures Not to Apply when Suspicions of ML/FT or other
high risk scenarios exist (c. 5.11): There are no requirements or provisions which would prohibit simplified
or reduced CDD where there is suspicion of ML/FT. There is only a limited reference in G43 (e) which
indicates that where there is suspicion of ML, reliance on another institution for customer verification should
not be allowed when customers conduct certain transactions by post, telephone or electronic means.

304. Risk Based Application of CDD to be Consistent with Guidelines (c. 5.12): The Guidance Notes
issued by the National Anti-ML Committee contain provisions where verification of customer identity can be
exempted or simplified for the cases described above. These are uni-directional and do not address the need for
enhanced CDD for higher risk customers. As noted above, a number of these exemptions/simplifications are
not justified.

305. Timing of Verification of Identity — general rule (c. 5.13) : Reg. 4(1) imposes a general requirement
for FIs to “establish and maintain identification procedures which require: (a) that any applicant for business of
a type mentioned in paragraph (2) shall produce satisfactory evidence of his identity as soon as practical after
first making contact with the regulated institution.” This provision covers both business relationships and
significant one-off transactions. It does not address the need to verify the identity of the customer or
beneficiary before establishing the relationship or conducting an occasional transaction. However, because the
Regulation refers to “after first making contact” for practical purposes it may be interpreted as carrying out
verification during the course of this process. The Guidance Notes elaborates this point stating in G47 that the
best time to verify the identity of customers is prior to entry rather than at entry, and that verification should be
completed before completing any transaction. However, some exceptions apply as described below.

306. Timing of Verification of Identity — treatment of exceptional circumstances (c.5.14 & 5.14.1):
(See 5.13 above.) G438 states that if there are sound business reasons to do so, an account may be opened or a
significant one-off transaction carried out before verification of identity is completed. In this case, FIs are
expected to have stringent controls to ensure that funds are not transferred to third parties. Alternatively, a
senior employee may give authority for such accounts or transactions and that this authority should not be
delegated. Such decisions must be recorded in writing and a suggested form to use for recording such authority
is provided in Appendix C of the Guidance Notes. G50 also states that in cases of business transacted through
the telephone and where payment is or is expected to be made from financial intermediaries, or another
account, the FI (verifier) should ensure that such account is held in the name of the applicant for business at or
before the time of payment and should not remit the proceeds of any transaction to the applicant for business or
on his order until customer verification has been completed. Because the Guidance Notes are not mandatory,
enforceability of these and similar provisions is an important shortcoming.

307.  With regard to Investment Services, G129 states that verification of identify should normally be
completed before payment of the proceeds of redemption occur in cases of significant one-off transactions and
transactions carried out within a business relationship. This can be interpreted as requiring verification any time
after (which could be a very long time) after a business relationship is established or a one-off
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transaction/investment is made, and is inappropriate for Rec. 5. In addition, G129 states that the need for
verification of identity is satisfied by an “investment manager” where payment of redemption is made to the
“legal owner” of the investment (as opposed to the beneficiary owner which could be different) by way of
check or to an account held solely or jointly in the name of the “legal holder” of the investment by electronic
means. A literal interpretation of this provision would make it inconsistent with Rec. 5. G132 also states that
verification of identity of the “legal owner” of an investment (if not the person who funded it), will be
completed “when the investment is realized”. This is also unsatisfactory.

308.  For Insurers, G139 contains similar provisions as for Investment Services and states that where
surrender of a policy occurs prior to completion of verification, including significant one-off transactions and
those carried out within a business relationship, verification should be completed before the customer receives
the proceeds of the surrender. As well, there is uncertainty with respect to the application of this provision as
postponement of verification of identification of the customer should be only for a reasonable period of time to
facilitate the process of establishing the business relationship. Postponement of verification before or at the
time of payment or exercise of rights under the policy should nonetheless only apply to beneficiaries of life
policies (FATF Rec. 5.14) and not generally.

309. Failure to Complete CDD before commencing the Business Relationship (c. 5.15): Subject to the
limitation that the Regulations and Guidance Notes do not stipulate a need to conduct the full range of CDD
measures, Reg. 4(2) states that where an FI is unable to obtain satisfactory evidence, the business in question
shall not proceed any further. One exception is where there is knowledge or suspicion of ML when the FI can
proceed on instructions from the competent authority. However, under Reg. 4(2)(d), such cases only relate to
“one-off” transactions and not to business relationships. For Investment Businesses, G127 also states that
where verification of identity is not completed within a reasonable time, then the business relationship or
significant one-off transaction shall not proceed any further. However, where under G128 an investor exercises
cancellation rights (or cooling off rights) before completion of verification, such repayment of funds will not
constitute “proceeding further with the business’. Fls are advised that under such circumstances care should be
exercised to ensure that ML is not involved. Under no circumstances should such repayment be made to a third

party.

310. Failure to Complete CDD after commencing the Business Relationship (c. 5.16): Reg. 4(1)(b)
states that where satisfactory evidence is not obtained in the course of establishing a business relationship (does
not cover existing customers/relationships under FATF Rec. 5.17), the business in question shall not proceed
any further except in accordance with instructions from a police officer (FIU) when there is knowledge or
suspicion of ML BUT only with respect to one-off transactions (Reg. 4(2)(d).

311.  Existing Customers — CDD Requirements (c. 5.17): There are no provisions in the POCA,
Regulations or Guidance Notes that require CDD on existing customers at the time the requirements under
these instruments were established. In practice, the lack of sufficient CDD documentation on such clients is
considered by some Fls as one of their main challenges and a source of ML risk. The BMA has focused on this
issue to some extent in the course of their onsite visits.

312.  Existing Anonymous-account Customers — CDD Requirements (c. 5.18): Not applicable, except
with respect to numbered accounts which are not prohibited but which the authorities state do not exist in
Bermuda. The BMA indicated that in the course of its supervisory activities, it has not been informed nor has it
come across any case where such accounts are used.
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313.  Foreign PEPs — Requirement to Identify (c. 6.1): There are no requirements for FIs to have risk
management systems to determine whether clients or beneficiaries are PEPs.

314.  Foreign PEPs — Risk Management (c. 6.2; 6.2.1): There are no requirements for FIs to obtain senior
management approval for establishing or continuing business relationships with PEP clients or beneficiaries.

315. Foreign PEPs — Requirement to Determine Source of Wealth and Funds (c. 6.3): There are no
requirements to take reasonable measures to establish the source of wealth and source for PEPs.

316.  Foreign PEPs — Ongoing Monitoring (c. 6.4): There are no requirements to conduct enhanced CDD
and monitoring for PEP relationships.

317. Domestic PEPs — Requirements (Additional Element c. 6.5): There are no requirements to extend
enhanced CDD for domestic PEPs.

318. Domestic PEPs - Ratification of the Merida Convention (Additional Element c. 6.6): No.

319.  Cross Border Correspondent Accounts and Similar Relationships — Introduction: There are no
requirements to conduct enhanced CDD with respect to correspondent banking and similar relationships. On
the contrary, the Guidance Notes (G39) exempt FIs from CDD when the applicant for business is another
regulated FI, including foreign FIs from countries listed in Appendix A.

320. Requirement to Obtain Information on Respondent Institution (c. 7.1): There are no requirements
to require FIs to obtain information about a respondent institution to understand its business nor to obtain
information about its reputation, quality of supervision or any other regulatory or enforcement action for
AML/CFT reasons.

321.  Assessment of AML/CFT Controls in Respondent Institution (c. 7.2): There are no requirements
for FIs to assess the adequacy and effectiveness of a respondent’s AML/CFT controls.

322.  Approval of Establishing Correspondent Relationships (c. 7.3): There are no requirements for FIs
to obtain senior management approval to establish or continue correspondent relationships.

323.  Documentation of AML/CFT Responsibilities for Each Institution (c. 7.4): There are no
requirements for FIs to document the respective AML/CFT responsibilities of the FI and respondent
institutions

324.  Payable-Through Accounts (c. 7.5): There are no requirements for FIs to satisfy themselves that
respondent institutions have conducted CDD in accordance with Rec. 5 on their own clients that have direct
access to the FIs’ correspondent accounts, nor are there requirements for the Fls to satisfy themselves that they
can obtain information on such customers from the respondent institution, upon request.

325.  Misuse of New Technology for ML/FT (c. 8.1): There are no provisions requiring FIs to implement
measures to prevent misuse of technological developments that could facilitate ML/FT.

326.  Risk of Non-Face to Face Business Relationships (c. 8.2 & 8.2.1): There are no regulatory or other
requirements for Fls to implement specific policies and procedures to address specific risks associated with
certain the use of facilities or other payment mechanisms that may involve non-face-to-face business. On the
contrary, the Guidance Notes (G42-G43) allow FIs to rely on the verification of identify conducted by another
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regulated FI when payment is received from that other FI in respect of non-paying accounts (G42 and G43)
being opened by the customer, and where business is conducted through the use of mailshots, off-the-page and
coupons (G44).

3.2.2 Recommendations and Comments

® Establish in the Regulations or in other enforceable instrument (Other Enforceable Means) all of
the applicable requirements under FATF Recommendations 5-8. The current Regulations are
limited and the Guidance Notes are not enforceable.

® The Regulations should be amended to cover all of the relevant financial activities covered by the
FATF Recommendations, particularly life insurance.

e Extend the regulatory regime for Fls to explicitly cover CFT issues.
e Extend the CDD requirements beyond customer identification.

® Require CDD in all cases (business relationships and one-off transactions) where there is
knowledge or suspicion of ML/FT and not only in cases of one-off transactions. Also, clarify that
the threshold for one-off transactions does not apply when there is suspicion. This requirement
should also include reporting of suspicion when an FI cannot obtain the required
identification/CDD information under Rec. 5.15 and 5.16.

® Reduce the minimum CDD threshold for wire transfers to the equivalent of US/BD$1,000. (See
recommendation on recordkeeping under section 3.5.3.

e Extend the CDD requirements to cases where there is doubt as to the veracity or adequacy of
previously obtained information. See recommendation below on the need to update information
for “grandfathered accounts”.

® Reg. 4(4) could more explicitly establish the requirement to identify and obtain CDD information
on underlying beneficiaries, including for legal persons and arrangements. This would make the
Guidance Notes more consistent with the Regulations.

® Review the customer identification exemptions provided for in the Guidance Notes for
consistency with the Regulations and FATF Rec. 5, 8, and 9.

® Review the wording of Guidance Notes 129, 130, 139, 140 and 140 on exemptions from
identification to ensure that they do not create a practical limitation of CDD in the insurance and
investment services sectors. Similar review is required for GNs 131, 132 and 133 for investment
services. This should also be reviewed in the context of timing of verification for purposes of
Rec. 5.13 and 5.14.

® CDD requirements that include the purpose and nature of business relationships (and significant
one-off transactions) should be established.

® Require Fls to conduct enhanced monitoring for higher risk business and regular updating of
customer profile information, to conduct enhanced CDD for higher risk customers, business
relationships and transactions.

® Require FIs to conduct enhanced CDD for higher risk customers, business relationships or
transactions in either in the POCA, Regulations or other enforceable means.

® Review the exemptions/simplifications provided for in the Regulations and (non-mandatory)
Guidance Notes to ensure that they are justified on the basis of proven (documented) low risk.
Where applicable, such lower exemptions/simplifications should be allowed only where
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customer information is publicly available or when there are otherwise adequate checks and
controls in the system, especially when the clients are not other regulated FIs.

Where simplified CDD is allowed, there should be provisions to limit these to cases where non-
resident customers that are from countries that have effectively implemented the FATF
Recommendations.

As a general rule, do not allow exemptions or reduced CDD measures when there is suspicion of
ML/FT.

Remove the general exemption in Guidance Note 50 on the timing for verification when payment
is to be made from “other account” as this could be interpreted, e.g. from an account held by any
non-FI business or unregulated person.

Require FIs to expedite the conduct of CDD and update client documentation for clients in
existence when the Regulations were issued, the so called “grandfathered” customers. The
Regulations were issues in 1998 (about 9.5 years ago) and the slow progress in updating such
information creates a significant vulnerability across the industry.

Require FIs to conduct enhanced CDD for PEPs.

Require FIs to conduct enhanced CDD with respect to correspondent banking and similar
relationships.

Require FIs to address risks associated with non-face to face business relationships or

transactions, and to implement measures to prevent misuse of technological developments that
could facilitate ML/FT.

3.2.3 Compliance with Recommendations 5 to 8

Rating Summary of factors underlying rating

R.5

NC ® The AML Regime for FIs (in particular the POC Regulations) does not cover
CFT.

® The lack of enforceability of the Guidance Notes limits the effectiveness of
implementation of all the applicable provisions under Rec 5.

® [Inadequate coverage in the Regulations of the insurance sector,
securities/investments, money remittance, and payments management sectors.

® CDD requirements are limited to customer identification and verification, and
do not extend to the full range CDD under FATF.

® CDD is required when there is suspicion of ML only in cases of one-off
transactions. This limitation affects Rec. 5.2 and 5.15 and 5.16.

® CDD for wire transfers is only required when the transaction is US$10,000 or
more, far exceeding the US$1,000 FATF threshold.

® No CDD requirements when in doubt of adequacy of previously obtained
customer identification information.

® Good practice recommendations in Guidance Notes, e.g. G42 and G44 on
simplified measures for non-face-to-face business, are not justified and
weaken implementation of the AML Regulations and FATF requirements.

® Good practice recommendations in Guidance Notes 129, 130, 139, 140 and
140 with respect to insurance and investment services weaken
implementation of the CDD requirements.
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® Good practice recommendations in Guidance Notes 131, 132 and 133 for
investment services weaken compliance with the CDD requirements.

® No requirements for FIs to obtain information on the purpose and intended
nature of the business relationships.

® FIs are not required to update and conduct ongoing CDD/monitoring nor
enhanced CDD for higher risk customers, business relationships or
transactions.

® The exemptions/reductions in customer identification in the Guidance Notes
are not justified on the basis of low risk, are not limited to clients from
countries that have effectively implemented the FATF Recommendations,
and are too broad, and should not apply when there is suspicion of ML/FT.

® No requirement to update information for clients in existence when the
POCA and Regulations were introduced, and in practice this is a key

challenge for FIs.
R.6 NC No requirements for FIs to conduct enhanced CDD for PEPs.
R.7 NC No requirements for to conduct enhanced CDD with respect to correspondent.

banking and similar relationships.

R.8 NC No requirements for FIs to implement measures to prevent misuse of
technological developments that could facilitate ML/FT.

3.3 Third parties and introduced business (R.9)

3.3.1 Description and Analysis

327.  Legal Framework: Because the Regulations only require FIs to obtain evidence of identity (see Rec. 5
above) and does not extend to the full range of CDD requirements, reliance on intermediaries and introducers
would only apply to customer identification. In practice, FIs seem to require more information about their
clients than basic identification. Reg. 4(3) states that “where an applicant for business is introduced to a
regulated institution by another regulated institution, or foreign regulated institution, a written assurance from
the introducing institution to the effect that evidence of the identity of the applicant has been obtained and
recorded under procedures maintained by the introducing institutions shall be satisfactory evidence of identify
for the purpose of paragraph (1)”. Par. (1) of Reg. 4 establishes the requirement for Fls to have “procedures”
that require applicants for business to produce evidence of identity. A foreign regulated institution is a person
or entity subject to regulation in any other jurisdiction which is at the least equivalent to the AML Regs. of
Bermuda (Reg. 2(2)(c)).

328. In addition, Reg. 4(5) states that where the applicant for business is another regulated institution or
foreign regulated institution which is acting other than as a principal, “it shall be reasonable for the regulated
institution to accept a written assurance from the applicant for business to the effect that evidence of the
identity of the principal has been obtained and recorded under procedures maintained by the applicant for
business.”

329.  The non-mandatory Guidance Notes (G5 bottom) also state that where an applicant for business is
introduced by a member of the same group, verification of identity is not required. It is unclear whether a
member of the group refers only to branches, subsidiaries or representative offices operating overseas, or
whether they can include non-regulated entities, whether financial or non-financial, of a group of which the
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Bermudian FI is a member. G35 further provides that where an intermediary client is a regulated institution
acting on behalf of an underlying client, and where the account is to be in the institution’s name, then customer
identification of the underlying customer is not required but only of the intermediary. G43 provides further
examples where an FI can rely on customer identification carried out by another regulated institution, e.g. for
certain business conduced by post, phone and electronic means. G45 and Appendix B of the Guidance Notes
provide an example of the letter of introduction that FIs can use for introducing clients to other institutions for
this purpose. Further specific guidance is provided on reliance on intermediaries and introducers, particularly
for the deposit, insurance and investment services sectors in: G56, G57, G65, G114, G114, G123, G124, G125,
G126, G147 and G148.

330.  For purposes of the above requirements, foreign regulated institutions under Reg. 2(2) are those
persons or entities in the 27 jurisdictions listed in Appendix A of the Guidance Notes.

331. Requirement to Immediately Obtain Certain CDD elements from Third Parties (c. 9.1): There is
no requirement for FIs to immediately obtain CDD information from third parties. Reg. 4(3) only states that
only a “written assurance” from the introducing institution shall constitute satisfactory evidence of identity of
the client being introduced. This is insufficient. Reg. 4(5) also sets out a similar requirement where the
intermediary FI (applicant for business) is acting for an underlying client (principal) in which case it would be
“reasonable for the regulated institution to accept a written assurance” from the intermediary FI. Unlike Reg.
4(3), this provision implies the possibility of receiving such written assurance but is does not impose a direct
implicit requirement to obtain such assurance.

332.  Availability of Identification Data from Third Parties (c. 9.2): As mentioned under Rec. 9.1 above,
there is only an indirect requirement to obtain a written assurance constituting the limited CDD information
(satisfactory evidence of identity) on the client. In addition, there are no provisions in the Regulations or any
enforceable means to require that such information be made available promptly on request. There is only a
limited provision on recordkeeping in the non-mandatory Guidance Notes (G100) which states that records
held by “third parties are not in readily retrievable form unless the regulated institution is satisfied that the third
part is itself an institution that is able and willing to keep such records and disclose them to it when required.”
This does not, however, directly address or impose an obligation on FIs to take steps to satisfy themselves as to
the availability and access to such information without delay. In addition, it does not appear to be the general
practice that such written assurances or agreements from/with foreign FIs to obtain (and provide) customer

information when requested include provisions that would override secrecy or confidentiality laws and
restrictions in the jurisdictions where the information and/or underlying client are located.

333.  Regulation and Supervision of Third Party (applying R. 23, 24 & 29, c. 9.3): Regulated institutions
for purposes of the AML Regulations are defined under the Reg. 2(2) and largely covers banks and deposit
taking entities, securities services providers and fund administrators, insurance entities, trustees, credit unions,
and currency exchange services. However, even though the Regulations do not cover e.g. life insurance, in
practice, there is reliance on foreign services providers for certain elements of CDD particularly by insurance
and investment firms. There is no evidence or indication that the authorities and FIs have satisfied themselves
that the third parties are adequately covered by and supervised for compliance with CDD requirements as
established in the FATF Recommendations. The list of countries in Appendix A of the Guidance Notes, while
useful, was largely drawn from the FATF countries at the time of issue which were believed to have adequate
AML/CFT controls. In practice, however, some FIs (e.g. insurance and investments entities) indicate that they
routinely conduct business in Asia, Latin America and the Caribbean and rely on intermediaries in such regions
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(e.g. on brokers, agents and/or affiliates) for part of their business. Except for Japan, no countries from these
regions are listed in the Appendix for guidance.

334.  Furthermore, for purposes of ascertaining whether such FIs are subject to adequate AML/CFT
supervision, particularly those subject to consolidated supervision from Bermuda, not all Bermudian FIs have
been subject to effective AML/CFT supervision. This is particularly relevant with respect to onsite inspections
and including in the insurance sector which is a mainstay in Bermuda’s financial sector and economy.

335.  Adequacy of Application of FATF Recommendations (c. 9.4): Appendix A of the Guidance Notes
provides a list of 27 countries and territories which are considered to have AML regulations at least equivalent
to those of Bermuda. While there is no established process to ascertain the adequacy of such countries’
AML/CFT regimes, the authorities state that the list was largely drawn from the FATF countries believed to
have adequate systems in place at the time the Guidance Notes were issued. This list has not been revised since
1998.

336.  Ultimate Responsibility for CDD (c. 9.5): There is no explicit provision that imposes ultimate
responsibility on the Fls for customer identification and verification in the Regulations or other enforceable
instrument. In practice, FIs acknowledge that they are ultimately responsible for CDD.

3.3.2 Recommendations and Comments

® Require FIs to immediately obtain CDD information from acceptable third parties when relying on
their CDD.

e When allowing FIs to rely on CDD conducted by third parties, require them to satisfy
themselves that the requisite CDD documentation has been obtained by such third parties, and
that it will be made available to the FIs promptly on request.

® Periodically review the adequacy of the basis on which FIs rely on the CDD of other third parties
whether in Bermuda or in other countries, with respect to their supervision for AML/CFT purposes,
and implementation of the FATF Recommendations by countries where the third parties are located.

® Make it explicit that where reliance on others for certain aspects of CDD is allowed, that the ultimate
responsibility lies with the FI.

3.3.3 Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.9 NC ® No requirement for FlIs to immediately obtain CDD information from third
parties.

¢ No requirement for FIs to satisfy themselves that CDD documentation has
been obtained by third parties and that such documentation can be made
available to FIs promptly on request.

e Agreements obtained by FIs from introducers/intermediaries in other countries
do not generally assure that secrecy and confidentiality restrictions will not be
an impediment to access to CDD information when requested.

® Insufficient information available to the industry with respect to adequacy of

regulation and supervision of other FIs, and on implementation of FATF

Recommendations by countries to justify reliance on third parties.

Need to specify, as seems to be the practice that ultimate responsibility for
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| | | CDD lies with the Bermudian Fls.

3.4 Financial institution secrecy or confidentiality (R.4)
3.4.1 Description and Analysis
Legal Framework:

337.  Inhibition of Implementation of FATF Recommendations (c. 4.1): Bermuda has no general
statutory law on secrecy other than with respect to the regulatory laws discussed below and the common law
principles of confidentiality that apply to the customers of banks and other FIs. The authorities have cited the
leading precedent on confidentiality, an English Court of Appeal case, Tournier v. National Provincial and
Union Bank of England [1924] 1KB461 which, according to a leading text on the issue, held that —

“. .. abank owes to its customer an implied contractual duty to keep his affairs secret, but that the duty is
qualified. The duty arises at the commencement of the relationship and continues after the customer has
closed his account in relation to information gained during the period of the account. It covers information
about the customer’s affairs gained by virtue of the banking relationship and is not limited to information
from or about the account itself.”

R. G. Toulson and C. M. Phipps, Confidentiality, 2nd ed. (Sweet & Maxwell, 2006), p. 257.

338.  There are four qualifications, or exceptions to this duty:

(a) Where disclosure is under compulsion by law; (b) where there is a duty to the public to disclose; (c)
where the interests of the bank require disclosure; (d) where the disclosure is made by the express
or implied consent of the customer.

Tournier, at 471-472 and 473, cited in Toulson and Phipps, p. 258.

339.  According to the authorities, Bermudian case law has followed this precedent, one example being
Brian Lines v. Lines Overseas Management Ltd. [2006] Bda LR 43, 236, at 242.

340.  The exception relating to disclosure under compulsion by law is embodied in a number of places in
Bermudian statutory law. All of the five regulatory laws (the only exception being the MSB Regulations)
provide for confidentiality of information with gateways to the authorities. The Banks and Deposit Companies
Act 1999 is typical: Section 52(1) provides that “no person who under or for the purposes of this Act receives
information relating to the business or other affairs of any person; and . . . no person who obtains such
information directly or indirectly from a person who has received it as aforesaid, shall disclose the information
without the consent of the person to whom it relates and (if different) the person from whom it was received as
aforesaid.” Disclosure of information in contravention of the statute is a criminal offense with penalties of up to
$100,000 and five years imprisonment or both, under Section 52(3). Subsequent sections have a series of
gateways allowing disclosure of information to the BMA, the Minister of Finance, the DPP and police, as well
as disclosures by them to foreign authorities. See Sections 53 —55. See also Sections 52, 52A, 52B, 52C of the
Insurance Act 1978, Sections 78 — 81 of the Investment Business Act 2003, Sections 68 — 71 of the Investment
Funds Act 2006, and Sections 48 — 51 of the Trusts (Regulation of Trust Business) Act 2003.

341.  However, there is no explicit gateway in any of these laws for disclosures to the FIA, since it was not
in existence at the time those laws were enacted and therefore consideration should be given to remedying this
deficiency by amending relevant laws. a
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3.4.2 Recommendations and Comments

3.4.3 Compliance with Recommendation 4

Rating Summary of factors underlying rating

R.4 C b

3.5 Record keeping and wire transfer rules (R.10 & SR.VII)
3.5.1 Description and Analysis

342. Legal Framework: Reg. 5 establishes recordkeeping procedures for FlIs covered by the AML
Regulations. It explicitly requires FIs to maintain records for the minimum period of 5 years or longer when
required. Unlike the “procedures” requirement for establishing the identity of clients under Reg. 4, the
recordkeeping requirement is direct and explicit. [For consistence and for the removal of any doubt, it would be
useful that wording of the customer identification (CDD) and internal reporting (suspicious activity reporting)
requirements under the Regulations were consistent (direct and explicit) with that of Reg. 5 for recordkeeping
and with Reg. 7 for employee training.]

343.  The recordkeeping requirements include: (a) evidence of client identity; (b) a record indicating the
nature of evidence of identity providing information that would enable a copy of it to be obtained; and (c) other
business records or copies of such records that may be necessary to assist an investigation into ML. Item (b)
which provides for a record “indicating” the nature of evidence could be interpreted as to provide for situations
where the underlying identity records are held by others (FIs) such as when reliance is placed on third parties.
For purpose of item (c) above, regard may be had to the Guidance Notes as to what may be necessary to
facilitate an investigation.

344.  The Guidance Notes (G11 and G12) also include recordkeeping as part of the duty of vigilance which
Fls are expected to observe. Further detailed guidance on recordkeeping is provided in G93-G102. These
guidelines provide details as to the type of records that can be used to facilitate an ML investigation and
provide an audit trail for customer transactions. Additional details are also provided for some of the sectors
covered including Investment Services (G123) and Insurance (G144-G148).

345.  In addition to the recordkeeping provisions contained in the Regulations and Guidance Notes, the
various regulatory laws also contain certain complementary elements that while not specifically for AML/CFT,
could usefully be applied for this purpose. For instance, the minimum licensing criteria for institutions
supervised by the BMA require licensees to conduct their affairs in a “prudent manner”. A key element of such
conduct involves maintaining “adequate accounting and other records of its business and adequate systems of
control of its business and records.” The Banks and Deposit Companies Act (1999) Second Schedule further
states that such records should allow an institution to manage its affairs in such a manner as would allow it to
comply with this Act and does not extend to the POCA and its Regulations. In contrast, the Insurance and
Investment Business Acts extend the requirement in their respective schedules to other legislation which can
include the AML Regulations. However, the Investment Funds Act (2006) and the Money Service Business
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Regulations (2007) have identical provisions in their Schedules for minimum licensing criteria that exclude
reference to the application of recordkeeping requirements to compliance with any other legislation. It would
be useful if all the minimum licensing criteria Schedules in the regulatory laws include a reference to other
legislation as contained in the Insurance and Investment Business Acts. And, for the removal of doubt, specific
reference can also be made to the AML/CFT legislation.

346. Record-Keeping & Reconstruction of Transaction Records (c. 10.1 & 10.1.1): The records
retention period requirement is set out in Reg. 5(4) which states that records relating to the opening of an
account are to be kept for five years after the day on which the account is closed. If the record relates to the
renting of a deposit box, the five year period commences the day after which the box ceases to be used. This,
however, may not necessarily be the same day when the rental period expires.

347.  With respect to transaction records, the five year period starts the day after which a transaction takes
place. The record transaction retention requirement does not distinguish between domestic and international
transactions. Reg. 5(4) also states that where a police officer notifies the FI in writing that particular records
are/may be relevant to an investigation which is being carried out, such records shall be retained pending the
outcome of the investigation. This last requirement does not specify that the retention period is in addition to
the five year requirement, and could theoretically result in a retention period of less than five years if the
outcome of the investigation is determined before five years. In addition, it is unclear what in this case
constitutes the “outcome of the investigation”, whether it refers to e.g. the prosecution, trial, conviction and/or
the confiscation process. However, the Guidance Notes (G95) suggest that even where the five year period has
elapsed, the FIU may request the FI to keep such records until further notice implying that the records could be
held for longer than the prescribe period. The reference in Reg. 5(4) where such a request should come from a
police office should be taken into account in any future change in the FIU structure and arrangements (re: the
proposed new FIA) to ensure that such provisions remain effective.

348.  With respect to the sufficiency of transaction records, Reg. 5(2) states that they should contain such
details to assist in an investigation into suspected (known?) ML and that the Guidance Notes should be
consulted for this purpose. The Guidance Notes (G94 to G102) provide such details which include: account
opening records, ledger records and supporting documentation for ledger entries including debit and credit slips
and checks. Additional sufficient details are provided in the Guidance Notes for identification records
including for beneficiaries. However, G97 states that records relating to “transactions” include (a) customer
identification details and (b) details of securities and investments transacted. This significantly limits the scope
of transaction records because it would exclude such details relating to non-securities related business, e.g.
banking, and insurance transactions.

349.  The Guidance Notes (G98) also require sufficient details of payment records made through electronic
transfers to enable FIs to establish the remitting customers’ identity and as far as possible that of the ultimate
recipients. They do not specify what the “sufficient detail” should be or whether they would include full
originator information to comply with the requirements under SRVII for wire transfers.

350. Record-Keeping for Identification Data (c. 10.2): See Rec. 10.1 above.

351.  Availability of Records to Competent Authorities (c. 10.3): Reg. 5(3) requires FIs to keep records or
copies of records in such a way as to allow for their retrieval in legible form within a reasonable period of time.
For this purpose, the GNs indicate that FIs should be able to access such records without delay and that they
may be in original, microfilm, microfiche or electronic form. G100 also states that records held by third parties
(e.g. intermediaries and introducers) would not be considered to be in readily retrievable form unless the
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regulated institution is satisfied that the third party is itself an institution that is able and willing to keep such
records and disclose them to it when required. In practice, some FIs require third parties to agree that such
information will be provided to them. As discussed in Rec. 9, there are no requirements or guidelines that
would identify measures that could be taken particularly in the context of cross-border customers and
arrangements where secrecy and confidentiality may limit the availability of such records. Written assurances
and agreement that do not include effective and tested mechanisms to obtain such records without delay may
not be sufficient. Discussions with some FIs suggest that such agreements may not include these types of
provisions. G101 further states that where the FIU (police?) requires sight of records that would have been
destroyed under an FI’s normal procedures, the FI is nonetheless required to search for such records and
provide as much detail as possible to the FIU.

352.  Obtain Originator Information for Wire Transfers (applying c. 5.2 & 5.3 in R.5, c.VIL.1):
Customer identification for one-off transactions below the equivalent of US$10,000 (BD$10,000) are not
covered by CDD (identification) requirements in the regulations or otherwise. Consequently, wire transfers
between the equivalent of US$1,000 and US$9,999 are not subject to customer identification requirements and
hence FIs are not required to obtain and maintain full originator information. For wire transactions above
US$10,000, the non-mandatory Guidance Notes (G94 to G98) set out the type of detail records that should be
maintained to identify a customer, but do not specify such details to include account numbers, address or other
substitute information as allowed for by SRVII. G98 only states that FIs should retain records of electronic
payments with “sufficient detail” to enable them to establish the identity of the remitting customer and as far as
possible the identity of the ultimate recipient. While not specific to wire transfers, such detail may be available
in the Guidance Notes under Methods of Verification (G56 to G70) which include address, date of birth and
other information. In discussions with banks, there appears to be no restrictions in law or practice on the
inclusion of names and account numbers in outgoing wire transfers.

353.  Inclusion of Originator Information in Cross-Border Wire Transfers (c. VIL.2): There is no
requirement to include full originator information in cross-border wire transfers.

354. Inclusion of Originator Information in Domestic Wire Transfers (c. VIL.3): There are no
provisions anywhere for domestic wire transfers and the limitations under SRVIIL.1 and VIIL.2 also apply here.

355.  Processing of Non-Routine Transactions: Intermediary and Beneficiary Financial Institutions
(c.VIL.4): There are no provisions that require intermediary and beneficiary FIs in a wire transfer payment
chain to transmit originator information.

356. Risk-based Procedures for Transfers Not Accompanied by Complete Originator Information. (c.
VIL.S): There are no requirements for the adoption of procedures (risk-based) for handling wire transfers that
are not accompanied by complete originator information. Neither do the Guidance Notes (Appendix E) include
the lack of such information for wire transfers as a basis for deciding if a transaction is suspicious.

357.  Monitoring of Implementation of SR VII (c. VIL.6): There are no systems in place to specifically
review compliance with wire transfer requirements under SRVIL. And neither the BMA onsite procedures nor
examinations conducted to date specifically focus on wire transfer activity risk and activity.

358.  Sanctions (applying c. 17.1-17.4 in R.17) (c. VIL.7): As there are no specific enforceable
requirements for wire transfers, hence there are no applicable sanctions.
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3.5.2 Recommendations and Comments

Include in all the Schedules for minimum licensing criteria of the financial regulatory laws a
recordkeeping requirement to comply with the AML/CFT legislation, not only for purposes of the
regulatory laws.

Consider rewording Reg. 5(4) to make it more consistent with Guidance Note 95 to state that the
retention period in cases of an investigation would be longer than the minimum five-year period
specified. Also clarify what constitutes the “outcome of the investigation” and whether it would

include, e.g. the prosecution, trial, conviction or confiscation procedures.

Revise the Guidance Notes (G97) to ensure that the retention of transaction records are not limited to
details of securities and investments transacted, and that they apply to non-securities related business,
e.g. banking and insurance transactions.

Require that Fls satisfy themselves that they can obtain records promptly on request from third parties
on which reliance is placed for CDD.

Reduce the minimum recordkeeping threshold to the equivalent of US$1,000, and specify that full
originator information should be obtained and retained for the minimum period in accordance with
SRVIL

Ensure that the Regs., Guidance Notes, examination procedures and general oversight of FIs includes
compliance with wire transfer requirements as set out under all the essential criteria of SRVIL

Include lack of complete originator information as a basis for determining whether a suspicious
activity report is filed with the FIU.

3.5.3 Compliance with Recommendation 10 and Special Recommendation VII

Rating Summary of factors underlying rating
R.10 LC ® Weak recordkeeping requirement in the financial regulatory laws, and
expand good practice recommendations in the Guidance Notes, G97
(securities only) and G98 (wire transfers).
SR.VII NC ® No recordkeeping requirements for full originator information.

® The threshold for CDD and full originator recordkeeping requirement is
US$10,000, significantly above the FATF level of $1,000.

® No provisions for originator information to be included and retained in
domestic wire transfers.

® No provisions that require intermediary and beneficiary FIs in a wire
transfer payment chain to transmit originator information.

® No requirements for risk-based procedures for wire transfers not
accompanied by complete originator information. Neither the Regs. nor the
Guidance Notes (Appendix E) include the lack of such information wire
transfers as a basis for deciding if a transaction is suspicious.

® No systems to review and sanction for compliance with wire transfer
requirements under SRVIIL.

Unusual and Suspicious Transactions
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3.6 Monitoring of transactions and relationships (R.11 & 21)

3.6.1 Description and Analysis

359. Legal Framework: There are no requirements in law or regulations or other enforceable means for
Fls to pay special attention to complex, unusually large, or unusual patterns of transactions that have no
apparent economic or lawful purpose. G75 states that “although the Guidance Notes “tend to focus on new
business relationships and transactions,” FIs should be alert to the implications of financial flows and
transaction patterns of existing customers, particularly where there is a significant, unexpected and unexplained
change in behavior of an account.” While this does not meet the standards requirement, it does provide some
guidance for identifying suspicious activity. Examples of suspicious transactions are provided in Appendix E
of the Guidance Notes.

360. Special Attention to Complex, Unusual Large Transactions (c. 11.1): There are no requirements for
FIs to pay special attention to complex, unusually large, or unusual patterns of transactions that have no
apparent economic or lawful purpose. In addition, some FIs do not aggregate customer accounts for purposes
of monitoring for unusual and suspicious transactions throughout the FI either on a standalone basis or group-
wide. In practice, FlIs have filed SARs with the FIU which may involve having to monitor for such types of
transactions under the suspicious reporting regime.

361. Examination of Complex & Unusual Transactions (c. 11.2): See Rec. 11.1 above.
362. Record-Keeping of Findings of Examination (c. 11.3): See Rec. 11.1 above.

363. Special Attention to Countries Not Sufficiently Applying FATF Recommendations (c. 21.1 &
21.1.1): There are no requirements in law or regulations or other enforceable means for FIs to pay special
attention to business relationships and transactions with persons from or in countries which do not sufficiently
apply the FATF Recommendations. The non-mandatory Guidance Notes provide a list (Appendix A) of 27
jurisdictions where foreign regulated institutions operating in such jurisdictions can be accepted by Bermudian
Fls as “reliable” introducers of business. This however does not satisfy the requirements of Rec. 21.

364. Examinations of Transactions with no Apparent Economic or Visible Lawful Purpose from
Countries Not Sufficiently Applying FATF Recommendations (c. 21.2): See Rec. 21.1 above. There are no
such requirements for Fls.

365. Ability to Apply Counter Measures with Regard to Countries Not Sufficiently Applying FATF
Recommendations (c. 21.3): Except as described in the Guidance Notes above, there is no process to enable
Bermuda to apply counter-measures with respect to countries that do not sufficiently apply the FATF
Recommendations.

3.6.2 Recommendations and Comments

® Introduce in law, regulations or OEMs a requirement to monitor, examine and record information on
complex, unusually large, or unusual patterns of transactions that have no apparent economic or lawful
purpose.

® Require Fls to pay special attention, examine and record business relationships/transactions with
persons from or in countries which do not sufficiently apply the FATF Recommendations, and
implement a system identify such countries.
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3.6.3 Compliance with Recommendations 11 & 21

Rating Summary of factors underlying rating

R.11 NC ® No requirement to pay special attention, examine and record information on
complex, unusually large, or unusual patterns of transactions that have no
apparent economic or lawful purpose.

® Inadequate systems in some FlIs, e.g. do not aggregate customer accounts for
purposes of monitoring for unusual and suspicious transactions throughout the
FI or on a group-wide basis.

R.21 NC ® No requirement to pay special attention, examine and record business
relationships/transactions with persons from or in countries which do not
sufficiently apply the FATF Recommendations.

® No system to ascertain and inform FIs about which countries do not or
insufficiently apply the FATF Recommendations, or to apply countermeasures
against such countries.

3.7 Suspicious transaction reports and other reporting (R.13-14, 19, 25 & SR.IV)

Description and Analysis

366. Legal Framework: POCA, the POCA Regulations and the ATFA

367. Requirement to Make STRs on ML and FT to FIU (c. 13.1 & IV.1): Under Section 46 of POCA,
there are two separate and distinct provisions relating to the filing of SARs: The first relates all filings of SARs
by any person, voluntary or required, and states as follows:

“Disclosure of knowledge or suspicion of money laundering
46 (1) Where a person in good faith discloses to a police officer—

(a) his suspicion or belief that another person is engaged in money laundering, or
(b) any information or other matter on which that suspicion or belief is based,

the disclosure shall not be treated as a breach of any restriction upon the disclosure of information
imposed by statute or otherwise and shall not give rise to any civil liability.”

368. A defense is available for those who fail to file a SAR if they have “a reasonable excuse for not
disclosing the information or other matter,” under Section 46(4) or if they are members of the legal profession
and the information came to them in privileged circumstances, under Sections 46(3) and 46(6).

369. FIs are also covered under the Proceeds of Crime (AML Regulations 1998) which require that each
such institution, including banks, insurance companies, investment and trust businesses, and collective
investment schemes, “institute and maintain internal reporting procedures” including that a reporting officer be
named to receive reports of suspicions of money laundering, and that requiring the reporting officer “to
disclose to a police officer the information or other matter contained in a report, where the reporting officer
knows or suspects that a person is engaged in money laundering.” (Section 6(1) of the ML Regulations). There
is no requirement in the Regulations that the Reporting Officer actually files the SAR, nor any offence created
by his or her failure to do so. However, Section 46(2) of POCA would create an offence for such officer failing
to report.
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370.  With respect to terrorist financing, there are three separate and distinct provisions for the filing of
SARs. The first is in Section 9 of the ATFA, which requires all persons in a trade, profession, business or
employment, other than regulated institutions, to file SARs with respect to terrorist financing. Section 9 states
in relevant part as follows:

“Disclosure of information: duty

9. (1) This section applies where a person —

(a) believes or suspects that another person has committed an offence under any of Sections 5
to 8; and

(b) bases his belief or suspicion on information which comes to his attention in the course of a
trade, profession, business or employment.

(2) But this section does not apply if the information came to the person in the course of a
business in the regulated sector (as defined in paragraph 1(12) of Schedule 1 for the purposes
of that paragraph).’

(3) The person commits an offence if he does not disclose to a police officer, as soon as is
reasonably practicable —

(a) his belief or suspicion; and
(b) the information on which it is based.

(4) It is a defence for a person charged with an offence under Subsection (3) to prove that he had a
reasonable excuse for not making the disclosure.

(6) Subsection (3) does not require disclosure by a professional legal adviser of —
(a) information which he obtains in privileged circumstances; or
(b) a belief or suspicion based on information which he obtains in privileged circumstances.

@) For the purposes of Subsection (6) information is obtained by an adviser in privileged
circumstances if it comes to him, otherwise than with a view to furthering a criminal purpose

(a) from a client or a client's representative, in connection with the provision of legal
advice by the adviser to the client;

(b) from a person seeking legal advice from the adviser, or from the person's
representative; or

(c) from any person, for the purpose of actual or contemplated legal proceedings.”

371.  Based on the statutory language above, for persons engaged in the course of a trade, profession,
business or employment, failure to file a SAR is an offence when they have a belief or suspicion of terrorist
financing, under Section 9(1) of the ATFA.

372.  In addition, voluntary SARs may be filed under Section 10(1) of the Act by any person, based on “a
suspicion or belief that any money or other property is terrorist property or is derived from terrorist property . .
. or under “the circumstances mentioned in Sections 9(1) and (3).” Section 10(2). With respect to the regulated
sector, a person employed by a financial institution may choose to make a report to a police officer directly,
rather than to the MLRO as required by the procedures of the financial institution.

7 See discussion of offenses relating to the regulated sector, below.
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373.  For the regulated sector, a different SAR offense applies: For Fls and any other entities prescribed by
the Minister of Justice, a failure to file a SAR is an offense when such persons have knowledge or suspicion
based on information developed in the course of business in the regulated sector, under Schedule 1, Part 1,
Section 1. To date, the Minister has not extended this provision to regulated sectors. In addition, such persons
have a defense against failing to file a SAR if they have “a reasonable excuse for not disclosing the information
or other matter” or if they are members of the legal profession and the information came to them in privileged
circumstances. Schedule 1, Part 1, Section 1(5).

374.  These provisions raise a number of concerns as follows:

® First, Bermudian law does not require the filing of SARs for suspicions relating to terrorist organizations as
required by SR II, nor is this addressed in the POCA Amendments.

® Second, there are two different standards for filing SARs relating to terrorist financing, the first, for those
engaged in a trade, profession, business or employment, and for voluntary SARs, is based on “belief or
suspicion” under Section 9(1)(a) of the ATFA, whereas for regulated institutions, the standard is “knows or
suspects” under Schedule 1, Part 1, paragraph 1(2) which is a higher standard. It is not clear why a higher
standard would apply to regulated institutions when it is most likely that they would have the most
sophisticated internal controls and monitoring systems in place to detect instances of terrorist financing. It
should be noted that no SARs relating to terrorist financing have been received by the FIU since the ATFA
became operational on March 7, 2005.

375.  Third, the defense of reasonable excuse to a prosecution for failure to file a SAR is unnecessarily broad
in Section 46(4) of POCA, and Schedule 1, Part 1, paragraph 1(5)(b) of the ATFA. Since the term ‘reasonable
excuse’ is not defined by statute, it is subject to the discretion of Bermudian courts, and therefore could, in
some circumstances, undercut the obligation to file SARs. Consideration should be given to narrowing this
defense.

376.  STRs Related to Terrorism and its Financing (c. 13.2): Under the ATFA, as stated in the response
to c.13.1 above, while there is no direct obligation to file a SAR, it is an offense not to file one in connection
with FT. Failure to file a SAR with respect to terrorist organizations is not an offense. In addition, Section 8 of
the Terrorism Order 2001 provides for notification by FIs to the Governor in cases where it knows or suspects
that a customer or counterparty is involved in the financing of terrorism.

377. No Reporting Threshold for STRs (c. 13.3): Under the POCA and the ATFATFA, all suspicious
transactions must be reported regardless of the amount involved. Attempted transactions are not explicitly
required by statute or regulation but would fall under the general offence which covers knowledge or suspicion
of money laundering, regardless whether the transaction went forward.

378.  Making of ML and FT STRs Regardless of Possible Involvement of Tax Matters (c. 13.4, c. IV.2):
Under current Bermudian law, only drug trafficking and terrorist financing-related suspicions are covered;
however, the FIU does receive tax fraud-related SARs from time to time. The POCA Amendments Act would
expand the scope of SARs to include all indictable offenses, which would encompass tax matters as well.

379.  Additional Element - Reporting of All Criminal Acts (c. 13.5): Under current Bermudian law, only
drug trafficking and terrorist financing-related suspicions must be reported.

380. Protection for Making STRs (c. 14.1): Under Section 46(1) of POCA, any good faith disclosure (i.e.
SAR) to a police officer based on suspicion or belief that another person is engaged in ML “shall not be treated
as a breach of any restriction upon the disclosure of information imposed by statute or otherwise and shall not
give rise to any civil liability.” There are similar provisions for those who file a voluntary FT-related SAR,
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under Section (10)(3) of the AFTA. However, there are no such protections for those in a trade or business
(other than regulated institutions) who are required to file a SAR under Section 9 of the AFTA, and similar
protections for regulated institutions under Schedule 1, Part 1, paragraph 2(1) of the ATFA. have not yet been
implemented. Nor are there any explicit protections against criminal liability for filing of either ML- or FT-
related SARs.

381.

Prohibition Against Tipping-Off (c. 14.2): The tipping-off provision contained in Section 47 of

POCA focuses on the disclosure of information that would prejudice an investigation being conducted into
money laundering:

“Tipping-off

382.

47 (1) A person is guilty of an offence if—

(a) he knows or suspects that a police officer is acting, or is proposing to act, in connection with an
investigation which is being, or is about to be, conducted into money laundering; and

(b) he discloses to any other person information or any other matter which is likely to prejudice that
investigation or proposed investigation.

(2) A person is guilty of an offence if—
(a) he knows or suspects that a disclosure has been made to a police officer or to an appropriate person
under Section 44, 45 or 46; and

(b) he discloses to any other person information or any other matter which is likely to prejudice any
investigation which might be conducted following such a disclosure.

(3) Nothing in Subsection (1) or (2) makes it an offence for a professional legal adviser to disclose any
information or other matter—

(a) to, or to a representative of, a client of his in connection with the giving by the adviser of legal
advice to the client; or

(b) to any person—
(i) in contemplation of, or in connection with, legal proceedings; and
(i) for the purpose of those proceedings;

but this subsection does not apply in relation to any information or other matter which is disclosed
with a view to furthering any criminal purpose.

(4) In proceedings against a person for an offence under Subsection (1) or (2), it is a defense to prove
that he did not know or suspect that the disclosure was likely to be prejudicial in the way there
mentioned.

(5) No police officer or other person shall be guilty of an offence under this section in respect of
anything done by him in the course of acting in accordance with the enforcement, or intended
enforcement, of any provision of this Act or of any other statutory provision relating to criminal
conduct or the proceeds of criminal conduct.”

A number of concerns are raised by these provisions:

® Banks file the vast majority of SARs, with the two biggest components of the financial sector,
insurance and investment business, filing a miniscule number of SARs. Further, although SARs are
required for all those in a trade, business, profession or employment, only 2 — 3% of SARs are filed
by non-financial businesses. Since the vast majority of SARs have been filed by banks even though
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they make up a small part of the financial sector, it appears that other sectors may be
underreporting.

® The tipping-off provision contained in Section 47(1) is limited to investigations being conducted
with respect to ML and makes no mention of FT investigations. Under Recommendation 14(b), all
SARs must be protected.

® Section 47(2)(b) makes it an offense to disclose “to any other person information or any other
matter which is likely to prejudice any investigation which might be conducted following such a
disclosure.” Hence, under current law, there is no explicit prohibition against a person disclosing
the fact that a SAR has been filed, or any information contained in that SAR, unless that disclosure
also is likely to prejudice an investigation that might be conducted following the filing of a SAR.
This appears to be an objective, rather than a subjective test, in that the subsection makes reference
to “any investigation that might be conducted,” which would require a finder of fact to determine
whether a hypothetical investigation might be prejudiced.

® Finally, the use of the term ‘disclosure’ in this Section is confusing in that while it is meant to refer
to the SAR itself, it could be taken to mean the disclosure being made by the person tipping-off.

383.  In order to address these concerns, a new provision should be added to Section 47 that explicitly
creates a tipping-off offence for SARs filed for any purpose, including the fact of filing and the information
contained therein, without any linkage to investigations as under current law.

384.  Additional Element — Confidentiality of Reporting Staff (c. 14.3): While there is no explicit
provision in law or regulation to protect the confidentiality of names and other details relating to those who
report; however, Section 58(1) of POCA provides that “no police officer shall disclose any information or
matter which has been obtained by him in the performance of his duties or the exercise of his functions under
this Act.” Under the POCA Amendments Act, Section 58(1) provides that “[e]xcept as provided in this
section, no person who under or for purposes of this Act receives information from any person shall disclose it
without the consent of the person to whom it relates (and if different) the person from whom it was obtained.”
This is meant to apply to police officers and the proposed new FIA’s employees to restrict any information
received by or for purposes of POCA, including information about SARs.

385.  Consideration of Reporting of Currency Transactions Above a Threshold (c. 19.1): According to
the authorities, consideration was given to a currency-based reporting system at the time that the POCA was
drafted in 1997. No such reporting system was established.

386. Additional Element - Computerized Database for Currency Transactions Above a Threshold and
Access by Competent Authorities (c. 19.2): N/A

387. Additional Element - Proper Use of Reports of Currency Transactions Above a Threshold (c.
19.3): N/A

388.  Guidelines for Financial Institutions with respect to STR and other reporting (c. 25.1) [Note:
guidelines with respect other aspects of compliance are analyzed in Section 3.10]: While the Guidance
Notes provide guidelines for use by FIs in connection with the filing of SARs, preventive measures and internal
controls, and examples of suspicious ML transactions, the do not provide descriptions of FT techniques, nor of
any typologies or additional measures. FIU officials stated that they provide descriptions and typologies in
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regular training and awareness sessions for the financial sector as well as DNFBP and the business sector

generally.

389.

Feedback to Financial Institutions with respect to STR and other reporting (c. 25.2): Feedback is

not required by law or regulation and is not formalized in any procedures, but may take several forms in
Bermuda. First, a pro forma letter is sent to reporting institutions on the results of the investigation of the SAR.
Second, the same result may be given verbally with more detail. Third, training and awareness sessions provide
general feedback on SARs filed.

3.71

3.7.2

Recommendations and Comments

POCA should provide for an explicit requirement to file SARs for attempted transactions.

There is no requirement in the POC Regulations that the Reporting Officer actually files the SAR,
only that procedures be in place to require him to do so, nor is there any offence created by the
Reporting Officer’s failure to do so. This should be remedied by an explicit requirement in POCA
or the POC Regulations that the Reporting Officer must file a SAR when he has suspicions of ML
or FT, or, alternatively, that the failure by the Reporting Officer to do so should be an offense.

The requirement to file SARs for FT is overly complicated, with two different standards: All
persons in a trade, profession, business or employment, other than regulated institutions, are
required to file SARs with respect to terrorist financing where they have a belief or suspicion of
FT. The same standard is used for voluntary SARs. FIs are required to file SARs when they know
or suspect FT. It is not clear why there is a higher standard for FIs, when it is most likely that they
would have the most sophisticated internal controls and monitoring systems in place to detect
instances of terrorist financing. Having two different standards is confusing and should be
remedied by amending the relevant sections of POCA and the ATFA to simplify these provisions.

FT-related SARs should be protected from tipping-off. Under current law, there are no explicit
protections for disclosures of suspicions of FT as required under Section 9 and Schedule 1, Part 1,
paragraph 1 of the ATFA. Nor are there any explicit protections against criminal liability for the
making of such disclosures or for disclosures under POCA.

The tipping-off provisions of POCA raise two major concerns: First, under current law, there is no
explicit prohibition against a person disclosing the fact that a SAR has been filed, or any
information contained in that SAR, unless that disclosure also is likely to prejudice an investigation
that might be conducted following the filing of a SAR. (emphasis added). Second, FT-related
SARs are not protected from tipping-off.

In order to address these concerns, a new provision should be added to Section 47 that explicitly
creates a tipping-off offence for SARs filed for any purpose, including the fact of filing and the
information contained therein, without any linkage to investigations as under current law.

Compliance with Recommendations 13, 14, 19 and 25 (criteria 25.2), and Special
Recommendation IV

Rating Summary of factors underlying rating
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R.13 PC

POCA does not provide an explicit requirement for filing SARs for
attempted transactions.

e No requirement to file FT-related SARs for funds linked to terrorist
organizations.

¢ No FT-related SARs have been filed.
¢ Since the vast majority of SARs have been filed by banks even though they

make up a small part of the financial sector, it appears that other sectors may
be underreporting.

R.14 PC ¢ Protections against civil liability for those who file SARs are limited to SARs
based on ML and those who file voluntary FT-related SARs and do not cover
regulated institutions who file SARs based on FT.

¢ There is also no explicit protection from criminal liability resulting from a
SAR filing.

¢ Tipping-off offenses do not explicitly cover the fact of a SAR filing and the
contents therein, and tipping-off generally relating to SARSs is only an offense
if likely to prejudice a possible investigation.

R.19 C

R.25 PC ¢ The Guidance Notes do not provide adequate descriptions of FT techniques,
do not cover CFT, are outdated, and are limited in scope.

e No FIU procedures are in place for providing feedback to FIs.

SR.IV PC e Current law does not require SARs for funds linked to terrorist organizations
or for tax matters.

¢ No FT-related SARs have been filed and therefore questionable whether
requirement under ATFA is being met.

Internal controls and other measures

3.8 Internal controls, compliance, audit and foreign branches (R.15 & 22)
3.8.1 Description and Analysis

390. Legal Framework: There are procedures requirements but no explicit obligations in the Regulations
that require FIs to formulate and implement AML/CFT policies, compliance and controls. The Regulations
generally focus on the establishment and maintenance of procedures in certain areas as described below. It is
important to impose a “policy” requirement to reflect the duties and responsibilities of the Board of Directors
and senior management for the implementation of comprehensive AML/CFT systems. In addition, a policy
requirement strengthens the basis for establishing clear lines of accountability and ownership at the top for the
AML/CFT system, and supports good governance.

391.  The financial and regulatory laws that require FIs to establish adequate systems of control for the
prudent management of their business could usefully indicate in the minimum licensing criteria schedules that
such systems include AML/CFT controls.
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392.  Establish and Maintain Internal Controls to Prevent ML and FT (c. 15.1, 15.1.1 & 15.1.2): Reg.
4 requires FIs to establish and maintain customer identification procedures, but not for the full range of CDD
requirements, and Reg. 5 does not explicitly require Fls to establish and maintain procedures for recordkeeping
purposes. The procedures requirement also extends to cases where an applicant for business may be acting on
behalf of another person.

393.  Reg. 6 requires FIs to institute and maintain internal reporting procedures for: (i) identifying a staff
member (“reporting officer””) to whom employees report their knowledge or suspicion of ML; (ii) the reporting
officer to analyze such internal report and make a determination as to whether it gives rise to such knowledge
or suspicion; (c) allowing the reporting officer access to information for this purpose; and (d) the reporting
officer to file an SAR with a police officer/FIU.

394.  There is no requirement that the reporting officer be designated at the management level but in practice
this appears to be the case in most FIs. The non-mandatory Guidance Notes (G16) also state that the reporting
officer should have sufficient authority to ensure compliance with the Regulations. In practice, the reporting
officers generally appear to have sufficient seniority within the FIs visited.

395.  The regulatory duties of the reporting officer does not extend to other compliance functions over the
AML/CFT system and are limited only to procedures for internal and external reporting of ML cases. Rec. 15
requires a “‘compliance management arrangement” of which the appointment of a compliance officer is only
one element. The non-mandatory Guidance Notes provide general guidance to reinforce some those issues
covered by the Regulations. In particular, G12 outlines the scope of these internal procedures and covers
additional areas such as oversight of the internal auditing and compliance functions for AML.

396. Independent Audit of Internal Controls to Prevent ML and FT (c. 15.2): There are no
requirements in the Regulations for maintaining an independent and adequately resourced internal audit
function. As mentioned above, the G12 includes a general statement on internal auditing and compliance as
part of the duty of vigilance by Fls.

397.  There are, generally, no requirements in the financial and regulatory laws that impose an internal audit
requirement (only external audit) on Fls.

398.  Ongoing Employee Training on AML/CFT Matters (c. 15.3): Reg. 7 requires Fls to take measures
to periodically train employees in the recognition and reporting of suspicious transactions, including for new
employees soon after they are recruited. In addition, Fls are required to make “relevant employees” aware of
the AML laws and of internal procedures established pursuant to the Regulations. There is no explicit provision
requiring training on ML/FT developments, methods and trends.

399. Reg. 7(4) defines “relevant employees” covered by the training requirements as comprising only those
persons who have/may have access to information which may be relevant in determining whether any person is
engaged in ML. This constitutes a significant limitation as it could exclude key personnel who should be
expected to play important roles in the AML/CFT systems, including for example product development and
“back office” staff as well as the Board of Directors. It may also contribute to an inconsistent interpretation and
implementation of this Regulation, and would make enforcement more difficult.

400. The Guidance Notes (G103 to G105) provide further direction on the training programs and refresher
training that FIs are expected to implement, including for new employees and staff in specific positions e.g.
cashiers and reporting officers, etc. They could usefully include a provision requiring FIs to formulate policies
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and procedures that require them to undertake additional or specialized training for staff that transfer to
positions/functions within the organization that carry different or higher ML/FT risk.

401.  Similar to the observation above with respect to recordkeeping, audit, and other controls, the financial
and regulatory laws, and the Guidance Notes should, insofar as they can apply to training on AML/CFT, make
explicit reference to the AML/CFT.

402. Employee Screening Procedures (c. 15.4): There are no provisions in the Regulations or Guidance
Notes for screening employees to ensure high standards. The various regulatory laws (e.g. for licensing and
prudent conduct requirements) contain strict fit and proper provisions for, inter alia, directors and other senior
officers, but not for lower level employees. Most of these regulatory laws, however, refer to general issues
competence and probity, protection of customers and the public, and to violations of laws relating to
dishonesty, etc. While the interpretation of the existing provisions may be ‘stretched” to include AML/CFT
issues, it would be useful to make explicit reference where applicable in the regulatory laws to e.g. behavior or
contraventions against AML/CFT laws and requirements.

403.  Additional Element — Independence of Compliance Officer (c. 15.5): There are no requirements in
the Regulations and only a reference in the Guidance Notes (G16) to the AML/CFT officer having “sufficient
authority” to ensure compliance with the Regulations.

404.  Application of AML/CFT Measures to Foreign Branches & Subsidiaries (c. 22.1, 22.1.1 &
22.1.2): There are no provisions in the Regulations that require FIs to ensure that their overseas branches and
subsidiaries implement AML/CFT measures consistent with the Bermudian regime and the FATF
Recommendations. The non-mandatory Guidance Note (GS5) states, however, that FIs with branches,
subsidiaries and representative offices in other jurisdictions should: (a) ensure that they observe the Bermudian
Guidance Notes (not the Regulations or POCA) or adhere to local standards if those are at least equivalent; (b)
keep all entities of the group informed of the group policy; and (c) ensure that each member identifies the local
reporting FIU and is aware of the reporting procedures for filing SARs with the proper authorities.

405. Requirement to Inform Home Country Supervisor if Foreign Branches & Subsidiaries are
Unable Implement AML/CFT Measures (c. 22.2): There are no requirements on FIs to inform the
Bermudian authorities when their overseas operations cannot observe appropriate AML/CFT measures due to
the laws, regulations or other measures in place in the countries where they operate.

406. Additional Element — Consistency of CDD Measures at Group Level (c. 22.3): There are no
requirements for group level application of CDD measures, only an implicit provision in Guidance Note 5 as
described above on the need to keep all members of the group informed of group policy. However, the BMA’s
policy paper on its approach to consolidated supervision states that the BMA expects policies and procedures in
place for the Bermudian FIs to be applied, mutatis mutandis, throughout a group subject to consolidated
supervision. For banking institutions, the BMA should require FIs to implement the principles set out in the
Basel Paper (October 2004) on the management (and supervision) of ML/FT risk on a group level.

3.8.2 Recommendations and Comments

® Extend the procedures requirements in the Regulations to the full range CDD and recordkeeping
requirements, and also require the formulation of AML/CFT policies, compliance and controls. Also
consider specifying, in all cases, that the control systems requirements contained in the financial
regulatory laws apply to AML/CFT.
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Expand the role of the AML/CFT compliance function beyond suspicious activity reporting and
include a requirement for an independent internal audit function that covers AML/CFT.

Extend the training requirements beyond those “relevant employees” defined in the Regulations to
others who can play a role in implementing and monitoring compliance with institutional and legal
AML/CFT requirements.

Include employee screening requirements in the AML Regulations to complement the fit and proper
requirements for senior officials of Fls contained in the various financial regulatory laws.

Include in the Regulations an explicit obligation for FIs to implement AML/CFT measures in overseas
branches and subsidiaries.

Require FIs to inform the Bermudian authorities when their overseas operations cannot observe
appropriate AML/CFT measures.

Compliance with Recommendations 15 & 22

Rating Summary of factors underlying rating

R.15

PC ® Limited obligations in the AML/CFT Regulations for FIs to formulate and
implement AML/CFT policies, compliance and controls. Only covers
procedures with limited application.

® There is no requirement in the Regulations that the reporting officer be
designated at the management level but in practice this generally appears to be
the case.

® Limited scope of the compliance management function to suspicious activity
reporting activities.

® No requirements for maintaining an independent and adequately resourced
internal audit function in the Regulations.

® Limited coverage in the Regulations of training obligations to “relevant
employees”.

® No obligation in the AML Regulations for employee screening and limited
coverage in the various regulatory laws.

R.22

NC ® No provisions in the AML Regulations for AML/CFT applying measures to
overseas branches and subsidiaries.

® No requirements on FIs to inform the Bermudian authorities when their
overseas operations cannot observe appropriate AML/CFT measures.

3.9  Shell banks (R.18)

3.9.1

407.

Description and Analysis

Legal Framework: There are no prohibitions on the establishment of shell banks in Bermuda, nor are

there provisions that require licensed Fls to have a substantive physical presence and/or mind and management
in Bermuda. In practice, the BMA does not approve the establishment or licensing of shell banks, and there are
no known shell banks operating in or from within Bermuda. These requirements could be easily incorporated in
the various financial/regulatory laws especially in the schedules that establish the minimum criteria for
licensing and registration.
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408.  Prohibition of Establishment Shell Banks (c. 18.1): Bermuda has not approved, and there are no
known, shell banks operating in or from within Bermuda. In practice, implementation of the minimum
licensing criteria would preclude the establishment of shell banks.

409.  Prohibition of Correspondent Banking with Shell Banks (c. 18.2): There are no prohibitions against
banking entities entering into or continuing correspondent banking relationships with shell banks. From
meetings with banks, it appears that most do not provide correspondent facilities to other banks which, for
purposes of implementation of c18.2, would make the shell bank issue of little consequence.

410. Requirement to Satisfy Respondent Financial Institutions Prohibit of Use of Accounts by Shell
Banks (c. 18.3): There are no provisions that require banks to satisfy themselves that their respondent banks
are no permitting their accounts to be used by shell banks. In practice the probability of this occurring is small
given the small number of banks in Bermuda (4) and in view of the practice by most banks not to provide
correspondent facilities to other banks.

3.9.2 Recommendations and Comments

® (Consider incorporating an explicit prohibition on the licensing of shell banks or requiring in the
licensing criteria that licensees maintain a significant presence and mind and management in Bermuda,
consistent with the Basel Paper on shell and parallel banks.

3.9.3 Compliance with Recommendation 18

Rating Summary of factors underlying rating

R.18 LC ®No prohibition against the establishment/dealing with shell banks, but the
opening of banking correspondent facilities is an unknown practice.

Regulation, supervision, guidance, monitoring and sanctions

3.10 The supervisory and oversight system - competent authorities and SROs. Role, functions, duties
and powers (including sanctions) (R. 17, 23, 25, 29, 30 & 32)

3.10.1 Description and Analysis

411.  Legal Framework : (Please see discussion under Rec. 29 below.) The AML Regulations do not
identify a supervisory or regulatory as having specific duties to monitor, enforce and sanction FIs with respect
to compliance with the AML legislation. General supervisory powers are contained in the Bermuda Monetary
Authority Act and the financial regulatory laws as part of the BMA’s oversight responsibilities for FIs. The
financial regulatory laws cover AML/CFT supervisory issues in a general manner mainly through obligations
imposed on Fls to conduct their business affairs in a prudent manner, as part of the minimum licensing criteria
established under these laws. Some of the prudent conduct requirements (minimum licensing criteria)
contained in financial regulatory laws defines prudent conduct to include compliance only with the financial
regulatory laws themselves. Others extend this requirement to compliance with “other” provisions of law
which can encompass the AML legislation. It would be desirable to extend the prudent conduct requirements
for FIs to compliance with the applicable AML/CFT legislation in all cases. The BMA Act, however, is more
explicit in Sections 3 (b), (bc) and (f) that establish some of the principal objectives of the BMA to include in:
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3(b) to supervise, regulate and inspect any FI which operates in or from within Bermuda; (bc) to assist with the
detection and prevention of financial crime; and (f) to perform such function as may be necessary to fulfill such
principal objects. (See discussion under Rec. 29 below.)

412. A recent Bill to amend the POCA (before Parliament at the time of the mission) will amend the BMA
Act by adding an explicit AML/CFT compliance objective to the list of principal objectives of the BMA. This
amendment states that one of the BMA’s principal objectives will be “...to monitor compliance with the
reporting and other obligations of regulated persons under the Proceeds of Crime Act 1997, regulations and
orders made thereunder, and the Anti- Terrorism (Financial and Other Measures) Act 2004, regulations and
orders made thereunder.” This proposed amendment appears to be limited in scope in that it would not extend
the BMA’s supervisory functions and authority to enforcement and sanctions for non-compliance with to the
AML/CFT requirements.

413.  Regulation and Supervision of Financial Institutions (c. 23.1): There has been no supervision for
CFT risk issues with the current AML onsite inspections regime concentrating mainly on those areas covered
by the existing Regulations. The BMA commenced AML onsite inspections for banks around 2000-2001 but
for non-bank FIs, especially the insurance and mutual fund sector, the AML onsite inspection program is less
developed. Development of an onsite inspection program for insurance companies subject to the AML
Regulations only commenced in 2007, and at the time of the mission the BMA was just starting to implement
it. Limited general onsite reviews have been conducted for a smaller number of insurers (e.g. Class 4) around
2005 but there was no specific focus on AML/CFT. The BMA has recently reviewed its insurance supervision
arrangements and at the time of the mission was in process of extending such supervision to Class 3 insurers
and captive managers. The BMA stated that onsite inspections of investment business firms for AML
commenced around 2001 but there have been no AML inspections for mutual fund administrators because
applications for licenses were only beginning to be processed in 2007 under new legislation.® (See inspections
chart below.)

414.  As noted above at the time of the mission the BMA was in process of implementing an onsite
inspection program for captive insurers. Up to that time no AML/CFT supervision of captives and their
managers (even when they carry on long term/life business) was conducted and the BMA relied on insurance
managers for oversight of their operations. The BMA states that examination of insurance managers can
include reviewing the operations of the underlying captives. This should be done routinely especially for
captive insurers that present a higher risk for ML/FT. Industry participants have indicated that certain
operations of captives could present ML risks but to date no ML/FT vulnerability or risk assessment has been
conducted by the authorities to ascertain the existence and significance of such risks.

415.  The majority of insurance companies inspected to date were not regulated institutions for AML
purposes as defined by the Regulations (the Regulations exclude life insurance). Limited onsite inspections
only commenced around 2005 for Class 4 insurers (direct excess liability and/or property catastrophe
insurance). Inspections for a limited number of Class 3 insurers, (making up the largest group in excess of 560
entities and engaging in 3" party/captives/rent a-captive business) only commenced in 2007. At the time of the
mission, the BMA had recently developed inspection procedures and had just begun implementing them.

® The law governing mutual funds and fund administrators passed in December 2006, but there had been BMA
Regulations for collective investment schemes in effect since 1998. Post mission, an amendment to the AML Regulations
on 22 June 2007 placed mutual fund administrators under the obligations of the Regulations.
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416.  Inspections of insurance managers, which administer most of the captive classes of insurers (about
1,320 entities involved in captive business), had still not commenced at the time of the mission, but
preparations were being made to start preliminary onsite visits. Onsite examination procedures for insurance
managers will be largely based on questionnaires and interviews. These procedures, as currently drafted, are
not very clear and seem to cover AML/CFT issues on a very limited manner. While it contains a statement of
“Review Objectives” to assess compliance with the requirements of POCA and the AML Regulations, there are
virtually no detailed procedures as to how the assessment will be conducted. As expected, the Review
Objectives specifically mention that the examination will be limited to insurance business covered by the AML
Regulations which, as mentioned before, excludes life insurance. Focusing BMA’s evolving AML/CFT
supervisory process too narrowly on a review of legal and regulatory compliance would not be ideal and should
take on more of a risk-based. In addition, the examination procedures indicate that the sample selected for
documentary review of the underlying clients (insurance companies administered by managers) will be selected
by the managers and not the BMA staff (see Part C: Method of Inspection para. (3)). This would not be
appropriate and is an indication of undue reliance on the industry for the discharge of supervisory functions.
Post mission, the BMA indicated that its policy allows the supervisors to choose the review sample and that a
separate process applies with respect follow up examinations for new licensees where the procedures allow for
the sample is chosen by the licensees.

417.  The BMA disputes this stating that the BMA will make the selection of the underlying captives for
review. As mentioned above, the BMA’s own On-site Review Questionnaire Template under Part C above
states under items 2) and 3) as follows: “2) financial records and minutes review of manager and captives
inspected. 3) review of client files (sample selected by manager).” A separate draft Questionnaire Template
(“BMA — New Start”) provided to the mission has removed the reference to the selection of client files by the
manager (Part C: Method of Inspection). However, it has also excluded the assessment of compliance with the
POCA and Regulations as part of review objectives (Part B: On-site Review Objectives). Hence, if
implemented, coverage of AML/CFT issues under the draft procedures would be negligible.

418.  The on-site inspections of the domestic insurance companies, which are subjected to AML/CFT
procedures, have not been completed as yet and as a result the BMA was not able to confirm an average
number of days/time spent on inspections. Average number of staff participating in each on-site visit is 4
(Director, Manager, Senior Analyst and Actuary). There are a total of 16 onsite examiners in the Insurance
Department but as yet there is no dedicated specialized staff on AML/CFT issues. One staff member has been
assigned AML responsibilities which are insufficient given the size and number of insurance entities in the
system. The BMA states that it can supplement its staffing levels by outsourcing some of its supervisory
activities to external firms.

419. BMA is commended for its efforts to address the need to develop AML/CFT supervisory/inspection
procedures. However, basing such procedures on the current AML regulatory regime that will in the very near
future change in a materially way with the introduction of new AML Regulations and Guidance Notes, runs the
risk of implementing a process that would soon be outdated. A more comprehensive and consistent approach to
developing appropriate (risk-based) supervisory policies and procedures for AML/CFT across all sectors,
consistent with the proposed changes to the Regulations and Guidance Notes would appear more appropriate.

420.  No sanctions have been applied for non-compliance with AML/CFT requirements as a result of onsite
activities. There has been one instance in the investment services sector where the BMA took action to remove
a director for, inter alia, AML issues. No similar cases have been reported for the insurance sector. The BMA
has a range of powers to enforce or sanction for compliance with the regulatory requirements including the
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issue of supervisory letters requiring measures to be taken by FIs or threatening supervisory action. The general
impression is that the BMA prefers a more informal approach to enforcement of compliance, and that FIs
generally comply with BMA’s expectations. Consequently, this has contributed to the relative absence of more
stringent sanctions for AML related issues.

421.  The inspections conducted so far have largely been limited in scope but have in most cases focused on
legal compliance relating to customer identification, suspicious activity monitoring and the role of AML/CFT
compliance officers (MLROs). At the time of the mission, the BMA was still developing (risk-based)
AML/CFT inspections procedures which are yet to be implemented throughout the sectors. Priority should be
given to conducting full scope AML/CFT inspections of the higher risk areas of the insurance sectors, mainly
those carrying on long-term business (both life and investment/annuity business.) There has been no ongoing
supervision of insurance intermediaries (brokers, agents and salespersons) either directly or through the
supervision of insurance companies. With regards to supervision of intermediaries, the BMA should review the
contractual agreements and arrangements between the insurers and their intermediaries to ensure that adequate
controls exist that would allow the insurance companies to fully comply with their AML/CFT obligations,
including provisions for the identification and reporting of suspicion, and training requirements for
intermediaries.

422.  There is an FI that provides electronic/internet payments, check cashing and payment guarantee
services that were brought under the AML Regulations in January 2007 following an amendment to the BMA
Act in December 2006. In addition, the Money Services Regulations were also issued in January 2007 for the
regulation of money transmission services, bureau de change firms, credit and debit card issuing firms,
electronic and internet payment firms, dealing in traveler’s checks and money orders, and check cashing and
guarantee services firms. At the time of the mission, a license had not been as the entity has a 12 month period
to obtain a license under the Regulations, hence supervision had not commenced.

423.  The BMA has conducted inspections of the credit union sector including a review of AML issues. This
sector is not considered to present a high degree of ML/FT risk given the captive composition of its
membership and the generally small size of account balances and volume. Nonetheless, the BMA should
review the sector more regularly particularly focusing on high balance accounts, and services involving
financial intermediation on behalf of its clients e.g. wire transfers, draft and check purchases conducted through
banking institutions.

424.  As part of the onsite inspection process, focused attention should be/continue to be given to the
monitoring and suspicious activity reporting systems and controls in FIs. As part of its onsite procedures,
BMA staff should routinely review of the sufficiency and quality of SARs filed with the FIU. To facilitate
this work, the FIU can provide the BMA with information on the quality SARs filed by FIs, by
institution and across sectors. Such information in critical in planning and risk-focusing the examination
process, and for identifying and enforcing cases of non-compliance. In addition, the inspection process should
emphasize the review of the adequacy of the internal audit and compliance functions with respect to these
controls, and take account of the work of external auditors. In particular, they should review auditors’
management letters and meet with them to discuss, inter alia, their findings with respect to the adequacy of
AML/CFT controls. Post mission, the BMA indicated that it reviews auditors’ management letters and meets
with them to discuss material exceptions or concerns. However, the practice is indicated to the mission, is that
auditors can convey their exceptions and concerns through management letters or orally including through
formal presentations to the FIs” management.
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The BMA has not developed a systematic system for using off-site information as a planning tool for

risk-focusing the AML/CFT onsite inspection process. The insurance supervision unit is in the early stages of
developing such an approach which should be extended to the other supervisory units. The BMA should also
review the availability and adequacy of its offsite data with a view to assessing its usefulness for both on and
offsite AML/CFT supervision. For instance, the BMA'’s statistics currently does not capture data on non-
resident bank depositors which can provide useful information in developing institutional ML/FT risk profiles
and for planning onsite inspections.

426.  Onsite inspections completed by the BMA in the past 3 years, which generally include AML issues, are
as follows:
Box 14. BMA Inspections 2004-2006
Financial Institutions (at time of 2004 2005 2006
the mission)
1. Banks and deposit taking 5 6 4
companies (5)
2. Insurance: (1,450.%) 13
3. Investment business companies 7 11 3
(No. 58)
4. Mutual funds and Administrators 0 0 0
(there are some 1,242 collective
investment schemes)/1
5. Credit union (1) 0 1 1
1/ Note: At the time of the mission, Fund administrators had not been licensed under the Investment
Funds Act 2006 because the Act provided a grace period of 12 months starting March 2007. There
were about 58 firms providing fund administration services at the time of the mission (57 post-
mission).
427.  The BMA has also conducted such examinations of trust companies as follows:
Trust companies (No. 33) (see 5 12 8
Section 4 DNFBPs)
428.  On site examinations conducted so far only include AML and not CFT elements. Prior to an inspection,

Fls are sent a Proceeds of Crime pre-visit questionnaire to be completed and sent to the BMA prior to the on-
site visit. The questionnaire is reviewed by the BMA, as well as their AML procedures and training data for
staff and MLRO (AML compliance officer). Limited testing for compliance with the AML Regulations and
observance of the provisions of the Guideline Notes is also conducted. The onsite process generally takes

% A number of other inspections are reported to be in progress. Total insurance companies, all classes approx. 1,450 of
which 1,312 actively write business. There are some 120 insurers engaged in long-term/life business with gross premiums
of some US$45.8 billion, which include reinsurance but no statistics available.
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between 1 and 2 days depending on the type of institution and is conducted by examination teams averaging
between 2 and 4 examiners. The inspection largely consists of interviews with senior management. Meetings
with the compliance officer/MLRO generally last about 2-3 hours. Individual file testing normally involves
another 2-4 hours. The BMA states that generally 1 person who participates in onsite visits has training in
AML issues, and that a number of supervisors that participate in onsite work are currently in various stages of
completion of the International Compliance Association (diploma in compliance) training program. The BMA
acknowledges the need to strengthen the number of supervisors for AML/CFT supervision as well as their
knowledge and skills in AML/CFT issues.

429.  Note: Onsite procedures for banks seemed to be more developed than for other sectors. An extract
from the BMA’s onsite banking manual provided to the mission during the visit indicates that the process used
consisted of a review of compliance with the POCA and Regulations requirements, as well as a review of
practices in accordance with the Guidance Notes. The process included a review of a questionnaire (BMA
Form POC 10/00) prepared by the institution with respect to procedures for: (i) customer identification and
verification (ii) recognition of suspicious transactions (iii) recordkeeping (iv) suspicious activity reporting (v)
training and (vi) limited coverage of supplementary matters including hiring of staff, audit procedures,
outsourcing, UN sanctions list. Attached to the questionnaire is a “Financial Services Commission: Focus Visit
Work Programme — Anti-Money Laundering” form (last updated 10/07/03) to be used to document the
inspectors’ findings. Bermuda does not have such a Commission and it does not appear that the references used
in this working paper relate to the regulatory and other requirements of Bermuda. Post mission, the authorities
indicated that this attachment has not been used in AML supervisory work and is therefore irrelevant.

430.  Post-mission, the BMA provided a new organigram for the Banking, Trust and Investment Department
with a total “approved” head count of 28, including the Director. In total, this new structure provides for 8
Senior Analysts and 7 Analysts of which there are 5 vacancies (3 Senior Analysts and 2 Analysts), responsible
for general supervision. Under this new structure, there is a Financial Groups Team responsible for the
supervision of financial groups that are connected to banks or other large organizations. There are 25 such
entities/groups under this Team which currently consist of 5 professional supervisory staff: 1 Assistant
Director, 2 Principals (under the Asst. Director), 1 Senior Analyst (plus 1 vacancy) and 1 Analyst (plus 1
vacancy). A Financial Institutions Team will supervise stand alone trust and investment companies and money
service businesses when they are licensed. There are currently 60 companies under its supervision with a staff
complement of 6 professional staff: 1 Assistant Director, 1 Principal, 2 Senior Analysts (plus 1 vacancy) and 2
Analysts (plus 1 vacancy). There is also an Investment Funds Team that will supervise investment funds and
administrators when licensed during 2007/08, and there are no such entities currently supervised for AML.
There are 3 currently on staff consisting of 1 Principal, 1 Senior Analyst (1 vacancy) and 1 Analyst. The BMA
states that all staff members, up to the Director of the Department, are available to participate in onsite
inspections.

431.  The BMA also provided post-mission a copy of this Department’s On-site Examination Procedures
AML/CFT manual which was completed just before the mission which documents and expands on precious
procedures. These procedures provide brief procedures/guidance for the following examination areas:
i) Description of the supervisory objective
ii)  Sources of information for onsite planning
iii)  Preparation of a pre-examination report

iv)  Development of institutional risk profile/risk assessment and

v)  Development of an examination plan and scope memorandum.
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432.  The manual also provides procedures for the examiners to review the following areas:

i)  AML policy in accordance with the POCA, Regulations and Guidance Notes (it mentions CFT but the
Regulations and Guidance Notes currently do not address this issue)

ii)  Detection, reporting and monitoring of suspicious activities
1ii)  Customer due diligence

iv)  Management and control/audit systems, and

v)  Employee awareness and integrity.

433.  Additional review guidance and working papers for these examination areas are provided in
Appendices along with the standard pre-examination questionnaire prepared by the institution. These new
procedures do not distinguish in their application between banks, trust companies and investment businesses
but seem more generally applicable to banks.

434.  Because the new staff structure and onsite procedures was received after the mission, and were only
recently developed and started to be implemented, the mission was not able to assess whether this new
structure and procedures are effective. Nonetheless, the BMA will be faced with not too insignificant
challenges of providing a sufficient number of staff to conduct ongoing offsite and onsite supervision for both
prudential and AML/CFT purposes given the large number of licensees currently in operation, as well as future
licensees particularly for mutual funds and administrators. In addition, there are plans to assign the BMA
responsibility for the supervision of corporate services providers (CSPs) which will also have resource
implications.

435.  Designation of Competent Authority (c. 23.2): The BMA is the primary supervisory for all FIs
licensed or registered and, as discussed above and under Rec. 29, its supervisory powers extend variably and in
a general manner to AML/CFT issues. These mainly relate to the supervision of the minimum
licensing/prudent conduct requirements for such FIs contained in the various financial regulatory laws. As
noted above, the AML Regulations (and POCA) does not assign supervisory responsibility for monitoring and
enforcing compliance with the AML/CFT requirements to the BMA. And the Bill to amend to the POCA now
lists as one of BMA’s principal objectives monitoring of compliance with AML/CFT legal obligations but it
does not extend to enforcement and the application of the existing administrative sanctions under the regulatory
laws. A clearer and firmer legal basis is needed for the BMA to apply its enforcement and other regulatory
powers for compliance with the AML/CFT obligations.

436.  Fit and Proper criteria and Prevention of Criminals from Controlling Institutions (c. 23.3 &
23.3.1): The financial regulatory laws of Bermuda provide adequate provisions for licensing of FIs that
should ensure, if strictly and consistently applied, that only fit and proper persons are allowed to own and
controlling the affairs of FIs. Given the relatively large number of licensees and registrations in Bermuda, the
licensing process constitutes an important pillar of the BMA’s supervisory regime. The following legal
provisions and regulatory instruments apply:

437.  Banks and other deposit taking institutions: (The Banks and Deposit Companies Act). Section 11
imposes a licensing requirement for deposit taking entities while Section 14 (1) imposes minimum licensing
criteria (Second Schedule to the Act) as a condition for the grant of a license. The Schedule states that only fit
and proper persons can be directors, controllers or senior executives of an FI. The basis for establishing fitness
and propriety are probity, competence, soundness of judgment, diligence and the likely impact of their conduct
and functions on the interest of depositors. The background of such persons is to be taken into account
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including inappropriate conduct and evidence of breaches of law (mainly relating to fraud and dishonesty).
There is no mention about their breaches of AML/CFT legislation or association with entities that may have
breached such laws in Bermuda or elsewhere. Such inclusion could be useful. In addition, the Schedule
requires FIs to conduct their affairs with prudence, integrity and skill which should in principle discourage
officers and directors to engage in ML/FT activities.

438.  Section 25 of the Banks and Deposit Companies Act also requires notification to the BMA of increases
in shareholder control or of anyone who becomes a principal shareholder of a deposit taking entity to which the
BMA can object under Section 26. The BMA can also object to an existing shareholder controller under
Section 27 of the Act. In this process the BMA can take into consideration fit and proper issues. There are
appropriate sanctions for persons who breach the applicable requirement under Section 25 including sanctions
under Section 29. Similar provisions are in place in Section 35 and 36 that require notification to the BMA of
changes in directors, controllers and senior executives, and for the acquisition of significant shareholding.

439.  Insurance companies: (Insurance Act). Section 3 of the Act imposes a registration requirement for
persons wishing to carry on insurance business. Section 5 further requires the BMA to satisfy itself that
minimum licensing criteria are fulfilled as set out in the Schedule to the Act (no specific reference to the
Schedule is made in these Sections.) Sections 9 and 10 provide for the registration of insurance managers and
other intermediaries (brokers, agents, salesmen) and Section 11 requires the BMA to take into account the
minimum licensing criteria as set out in the Schedule which contains largely similar provisions as for bank and
deposit taking entities. In addition, the BMA has issued Guidance Notes (e.g. Guidance Note 7) to inform the
industry as to the issues it will take into account when establishing fit and proper criteria.

440.  The Insurance Act also contains provisions in Sections 30D, 30E, 30F, and 30H that require the BMA
to be notified of changes in controllers and shareholders, largely similar to those for bank deposit taking
institutions. Directors, controllers, chief executives, officers and senior executives are defined in Section 1A of
the Act. Sanctioning against controllers for contraventions of the above provisions is set out under Section 30G
and 301 of the said Act.

441. Investment business services: (Investment Business Act). Section 12 to 17 establish the licensing
requirements and other provisions for investment business services providers while Section 17 requires the
BMA to satisty itself that the minimum licensing criteria are satisfied as set out in the Second Schedule to the
Act. As for banks, deposit taking and insurance business, this Schedule broadly sets out fit and proper criteria
for controllers and officers. Section 7 defines directors, controllers, senior executives and associates.

442.  Mutual funds and fund administrators: (Investment Funds Act). Section 11, 12, 13 and 14 establish the
provisions for the BMA to authorize the various classes of mutual funds. Section 14(1)(d)(iii)(c) in particular
requires that the operator of the funds and the proposed services providers (administrators, custodians, etc.) be
fit and proper persons. Section 25 also requires the operator to notify the BMA of any changes to the fund
including service providers, trustees, directors, general partners, as the case may be. Sections 41 to 43 deal with
licensing requirements and procedures for fund administrators. Section 43 requires the BMA to take into
account minimum licensing criteria in accordance with the Schedule to the Act which includes fit and proper
criteria. Section 46 requires notification to the BMA of changes in directors, senior executives and controllers.
The Schedule provides broadly similar fit and proper criteria for controllers and officers of fund administrators
as for other FIs.

443.  The BMA has generally applied strict licensing practices for the Fls it authorizes and supervises,
including through controls applied by the BMA in their vetting role in company registrations. The experience
appears that such controls have been generally effective in preventing criminals from owning or controlling FIs
in Bermuda. BMA’s role as an integrated supervisor, including its responsibility for vetting the registration of
companies, also provides it with a unique opportunity to implement proper screening procedures for owners,
directors and controllers of proposed and existing FIs.
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444.  Nonetheless, the BMA could benefit from a review of its licensing policy and practice to identify
where it can improve implementation of a more consistent and comprehensive approach that sufficiently
reflects ML/FT risk and other financial abuse concerns. Such review could focus on the following areas: (a) a
more stringent application of the ongoing licensing and prudent conduct requirements when there are known or
suspected financial abuse and ML concerns with FIs, applicants and/or their affiliates; (b) more robust vetting
and approval procedures when the underlying proponents or beneficiaries may be associated with high risk
persons, ventures, countries or regions; (¢) more robust vetting processes where business proposals are
unusually complex, e.g. for certain types of investment funds; (d) in cases where the BMA is a consolidated
supervisor, the licensing process should take into account fit and proper/prudent conduct/minimum licensing
criteria on a group-wide basis which may require additional conditions or specific arrangements with overseas
supervisors; and (e) review the appropriateness of procedures with respect to the degree of reliance placed on
the due diligence by introducers of applicants, e.g. when conducted by professional firms and institutions. In
cases where there are legal or other reputational concerns doubt a licensee’s affiliate(s) whether located in
Bermuda or elsewhere, there should be an explicit policy and enhanced review processes for ascertaining the
continuing fitness and propriety of the local FI, its owners, directors and controllers, as the case may be. In
particular, the BMA should review its licensing and supervisory approach for any case where it has licensed or
continued to allow the operation of FIs even when there were concerns about other members of the group or
affiliates. This would include cases where the BMA refuses the grant of a new license to an applicant affiliated
with an existing licensee that has given rise to supervisory concerns.

445.  Licensing procedures and systems for the insurance sector could also benefit from a review to ensure
that the full documentation requirements for ultimate beneficiaries of proposed insurers and managers are
always met particularly with respect to information on the financial standing of underlying owners or principals
of applicants. In addition, the review process for license application documentation submitted to the BMA
could be enhanced to ensure that applicant declarations relating to competence and probity, are always
consistent with the type of license being sought.

446.  Application of Prudential Regulations to AML/CFT (c. 23.4): The BMA has issued a policy paper
on its approach to Consolidated Supervision for banks which are expected to apply their policies and controls
on a consolidated basis. However, the BMA has not as yet developed and implemented a comprehensive
program for consolidated supervision across all financial groups and sectors, to review whether Fls with
headquarters/parent companies in Bermuda have developed and are implementing group-wide AML/CFT
policies, procedures and controls. This is particularly important considering that a number of financial groups
are headquartered in Bermuda with significant operations overseas. The BMA states that it does consider AML
issues on a group-wide basis with respect to supervision of banks, which have more overseas operations than
they have in Bermuda as shown below:

No. of Bermuda branches: 15
No. of overseas subsidiaries: 33

447.  According to the BMA, it has been conducting on-site visits to foreign subsidiary operations of
banks/FIs subject to consolidated supervision since 1990 , largely consisting of discussions with the foreign
Fls. It also indicated local regulators sometimes accompany BMA staff during such visits to the FIs, and that
AML issues are discussed and FI files are reviewed. Post mission, the BMA provided the following summary
statistics concerning its overseas visits during 2002-2005, which included AML issues and concentrated on
two large banking groups and a trust company (1 visit) with headquarters in Bermuda.

Year No. FIs Jurisdiction (no. FIs visited) Duration
visited days/No. Staff

2005 1 United Kingdom (1) 2/3
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2004 2 Cayman (1) 2/3
Bahamas (1) 2/3

2003 3 Guernsey (1) 1/3
Luxembourg (1) 2/4

Ireland (1) 2/4

2002 7 UK (2) 2/3
1/3

Jersey (1) 12

Isle of Man (1) 2/3

Guernsey (1) 5/4

Hong Kong (1) 5/4

Singapore (1) 2/3

These statistics reflect a rapidly declining trend with no visits reported for 2006, and no similar visits outside
the banking and trust sector. The date concerning the duration and staff assigned to such visits, which also
cover non-AML issues, suggests a more high level approach to discussions of AML issues with limited testing
of compliance. The BMA states that during such visits there may be confidentiality constraints on access to
customer files but that it finds it increasingly more appropriate to deal with AML issues through ongoing
dialogue with overseas supervisors that have conducted AML reviews. Also, the BMA can liaise with overseas
regulators over AML/CFT issues, either through MOUs or through less formal arrangements. However, no
significant formal exchanges of information have occurred in practice. Discussions with industry
representatives also indicate that, in practice, not all Bermudian parent FIs implement a consolidated approach
to AML/CFT and that subsidiaries operating in major overseas jurisdictions generally only apply their own
procedures to comply with local requirements. The BMA should review such arrangements to ensure that Fls
are able to comply with Rec. 22 of the FATF Recommendations, and to ensure that Bermudian requirements
are applied where these are more stringent than those of the host country. In addition, the BMA should review
whether adequate group-wide implementation and consolidated supervision is in place for FIs having branches,
subsidiaries and affiliates in countries that are considered to have implemented effective AML and CFT
measures.

448.  The BMA also states that on-site supervision includes a discussion with internal audit staff about their
review of AML/CFT procedures and controls. Discussion of AML/CFT issues with external auditors is not a
routine part of BMA’s supervision, and AML/CFT control issues have not in practice been raised in the
external auditor’s management letters, when issued. Auditors indicate that while management letters are
generally issued in the context of their audits, they can convey their findings on systems and controls verbally
and/or through PowerPoint presentations. Post mission, the BMA indicated that supervisors review
management letters when these are available, and that its staff can meet jointly with auditors and FIs to discuss
material exceptions or concerns including AML.

449.  Licensing or Registration of Value Transfer/Exchange Services (c. 23.5): Until December
1006/January 2007, Bermuda did not have a legal framework for licensing or registering money services
business. In the past there has been only one international money remittance firm operating in Bermuda. That
firm provided a remittance facility under the aegis of a licensed FI, carrying on business from within the FI's
premises via separately labeled counters, but subject to the controls and compliance maintained by the FI. The
facility ceased operations in 2002. A new licensing regime was introduced in December 2006 through an
amendment to the BMA Act (Section 20AA) and the subsequent issue of the Money Service Business
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Regulations on 16 January 2007. As of the date of the mission, only one application for a license under these
Regulations was being considered. A 12-month transition period was granted for existing services providers to
apply for a license.

450. Monitoring and Supervision of Value Transfer/Exchange Services (c. 23.6): Simultaneously with
the issue of the Money Service Business Regulations in January 2007, the authorities amended the AML
Regulations to cover money service businesses to be licensed under the new money services regulations. Once
money service businesses are licensed, they will be subject to the supervision of the BMA.

451.  Licensing and AML/CFT Supervision of other Financial Institutions (c. 23.7): Except for one
electronic payments (and check cashing/guarantee) company, the authorities are not aware of any other
financial activity other than those already subject to BMA’s supervision that should be brought under the
AML/CFT regime in compliance with the FATF definition of Fls. The electronic payments n and check
cashing/guarantee company is now covered under the BMA Act and the new Money Service Business
Regulations, is expected to be licensed soon, and will be subject to the new draft AML Regulations under
consideration.

452.  The authoritiess/BMA should also consider undertaking a review of the financial system to ascertain
whether there are any other Fls that should be covered by the AML/CFT regime as required by FATF
Recommendations. One possibility to explore is the possible existence of non-consumer based financial leasing
operations, including through structured financing operations.

453.  Guidelines for Financial Institutions (c. 25.1): The BMA states that it has no authority to issue
guidelines on AML/CFT and has not issued any to assist Fls in complying with their AML/CFT obligations."
It is, however, a member of the National Anti-Money Laundering Committee which has issued non-mandatory
AML Guidance Notes in 1998 (Amended in 2004) to give practical guidance to Fls subject to the AML
Regulations. Assessors agree that this may be the preferred approach rather than separate authorities issuing
separate and potentially conflicting guidelines. However, the current Guidance Notes are outdated and in a
number of instances lack clarity of application, and contains provisions which if strictly followed may dilute
the effectiveness of implementation, and create ML/FT vulnerabilities in the system. (e.g. see exemptions
discussed above with respect to customer identification for the insurance and investment business sectors.)

454.  No guidance has been issued specifically on CFT issues, including pursuant to para. 1(6) of Schedule 1
of the Anti-Terrorism (Financial and Other Measures) Act, 2004 which states that for purposes of establishing
whether a person committed the offence of failure to report knowledge or suspicion of FT, a court “must
consider whether he followed any relevant guidance ...”

10 While the BMA claims it has no authority to issue guidelines on AML, it has issued guidelines on other topics
including e.g. Guidance Notes to FIs on outsourcing services, to money service business on applications, and a similar
paper for banks on its approach to consolidated supervision. It is unclear under which supervisory powers such
instruments were issued and whether they cannot also be used for AML/CFT purposes. (e.g. under Section 9 of the BDCA
Act which allows the BMA to issue statements of principles with respect to matters it is acting or proposing to act, and
which include inter alia, minimum licensing criteria and prudent conduct requirements.) In the Insurance Act (Section 2
and 2B, and 2BA for codes of conduct) there is specific authority to issue guidance on the application of the Act and
Regulations which include prudent conduct and general legal compliance issues.
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455.  Power for Supervisors to Monitor AML/CFT Requirement (c. 29.1): (See discussion under ¢29.2
below of the legal provisions contained under the sector specific regulatory laws with respect to the authority to
monitor and supervise for compliance by FIs with AML/CFT requirements.).

456. The BMA is an integrated supervisor for the banking and deposit taking, insurance, securities services,
mutual funds/administrators, trust companies, and money services business (one operating in Bermuda pending
licensing under new Regulations). The BMA also has certain supervisory powers over credit unions (one in
operation) under delegated authority by the Minister of Finance. Neither the POCA nor the AML Regulations
provide an explicit mandate or power to the BMA or to any other supervisory body to monitor and enforce
compliance specifically for AML/CFT. The Bermudian government has proposed a Bill to amend the POCA
(Proceeds of Crime Amendment Act 2007) that, inter alia, will amend the Bermuda Monetary Authority Act
(Section 3(1)) to include as one of the principal objects of the BMA the following:

“to monitor compliance with the reporting and other obligations of regulated persons under the
Proceeds of Crime Act 1997, regulations and orders made thereunder, and the Anti- Terrorism
(Financial and Other Measures) Act 2004, regulations and orders made thereunder; and in this paragraph
“regulated person” means a person that is licensed or registered by the Authority under any enactment”

457.  This provision, if enacted, will provide a legal basis for the BMA to monitor compliance with the
AML/CFT requirements but would not cover the power to enforce and sanction for breaches of the AML/CFT
requirements per se. (See discussion below on enforcement powers and inspections.) It is noted, however, that
Section 3 (1)(b) and Section 20A of the BMA Act, as well as the various financial regulatory laws, provide
broad powers to the BMA to supervise, regulate and inspect FIs. Consequently, the amendment only seems to
clarify or add more specificity to the supervisory powers already in existence but as noted could limit its
application to a monitoring function only.

458.  The discussions above and in the ensuring sections under Rec. 20 with respect to the enabling power in
the BMA Act for the BMA to supervise and inspect FIs only relate to FIs other than insurers, defined as
“financial institution” and “institution” under Section 1 and listed under the Third Schedule to the Act.
Consequently, the BMA’s supervisory powers under the BMA Act, including for AML/CFT issues would not
extend to the insurance sector. The BMA’s powers with respect to the insurance sector are discussed below
under the Insurance Act. The BMA Act may not as yet cover insurance institutions in part because this sector
was not brought under the supervision of the BMA until recently.

459.  Authority to conduct AML/CFT Inspections by Supervisors (c. 29.2): The general role of BMA in
the supervision of FIs is established in the BMA Act. Specifically Section 3 (b), (bc) and (f) of the Act
constitute principal objectives of the BMA as follows: 3(b) to supervise, regulate and inspect any FI which

operates in or from within Bermuda; (bc) to assist with the detection and prevention of financial crime; and (f)
to perform such function as may be necessary to fulfill such principal objects. Section 1 of the Act defines
financial crime as to include dealing with the proceeds of crime under the POCA. Section 3(3) of the BMA Act
also states that in the course of its supervisory, regulatory and inspection functions, the BMA shall have regard
to the need for FIs to be alert to the risks of financial crime and to the consequent need to have appropriate
arrangements in place to monitor and control such risks. Taken on a whole, these provisions provide the
enabling power for the BMA to play an active and important role in AML/CFT supervision for those FIs under
its supervision. (See Rec. 23 for a discussion of BMA’s supervisory activities.) Supervision and enforcement of
these provisions do not, however, provide a clear and explicit link to e.g. the specific requirements under the
AML Regulations.
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460.  Section 2 of the BMA Act also enables the BMA to perform such functions as are assigned to it by the
BMA Act or any other Act and Regulation made thereunder. Consequently, any function assigned to the BMA
under the POCA and Regulations would be consistent with this provision. To date, neither the POCA nor the
Regulations have assigned such functions.

461. The BMA Act, Part IVA, further states that FIs covered by the Act shall be subject “UNDER THIS
ACT (BMA ACT) OR THE REGUALTIONS MADE THERUNDER” (emphasis added) to the BMA’s
supervision, regulation and inspection. It is not clear whether this provision limits such supervision to matters
contained in the BMA Act and e.g. the Money Service Business Regulations, or whether it extends the
supervisory power to the matters contained in the other financial regulatory laws (e.g. banking, insurance and
investment services/funds laws). If they are limited to the BMA Act and its Regulations, then the AML
applications discussed above may not extend to the supervisory powers in the financial regulatory laws. This
needs to be clarified to ascertain whether the BMA Act and its proposed amendment of the POCA Act are
sufficient to establish a clear connection between the AML/CFT provisions in the BMA Act and the more
specific supervisory powers in the financial regulatory laws.

462.  Under Section 21 (1A) of the BMA Act, the Minister of Finance may also delegate to the BMA,
“powers for the purpose of prevention and detection of financial crime.” The mission was not informed that
any such powers have been delegated.

463.  InJanuary 2007, the Money Services Business Regulations were put into effect bringing, inter alia,
money remittance, bureaus de change, debit and credit card issuing firms, as well as electronic and internet
payment services firms under direct BMA supervision. Prior to this, there was only one money remittance firm
carrying on business under the aegis of a deposit company/bank but that facility ceased operations in 2002. In
addition, the various financial regulatory laws reflect and complement the provisions under the BMA Act
empowering the BMA to supervise and inspect FIs, which would include AML/CFT as discussed above. The
various financial regulatory laws in principle and practice, albeit in different degrees of specificity, also allow
the BMA to take into account AML/CFT issues under the prudent conduct requirements for purposes of
compliance with the minimum licensing criteria. (For a discussion, see ¢29.4 below.) These provisions are:

Banks and Deposit Companies Act 1999: Section 8: grants the power and duty to generally supervise
FIs. Apart from this general provision, there are no other specific provisions with respect to the
carrying on of general or specialized inspections (other than for investigations) of Fls, whether by prior
notice or otherwise. The Act provides, however, powers under Section 39 and 40 to obtain, by written
notice to Fls, information, reports and documents which may be used for purposes of carrying out its
function under the Act. According to the BMA, legal powers have not been used to conduct onsite
inspections, and that banks cooperated fully to facilitate such inspections. This however, would raise
the issue of the BMA’s ability to enforce and/or sanction FIs for non-compliance with AML
obligations as a result of its inspection findings. Section 40 requires notice for the production of
specific documents only. Section 42 and 43 of the Act further provide the BMA with the power to
appoint persons to conduct investigations of the affairs of an FI. Written notice of such
appointment to the FIs is required.

Insurance Act 1978: Section 2 (1) of the Insurance Act includes as one of the BMA’s functions the
duty to generally supervise persons carrying on insurance business. In practice, the BMA only in the
first quarter of 2007 commenced to develop and implement an AML onsite inspections program for
insurers which it had started to implement. Under the Act, the BMA has powers under Section 29 and
29B to obtain information, reports and documents for purposes of carrying out its functions under the
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Act Section 30A to 30C provide powers with respect to the conduct of investigations of the affairs of
an insurer.

Investment Business Act 2003 (repealed the Investment Business Act 1998): Section 8 of the Act
establishes the function of the BMA to supervise persons carrying on investment business including the
exchange and clearing houses (stock exchange). In addition, similar to the laws covering banks, deposit
companies and insurers, Section 45, 46, 47 and 48 empower the BMA to obtain information and
documents from investment business providers. And Section 49, 50, 51 and 52 provide similar powers
with respect to the conduct of investigations of such licensees. These powers provide a basis for the
conduct of AML/CFT supervision.

Investment Funds Act 2006 (repealed BMA Collective Investment Scheme Classification Regulations
1998): (mutual funds and mutual fund administrators): Unlike Section 8 of the Investment Business
Act, there are no similar powers under this Act that establish the function of the BMA to supervise
mutual funds or fund administrators. There are only powers that would require the production of
information and documents for purposes of the BMA’s functions and for the conduct of investigations.
These provisions are contained in Section 60 to 68 of the Investment Funds Act as discussed below.

Credit Union Act 1982: There are no powers for the BMA/Minister of Finance in this Act to undertake
general supervision of credit unions. However, there is a power under Section 13 to provide evidence
of compliance with certain prudential requirements, not related to AML/CFT. Under Section 29 there
is power for the Minister/BMA to appoint special examiners to examine the books and affairs of a
credit union where, inter alia, a credit union is believed to be carrying on business in a manner that is
detrimental to the interests of members and creditors. This is the only provision in the Act which may
extend to AML/CFT issues but only in a very general sense. Under Section 29 a credit union is
required to produce information and records to enable such examination.

Money Service Business Regulations 2007: The BMA will rely on the general powers provided in the
BMA Act to supervise money service businesses. (See discussion in preceding paragraphs regarding
ambiguities in the scope and content of BMA inspection and supervision authority under the BMA
Act.) It expects that these entities will fully cooperate without the need to use such powers.

Power for Supervisors to Compel Production of Records (c. 29.3 & 29.3.1):

Bermuda Monetary Authority Act 1969: Section 22 provides the general power to the BMA to require
information, while Section 22(1)(b) and Section 22(4) specifically relates to information from financial
institutions (excludes insurance entities per the definition of financial institution under the Act) to
enable it to discharge its functions with respect to the supervision, regulation or inspection of such
institutions. In addition, Sections 30A, 30B, 30C and 30D make further provisions for the production
of information to enable the BMA to comply with a request for assistance from a foreign regulatory
authority. Adequate sanctioning powers are provided in the Act for failure to comply with such
requirements. (See Rec. 40.)

Banks and Deposit Companies Act 1999: Section 39 and 40 provide the power to the BMA to obtain
information and documents from FIs for the purpose of discharging its functions under the Act. Similar
powers are provided under Section 42, 43, 44 and 45 for purposes of conduction investigations. There
are no limitations on the types of records to be obtained which can include accounts and information
relating to suspicious transaction reporting. Insurance Act 1978: Section 29 and 30 provide powers to
the BMA to obtain information and documents from an insurer, broadly similar to those contained in
the Banks and Deposit Companies Act discussed above. In addition, the Insurance Act under Section
51B empowers the BMA to require information and documents from insurers to enable it to assist a
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foreign regulatory authority. These powers are contained to fill a gap in the BMA Act which does not
as yet cover insurance entities as FIs. (See Rec. 40).

Investment Business Act 2003: Section 45, 46, 47 and 48 of the Act empower the BMA to obtain
information and documents from investment business providers. And Section 49, 50, 51 and 52
provide similar powers with respect to the conduct of investigations of such services providers. Such
powers provide a basis for the conduct of AML/CFT supervision.

Investment Funds Act 2006 (repealed BMA Collective Investment Scheme Classification Regulations
1998): Section 60 to 68 of the Investment Funds Act powers the BMA to require the production of
information and documents for purposes of the BMA’s functions and for the conduct of investigations.
These provisions are broadly similar to those contained in the other laws described above.

Credit Union Act 1982: Under Section 29 a credit union is required to produce information and records
to allow for a special examination described above, but not clear if this can cover AML/CFT issues
although in practice the BMA addresses such issues during its onsite visits.

Money Service Business Regulations 2007: With respect to MSBs the BMA relies on its authority
under the BMA to require the production of information and documents for purposes of BMA’s
supervision and inspections, in a general or particular manner, of money services business.

465. Powers of Enforcement & Sanction (c. 29.4): See c29.1 above. Absent further amendments to the
BMA, financial regulatory, and/or AML/CFT legislation, there are no provisions that would empower the
BMA to enforce and sanction for non-compliance specifically with the AML/CFT requirements. The BMA’s
administrative sanctioning powers are granted under the various financial regulatory laws, as described below,
which could enable it to take into account compliance with AML/CFT legal obligations in ascertaining whether
an FI is conducting its affairs in a prudent manner.

466.  Unlike the other financial regulatory laws, the Banks and Deposit Companies Act is the only law that
does not explicitly extend prudent conduct requirements to compliance with other laws, beyond this Act.
Failure to conduct business in a prudent manner could be grounds for breaching minimum licensing criteria
which could result in the application of administrative sanctions ranging from directions and/or restrictions on
business to license revocation. It is therefore desirable to make the prudent conduct requirements consistent
across all the relevant financial laws to include the AML/CFT laws. The broad scope of the requirements under
current and future AML/CFT legislation would justify making a specific reference in the prudent conduct
requirements to AML/CFT legislation. The authorities should also consider including in the AML/CFT
legislation or other future enforceable instrument, the authority for BMA to use its existing supervisory,
enforcement and administrative sanctioning powers for purposes of compliance with the AML/CFT
obligations. This would be without prejudice to the sanctioning regime under the Regulations for non-
compliance, with respect to summary convictions or on indictment.

467.  Similar to AML Regulation 8(2), the authorities may also consider it useful to include in the various
regulatory laws, e.g. for minimum licensing criteria/prudent conduct requirements, a provision that failure to
observe the AML(/CFT) Guidance Notes or comply with codes of conduct may be taken into account by the
BMA in the enforcement of non-compliance with these requirements. A similar provision is already contained
in the Insurance Act under paragraph 4 (2) of the Schedule which states that the “Authority shall take into
account any failure by the registered person to comply with the provisions of this Act, any other provisions of
law and code of conduct.” Similar provisions could be included for Guidance Notes in all the regulatory laws
where appropriate.
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468.  The main enforcement and sanctioning powers of the BMA under the various financial regulatory laws
are as follows:

469. Banks and deposit companies: Banks and Deposit Companies Act. Section 17 and 18 provide power
to the BMA, inter alia, to apply restrictions on licenses and for the revocation of licenses. None of these relate
to AML/CFT specifically but there are general areas that may be remotely related such as when the interests of
depositors are put at risk. However, under the Second Schedule of the Act which sets out the minimum
licensing criteria (considered an ongoing requirement after licensing), there is a power of enforcement for
failure to conduct business in a prudent manner, in the areas specified in the Schedule or in a general manner
which may include AML/CFT issues. One of these is failure to keep adequate records and systems of control,
but these specifically relate to compliance with the requirements of the banking and deposit taking law, and not
to the AML/CFT, or any other legislation. This provision varies from those contained in the other regulatory
laws as described below.

470. Insurance: Insurance Act. Section 32 grants powers of intervention to the BMA, inter alia, including
issuing directions. The basis for such action can involve conduct of business that poses significant risk of
insolvency, and failure to meet minimum licensing criteria in relation to the prudent conduct of business. Under
the Schedule to this Act, the BMA can take into consideration failure to comply with the provisions of the
Insurance Act and any other provisions of law and code of conduct in determining whether a licensee is
conducting its affairs in a prudent manner. The prudent conduct requirement also includes having adequate
records and systems of control as would enable insurers to comply with their duties imposed by the Insurance
Act, or other provisions of law which in principle can include AML/CFT legislation. Section 41 provides the
power to the BMA to cancel insurers’ registration for basically the same reasons as for the issue of directions.

471.  Securities/investments: Investment Business Act (securities dealers, etc.). Section 20 and 21 of this
Act provide, inter alia, the BMA with powers to restrict and revoke licenses broadly similar to those in the
banking and insurance Acts. The Investments Funds Act (mutual funds and administrators, etc.) in Section 27,
30, 51 and 52 provide the BMA with the power to, inter alia, issue directions and revoke licenses with respect
to mutual funds and fund administrators, for reasons broadly similar to those under the other regulatory laws.
Similar to the Insurance Act, the Second Schedule to this Act and the Schedule of the Investment Funds Act,
also allow the BMA to take into account compliance with other laws in determining whether a licensee is
conducting its affairs in a prudent manner for purposes of the minimum licensing criteria.

472.  Credit Unions: The Credit Unions Act provides certain supervisory powers to the BMA under
delegated authority from the Minister of Finance, except for authorization to operate (there only one Credit
Union authorized in Bermuda). Section 21 and 22 of the Act provide the BMA/Minister the power to require
credit unions to take remedial action to address imprudent management issues, as well as to cancel or suspend
their registration. There are no prudent conduct requirements in the Credit Union Act that could establish a
basis for the BMA/Minister of Finance to take AML/CFT compliance into account for purposes of enforcement
with the Act as exists in the other financial laws. Consistency with other laws would be useful.

473.  Money Services Business: Under the Money Services Business Regulations 2007, the BMA can take
certain administrative action in the interests of clients, including the issuance of directions to institutions
including, inter alia, imposing restrictions on business and the removal of directors, officers and controllers.
The BMA can also revoke a license if the minimum licensing criteria are not met as defined in the Schedule to
the Regulations. As for other regulatory laws, the criteria impose a requirement of prudent conduct which
include compliance with these Regulations and other provisions of law. As in the other financial regulatory
laws, the specific areas identified in the various Schedules for minimum licensing criteria/prudent conduct, are
“without prejudice to the generality of” the need for Fls to conduct their business in a prudent manner.
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474.  There have been no cases where formal sanctions have been applied to FIs with respect to AML/CFT
issues except one case where formal procedures were initiated.

475.  Availability of Effective, Proportionate & Dissuasive Sanctions (c. 17.1): In general,
Bermudian law and regulation have a range of criminal, civil and administrative sanctions that apply to natural
and legal persons, including [regulated institutions] for failure to comply with AML/CFT laws. [Other than for
TSPs, DNFBP are not covered by AML/CFT laws, and therefore there are no administrative sanctions that
would apply to them.] See chart, below, which set forth the range of criminal and administrative sanctions
applicable in Bermuda.

476. A major concern is whether the range of criminal money penalties is sufficient, given the size and
global reach of many of the companies doing business in the financial sector in Bermuda. Criminal money
penalties under Bermudian law typically range from $20,000 to $200,000 (see chart of criminal offenses,
above), depending on the nature and severity of the offense, which may be viewed simply as a cost of doing
business by the larger financial players in Bermuda. This is a particular concern with the range of criminal
fines relating to summary offenses generally, and certain indictable offenses, such as prejudicing an
investigation which carries a fine of $10,000, under Section 42 of POCA. Dissuasiveness is also a particular
concern with respect to the administrative penalties imposed by Customs, which, range up to $30,000, much
too low for ML or terrorist financing offenses involving the movement of cash or negotiable instruments. Two
additional sanctioning powers should be enacted for the BMA: civil money penalties, since a lower standard of
proof would then be applicable, and conservatorship powers.

477.  Designation of Authority to Impose Sanctions (c. 17.2): The BMA, with respect to regulated
institutions, and the Collector of Customs, with respect to transportation of cash and negotiable instruments,
each have been designated as the authority to impose sanctions.

478.  Ability to Sanction Directors & Senior Management of Financial Institutions (c. 17.3): Each of the
six regulatory laws and regulations has a similar provision with regard to sanctioning of directors and senior
management. Section 56(1) of the Bank Act is typical:

“Where an offence under this Act committed by a company is proved to have been committed with the
consent or connivance of, or to be attributable to neglect on the part of, any director, senior executive,
secretary or other similar officer of the company, or any person who was purporting to act in any such
capacity, he, as well as the company, shall be guilty of that offence and be liable to be proceeded
against and punished accordingly unless such person shows that he took all reasonable steps to avoid
the commission of an offence.”

479.  For other like provisions, see also Sections 22A(2) and 33(3)of the BMA Act, Section 83 of the
Investment Business Act, Section 73 of the Investment Funds Act, Section 18 of the MSB Regulations, and
Section 53 of the Trust Act.

480.  With respect to ML offenses, Section 56 of POCA has a similar provision, and paragraph 8(4) of the
POCA Regulations provides as follows: “Section 56 of the Proceeds of Crime Act 1997 (offences by bodies
corporate) shall apply in relation to offences under these Regulations as it applies to offences under that
Act.”

481.  Range of Sanctions — Scope and Proportionality (c. 17.4): As the chart below indicates, the BMA
has a wide range of sanctions that they may apply in a variety of circumstances relating to violations of law and
regulations. According to BMA officials, although nowhere in the regulatory laws or regulations is there any
explicit reference to AML/CFT violations, BMA has the requisite legal authority to impose sanctions for any
violation of law under all of the applicable regulatory acts and other provisions of law (in minimum licensing
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criteria requirements) except for the Banks and Deposit Companies Act that restricts the application to this Act
only in Section 4(c)(8) of the Second Schedule. Sanctions that may be imposed by BMA include non-binding
letters requesting that remedial action be taken by Fls, orders to comply with instructions or directions, removal
of control parties, directors and officers, revocation of license, and referral to law enforcement authorities for
the bringing of criminal offense.

482.

powers. Both are useful tools as part of a full array of regulatory powers.

483.

BMA Supervisory and Sanction Powers for FIs

Two key types of sanction are missing from the regulatory regime and are recommended for inclusion
in appropriate legislation: civil money fines or penalties and conservatorship or temporary administration

Finally, although BMA has a wide range of sanctions powers, according to BMA officials, no binding
sanction has ever been imposed on an FI for a violation or deficiency relating to AML/CFT requirements.

Type of Banks Investment Insurance Fund Trust Money
sanction and other business Business administration companies service
depositories business
Issuance of BMA Section BMA Section IA 78 Section | BMA Section 20 | BMA Section BMA
letters 20A Authority | 20 Authority to | 2 Functions authority to 20 Authority to | Section 20
requesting to supervise, supervise, of the supervise, supervise, Authority
remedial regulate and regulate and Authority regulate and regulate and to
action inspect Fls inspect Fls inspect Fls inspect Fls supervise,
regulate
BDCA Section | IBA Section 8 and inspect
8 (1) Functions | (1) Functions of FIs
of the Bermuda | the Bermuda
Monetary Monetary
Authority Authority
Orders to BDCA Section | IBA Section 22 | IA78 Section | IFA Section 53 Trusts Section | MSBR
comply with 20 Notice of (1) Notice of 4 (3) (1) Notice of 18 Notice of Section 15
instructions/di | restriction or restriction or Registration direction or restriction or Notice of
rections revocation of revocation of of an Insurer | revocation of revocation of restriction
license license'' (imposition of | license license or
conditions) revocation
TIA78 Section of license
32 Powers of
intervention'”
Urgent BDCA Section | IBA Section 23 | N/A N/A Trusts Section | N/A
restrictions 21 Restriction Restriction in 19 Restriction
in cases of cases of in cases of
emergency urgency urgency

""IBA Section 53 Public censure- allows the BMA to publish a statement that an investment provider has contravened a

requirement imposed on or by it.

2 Allows the BMA to issue directions to insurance companies.
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Type of Banks Investment Insurance Fund Trust Money
sanction and other business Business administration companies service
depositories business
Civil money N/A N/A N/A N/A N/A N/A
fines
Removal of BDCA Section | IBA Section 30 | IA78 Section | IFA Section 51 Trusts Section | MSBR
control 27 Objection to | Objection to 30H (2) (c) Directions | 26 Objection to | Section 13
parties" existing existing Objection to | to protect existing 2) (©
shareholder controller; and | existing interests of controller and Directions
controller; and | Section 32 controller and | clients Section 28 to protect
Section 29 Restriction on Section 301 Restriction on interests of
restriction on and restriction on sale of shares clients
and requirement of | and
requirement of | sale of shares requirement
sale of shares of sale of
shares
Removal of BDCA Section | IBA Section 20 | IA78 IFA Section 51 Trusts Section | MSBR
directors and 17 (2) (e) 2) Section 32 (2) (c) Directions | 15 (2) (f) Section 13
senior Restriction of Restriction of a | Powers of to protect Restriction of X
executives' license license Intervention interests of license Directions
clients to protect
interests of
clients
Imposition of a | Review of Review of Review of Review of Review of Review of
conservator- legislation to be | legislation to be | legislation to | legislation to be | legislation to be | legislation
ship conducted re conducted re be conducted | conducted re conducted re to be
conservatorship | conservatorship | re conservatorship conservatorship | conducted
powers powers conservatorsh | powers powers re
ip powers conservator
-ship
powers
Revocation of | BDCA Section | Section 21 TIA78 Section | IFA Section 52 Trusts Section | MSBR
license 18 Revocation | Revocation of 41 (1) Revocation of 16 Revocation | Section 14
of license license cancellation license of license (D
of registration Revocation
of insurer of license
Criminal BDCA Section | IBA Section 20 | IA Section 55 | IFA Section 51 Trusts Section | BMA
penalties15 17 (5) (5) Restriction | General (4) Directions to | 15 (5) Section
Restriction of of license and provisions protect the Restriction of 20AA;

'3 The BMA does not have legal authority to bar individuals from becoming a control party or working in regulated
institutions.

'* The BMA does not have legal authority to bar individuals from working in regulated institutions.

"> Illustrative examples of penalties.
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Type of Banks Investment Insurance Fund Trust Money
sanction and other business Business administration companies service
depositories business
license and Section 31 relating to interests of license and MSBR and
Section 28 (4) Contraventions | offences and | clients; Section Section 27 Section 11
Contraventions | by controller 30G 48 Offences Contraventions | Offences
by Controller Contravention by Controller
s by
controller

| Source: BMA

Key to abbreviation of laws:

MSBR - Money Service Business Regulations 2007

TIA78 - Insurance Act 1978

IBA - Investment Business Act 2003
BDCA - Banks and Deposit Companies Act 1999
IFA - Investment Funds Act 2006
Trust - Trusts (Regulation of Trust Business) Act 2001
BMA - Bermuda Monetary Authority Act 1969

Adequacy of Resources for Competent Authorities (c. 30.1):

484.

Supervisors: The BMA is an integrated and operationally independent regulator with sufficient

financial resources to carry out general supervision of FIs. However, it may need to significantly increase its
staff for the purpose of development of its onsite inspection program, across all the sectors under its
supervision. This will require additional training for its staff on AML/CFT, paying due regard to the risks of
ML/FT in the various sectors. Staff enhancement is a necessary precondition to enable effective supervision

particularly of large cross-border FIs with complex operations, and to enable proper consolidated supervision

of AML/CFT compliance. A systemic ML/FT vulnerability and risk assessment of the financial sector,

particularly with respect to the insurance and investment services sectors, would support a strategy for

supervisory institutional development and resource allocation given the relatively large number of FIs under its

supervision.

Integrity of Competent Authorities (c. 30.2):

485.

strict confidentiality restrictions and rules under the financial regulatory laws.

Training for Competent Authorities (c. 30.3):

486.

Supervisors: The BMA maintains high professional and skilled cadre of staff which are subject to

Supervisors: The BMA’s staffing expertise in the area of AML supervision is more developed for the
banking sector and more limited in other areas. A number of its staff have undergone or are undergoing

AML/CFT specific training which should continue in the future. The BMA appears to have sufficient financial
resources at its disposal to enable it to implement a more rigorous training program for its staff, including for

better identifying risks in the various financial sectors, and for fine tuning its supervisory focus and onsite

program to take account of such risks.

Statistics (applying R.32):
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487.  Supervisors: The BMA could strengthen is information gathering and statistics to enable it to better
supervise for AML/CFT, particularly as it seeks to develop more risk-based approaches to its supervision.
Statistics can be improved, for instance, in better capturing data on the volume and source of life and
investment based insurance business, and on non-resident business, including for deposit taking and investment
services. A thorough review of its data capture and analysis would help in developing a more focused off-site
surveillance regime to complement the onsite process. The risk-based approach to onsite supervision for the
insurance sector under development can provide useful insights into the statistical needs which should be
extended to all sectors under BMA’s supervision.

3.10.2 Recommendations and Comments

R.17

Two additional sanctioning powers should be enacted for the BMA: the power to impose civil
money penalties, since a lower standard of proof would then be applicable, and conservatorship
powers. In addition, consideration should be given to substantially increasing the range of criminal
fines.

Rec. 23

Develop and implement both an offsite and onsite supervision program for AML/CFT that is risk-
based, and prioritizing for full scope inspections those sectors and institutions that present a higher
degree of ML/FT risk, including in the insurance sector.

Expand the scope of onsite reviews including a focus on the adequacy of formal policies and the
demonstrated commitment of the Board of Directors and senior management.

Develop and implement a framework for conducting consolidated supervision for AML/CFT
compliance beyond banking, paying urgent attention to FIs that are parent and operating holding
companies with significant operations overseas. Supervision should particularly focus on the
existence and adequacy of applications for group-wide risk management, compliance and audit
functions.

Enhance the onsite inspections program by focusing on particular areas of potential high risk
activities and business relationships especially with respect to wire transfers, CDD on ultimate
beneficiary clients, and controls and compliance involving reliance on intermediaries or introducers
of business.

Enhance the review of the sufficiency and quality of SAR reporting systems, and take fuller account
of the work of external auditors in their review of the AML/CFT control environment.

Review the effectiveness of the overall supervisory process for purposes of applying enforcement
action for AML/CFT related breaches and concerns.

Review and where necessary strengthen licensing practices in a consistent manner that reflects
concerns not only of the applicant, but of other members of the group, including enforcement of the
ongoing need for fit and proper criteria under the minimum licensing requirements.

Review licensing procedures to ensure that the full requirements for ultimate beneficiaries of
proposed licensees are established in accordance with the application documentation requirements.
Also, conduct a review of application documentation review procedures to ensure that signed
applicant declaration forms relating to competence and probity, are consistent with the type of
license being sought.



118

® Expedite the licensing/registration process for money services firm(s) and the provisions under
Section 20AA of the BMA Act and the Regulations thereunder, to ascertain the adequacy of or need
for provisions relating to agents/subagents of such licensees, as well as certain aspects of their
operations to give practical implementation to issues such as minimum holding period of client
money.

® Conduct a systemic review to ascertain whether other financial activities covered by the FATF
Recommendation is taking place in or from within Bermuda on a regular commercial basis.

Rec. 25

® Review/update the Guidance Notes for completeness and relevance to the current needs of industry,
and remove inappropriate exemptions or simplifications in customer due diligence.

Rec. 29

¢ For purposes of consistency with other sectors, consider extending the definition of covered
financial institutions and supervisory powers under the BMA Act to the insurance sector.

® Establish an explicit mandate for the BMA to monitor, enforce and sanction for compliance with the
AML/CFT obligations of FIs and review the adequacy of the proposed Bill to amend the
POCA/BMA Act to ensure that it provides a clear and complete mandate to the BMA in all these
areas.

® Specify clear powers in the Credit Union Act that the BMA, under delegated authority, can
supervise and inspect these Fls, including for compliance with AML/CFT obligations.

e Extend in the Bank and Deposit Companies Act, prudent conduct/minimum licensing criteria to
compliance with other laws so as to cover AML/CFT legislation.

® Include in the legislation a specific power for the BMA to enforce compliance with the AML/CFT
requirements, including for the application of administrative measures and sanctions, as exist in the
financial regulatory laws.

® Consider clarifying in the proposed Bill to amend the BMA Act that the scope of BMA’s AML/CFT
supervision includes a monitoring function as well as enforcement and sanctions powers under the
regulatory laws.

Rec. 30

® Enhance training for BMA staff to facilitate the identification of deficiencies relating to AML/CFT
requirements for FIs, including, but not limited to internal controls, CDD, SARs filings,
recordkeeping, MLRO qualifications and operations. Increased specialization and focus on
AML/CFT supervision, if the insurance and investment business/mutual fund sectors may be given
priority.

® The BMA should enhance its staff capacity to undertake more comprehensive AML/CFT
supervision, including for the conduct of effective consolidated supervision whether as home or host
supervisor.

Other:
Rec. 32

® Improve statistics to capture information to assist in AML/CFT supervision, e.g. deposit-taking FIs:
non-resident deposits and clients; Insurance: life and/or annuity/investment premium/policies, etc.
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3.10.3 Compliance with Recommendations 17, 23, 25 & 29

Rating

Summary of factors relevant to s.3.10 underlying overall rating

R.17

PC

® Although BMA has a wide range of sanctions powers, according to officials,
formal sanctions have never been imposed on a financial institution for a
violation or deficiency relating to AML/CFT requirements.

® Two key sanctions are missing from the sanctions regime for BMA: civil
money fines and conservatorship powers.

® The level of money penalties that may be imposed by Customs is much too
low.

® Fines under POCA with respect to summary convictions and certain
convictions on indictment are much too low.

R.23

NC

® [nadequate AML supervision of FIs, particularly for the non-banking sectors,
and no CFT supervision.

® Onsite (AML) supervision only commenced in 2007 for the insurance sector
and mutual fund administrators are still to be licensed and supervised for
AML/CFT.

® Limited scope of AML onsite inspections procedures both in terms of
institutions and review areas.

® The AML Regulations do not assign AML/CFT supervisory, enforcement and
sanctioning authority to the BMA.

® Insufficient consolidated AML/CFT supervision to include group-wide
compliance, especially in the non-banking sector, and insufficient use of the
work of external auditors in the area of systems and controls.

® Insufficient AML/CFT staff capacity and training.

® Need for enhanced implementation of licensing criteria and procedures for new
and existing licensees, and to take account of group-wide fit and proper
concerns.

® Until December 2006/January 2007, there was no framework for licensing or
registering money services business, and licensing/supervision of money
services firms is still to be implemented.

® Bermuda has not conducted a review to ascertain whether other Fls covered by
the FATF Recommendations not currently subject to the AML regime should
be licensed or registered, e.g. financial leasing on a commercial scale.

R.25

PC

¢ The Guidance Notes do not provide adequate descriptions of ML and FT
techniques, do not cover CFT, are outdated, and are limited in scope.

* [Among DNFBPs, only trust service providers are covered by the Guidance
Notes.]

¢ No FIU procedures are in place for providing feedback to Fls.

R.29

PC

® No explicit mandate in the POCA and AML Regulations to a supervisory body
to monitor, enforce and sanction for compliance with AML (no CFT
application), and unclear application of powers in the regulatory laws to
supervise for compliance.

® Need to include clear AML/CFT enforcement and sanctioning powers in the
BMA Act and regulatory laws.
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® The Credit Union Act should provide clear and adequate powers for the BMA
to supervise/conduct onsite inspections that can include AML/CFT
compliance.

® The Banks and Deposit Companies Act does not extend prudent
conduct/licensing requirements to compliance with other laws/AML/CFT
laws.

3.11 Money or value transfer services (SR.VI)

3.11.1 Description and Analysis

488. Legal Framework By amendment to the Bermuda Monetary Authority Act, effective Dec 27 2006,
the money service business became a distinct line of business subject to licensing and regulation by the BMA.
(C. SR VL.1) Under Section 20 AA (1) of the Act, activities covered include: money transmission, currency
exchange, check cashing, internet payments, issuing or redeeming travelers checks, issuing or redeeming credit
or debit cards, or otherwise providing means of electronic payments. The Act allows a twelve month transition
period, and at the time of the mission the BMA was reviewing license applications from a handful of
applicants. Commercial banks are exempt from the requirement to obtain a license to offer money services.

489.  Designation of Registration or Licensing Authority (c. VI.1): Under the authority of the BMA Act,
Money Services Business Regulations 2007 were issued by the Minister of Finance on January 16, 2007. The
regulations prohibit offering money services without a license and enumerate minimum licensing criteria (fit
and proper, prudent conduct). The regulations identify specific offences subject to sanction and give BMA
authority to issue directions to protect the interests of clients. (C. SR VI.1) As institutions licensed by the
BMA and subject to its supervision (C. SR VI.3), according to the schedule to the Regulations money service
business, like other FIs, are required to conduct their affairs in a prudent manner. Under the Minimum Criteria
for Licensing Schedule, Section 2 (2) requires that the company “comply with the provisions of these
regulations and other provisions of law.” As with other Fls, this specification of prudent conduct is understood
to mean that money services businesses are subject to the Proceeds of Crime Act, with its attendant Regulations
and preventive measures regime.'® (C. VI1.2)

490. Application of FATF Recommendations (applying R.4-11, 13-15 & 21-23, & SRI-IX)(c. VI.2): In
January 2007 the POC Regulations 1998 were amended to cover licensed money service businesses. It is
expected that the preventive regime to be applied to money services business (and which encompasses R.4-11,
13-15 & 21-23, & SRI-IX)(c. V1.2) will be the same as that described and analyzed in Section 4 above for FIs.
Since the regime for money service providers is very new and no firms have yet been licensed, there is no basis
in experience to evaluate effective implementation or supervision.

1 Thisis amplified in Section 5.0 of the Bermuda Monetary Authority: Money Services Business Regulations
2006: Information for Prospective Applicants and Guidance Notes which were promulgated in January 2007
and which provide that: “As a licensed institution, a money service business is also required to comply with the
Proceeds of Crime Act 1997 and the Proceeds of Crime (Money Laundering) Regulations 1998. As such, it
must be constantly vigilant in deterring criminals from making use of its services for the purpose of ML and
terrorist financing.” The status of these regulations/guidance notes issued by the BMA is unclear. Despite the
inclusion of “Regulation” in the title of this document, this issuance appears to be non-binding guidance notes
since only the Minister has authority to issue binding regulations.
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491.  Monitoring of Value Transfer Service Operators (c. VI.3): Until very recently money transfer
business was regulated indirectly, in that the BMA required money transfer services to operate through a bank
or other depository institution in order to obtain foreign exchange authorization for international transfers. In
recent years, under these provisions, one franchised money remitter conducted such service in association with
a licensed deposit-taking company. That money remittance service ceased operations in 2002. Subsequently,
the only authorized money transfer services available were those offered by banks for their customers. The
authorities are aware of only a single unregulated, informal money transfer operator who was recently active in
Bermuda. That remittance service operator relied on aggregating small payments from a local expatriate
community into a local bank account and then making wire transfers abroad. That account was closed when
the bank became aware of the misuse of the account. The authorities state that the party who had been offering
informal remittance services is aware of the new licensing requirements under the Money Service Business
Regulation but has not applied for a license. They are satisfied that the individual’s former activities have been
discontinued.

492.  List of Agents (c. VI.4): Partially in response to the perceived demand for lower cost, low value
money transmission services, in 2006 the Money Service Business Regulations were introduced allowing non-
bank money service businesses to be licensed with the capacity to offer money transfer services. Licensees
will be supervised by the BMA and subject to the POC Regulations. The Regulations have no provisions
requiring each licensed operator to maintain a current list of it agents and to make this list available to the
BMA.

493.  Sanctions (applying c. 17.1-17.4 in R.17)(c. VL.5): Supervisory arrangements are still being put in
place and, as of the time of the mission, no money service business licenses had yet been approved. Licenses
are expected to be approved in the near future, including authorization for one firm to act as agent for an
international money remittance firm. Other money transfer agencies may be employed but such arrangements
have yet to be developed. As the licensing and supervisory authority for money services businesses, the
Regulations grant the BMA substantially the same powers to sanction money services businesses as it has to
sanction any other licensed FI. The BMA has authority to give directions which can include removal of
controlling parties, removal of directors and senior executives, imposition of conservatorship, and restriction or
revocation of licenses. (C. SR VL5). (See Section 3.10 above for an analysis of the BMA authority to
sanction.)

494,  Additional Element — Applying Best Practices Paper for SR VI (c. V1.6): The Bermuda authorities
adopted a policy of requiring all money transmission services to be conducted through a licensed financial
institution. Licenses will now be granted under the new Money Service Business Regulations of January 2007,
and the POC Regulations have now been extended to cover such business. Informal money transfer systems
are not permitted. The legal framework for the money service business generally complies with the FATF
requirements, except for the requirement to maintain a list of agents. Arrangements for BMA to supervise for
AML/CFT compliance suffer from the same gaps and weaknesses noted in Section 3 above. Since the regime
for money service business is new and untested, there is no basis for evaluating effective implementation.

3.11.2 Recommendations and Comments

® Licensed money transfer services should be required to maintain a list of their agents and to make
this list available to the authorities. Since the new legal regime for money service business is
untested, there is no basis for evaluating effective implementation.
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3.11.3 Compliance with Special Recommendation VI

Rating

Summary of factors underlying rating

SR.VI

PC

® Laws and regulations have been put in place but licenses have not yet been
granted and effective implementation has not yet been tested.
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4 PREVENTIVE MEASURES - DESIGNATED NON-FINANCIAL BUSINESSES AND
PROFESSIONS

4.1 Customer due diligence and record-keeping (R.12)
(applying R.5, 6, and 8 to 11)

4.1.1 Description and Analysis

495.  Legal Framework: The relevant DNFBPs active in Bermuda are Lawyers, Accountants, Trust Service
Providers, Corporate Service Providers, Real Estate Agents, and retail jewelers. No wholesale dealers of
precious metals and stones have business establishments in Bermuda. Casinos are not permitted and do not
operate in Bermuda. Of the relevant DNFBPs, at the time of the mission only trust service providers were
formally subject to the Proceeds of Crime (Money Laundering) Regulations 1998 requirements to have an
AML/CFT program covering: (a) identification procedures, (b) record-keeping procedures, (c), internal
reporting programs (include reporting to the FIU), and (d) training procedures. Non-financial businesses and
professions in Bermuda are subject to various other laws and regulation that include requirements such as for
customer identification, record-keeping, and internal controls. Such laws and regulations would include the
Companies Act 1981, the Barristers Code of Conduct, the Institute of Chartered Accounts of Bermuda Code of
Conduct, and regulations applied to Real Estate Dealers. The compliance elements of these laws and
regulations, however, do not have an AML/CFT focus and the detail of their specific requirements fall very far
short of the standard for preventive measures set out in the FATF Recommendations.

496. Trust Service Providers. Provision of trust services is a regulated activity in Bermuda. The Trusts
(Regulation of Trust Business) Act 2001 (as amended) prohibits the carrying on of trust business in or from
within Bermuda unless the trustee is licensed or exempt. The Act confers regulatory and information gathering
powers on the BMA which is the regulatory authority for monitoring and ensuring compliance by trust service
providers with AML/CFT requirements. The AML/CFT regulatory regime for trust service providers is the
same as that administered by the BMA for all other FIs.

497.  “Trust Business” is defined in Section 9(3) of the Act as “the provision of the services of a trustee as a
business, trade, profession or vocation.” The Act provides for both unlimited and limited licenses. Unlimited
licenses allow the licensee to solicit business from the general public. Only companies may apply for an
unlimited license. Although individuals would be able to carry on the trust business under a limited license, in
practice no such licenses have been granted. Likewise the Act allows the Minister, by order and on the advice
of the BMA, to exempt persons from the licensing requirement on a case by case basis and subject to various
restrictions and conditions. No such exemptions have been made.

498.  The minimum licensing requirements include fit and proper tests for the controllers, directors and
officers of the undertaking as well as specification of certain governance requirements. Controllers, directors,
and officers are individually vetted by the BMA to identify ultimate beneficiaries and to establish fitness and
propriety, and professional capacity. Licensees are required to conduct business in a prudent manner. Prudent
conduct of business is an on-going requirement and includes maintaining adequate accounting records, systems
and controls. The Act also gives the BMA authority to ensure that licensed trust service providers comply with
other relevant laws and regulations. This includes POCA and the POC Regulations 1998. Under these
authorities the BMA applies the same AML/CFT supervisory framework to trust service providers as it applies
to other FIs.

499.  (See the description and analysis of R.5, 6, and 8 to 11 in Sections 3.2, 3.3, and 3.5 above for an
evaluation of the regime for CDD and recordkeeping by Bermuda FIs, as administered by the BMA.)
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500. Lawyers. As of the time of the mission, lawyers were not subject to the requirements of POCA or the
POC Regulations 1998 to have an AML/CFT program covering: (a) identification procedures, (b) record-
keeping procedures, (c), internal reporting programs (include reporting to the FIU), and (d) training procedures.
Subsequent to the mission, on June 22, 2007, amendments to POCA were adopted bringing lawyers under the
requirements of POCA in limited circumstances.

501.  The legal profession in Bermuda is fused, consisting of barristers or attorneys. Under Section 29 of the
Bermuda Bar Act 1974, a current practicing certificate from the Bermuda Bar Association is required to carry
on business as a barrister. Members of the Bermuda Bar Association are subject to the Barristers Code of
Professional Conduct 1981, as well as some other statutory instruments, and the Bar has statutory authority to
discipline members for failure to comply with these codes and regulations. While the code addresses the
professional conduct of lawyers, it does not address practices related to an AML/CFT compliance program,
such as customer due diligence, record keeping, internal controls, vetting or training of employees.

502. At the time of the mission, a government sponsored bill was before the Parliament which would amend
POCA to require professional legal advisers and accountants to have an AML/CFT program covering CDD,
record keeping, internal reporting (include reporting to the FIU), and training preventive measures when those
professionals intermediate financial transactions. In anticipation of passage of the amendments to POCA,
regulatory amendments were being drafted to extend the provisions of the POC Regulations 1998 to lawyers
and accountants, as well as to company service providers (CSPs). Subsequent to the mission, on June 22, 2007
the amendments to POCA dealing with the AML/CFT obligations of lawyers and public accountants were
adopted as law.

503.  As drafted, the new preventive measures requirements for lawyers would encompass the broad FATF
requirements for CDD and compliance programs. Also, the class of commercial and financial activities that
would give rise to the requirement for preventive measures closely tracks Recs. 12 and 16. However, the
circumstances under which independent lawyers and accountants would be obliged to satisfy these
requirements is defined more narrowly than contemplated in Rec.12. Specifically, the draft amendment only
requires preventive measures for professional legal advisers and accountants in independent practice “who
engage in financial transactions for their clients”. Rec. 12 calls for preventive measures when such
professionals “prepare for or carry out transactions for their client”. Subsequent to the mission, on June 22,
2007, the amendments to POCA dealing with the obligations of lawyers and public accountants were adopted
as law, including the narrow specification of circumstances under which these obligations apply.

504.  The draft amendment does not address the scope of legal privilege which, under current law, is
unnecessarily broad in scope. It is expected that the Bermuda Bar Association will be assigned responsibility
for monitoring and enforcing compliance with AML/CFT preventive obligations of lawyers, but a formal
decision to do so has not yet been taken and modalities have not yet been settled.

505.  Accountants. Some 165-170 professional accountants are currently members of the Institute of
Chartered Accountants of Bermuda (ICAB). Under Section 10 of the Institute of Chartered Accountants of
Bermuda Act, only public accountants may carry out audits or issue written opinions on financial statements.
Only members of the ICAB may be public accountants. In practice, most of the members of the ICAB are
engaged in audit work. While partners of public accounting firms must be members of ICAB, these firms also
employ a large number of professional accountants who are not members of the ICAB. In addition to the
public accountants who are members of ICAB a small number of independent professional accountants are
active in Bermuda offering services in a variety of areas including accounting, provision of corporate services,
and general business consultancy services. As noted in the discussion above on lawyers, at the time of the
mission steps were being taken to bring public accountants under the requirements of POCA and the POC
Regulations.



125

506.  As drafted, the new preventive measures for accountants would encompass the broad FATF
requirements for CDD and compliance programs. Also the class of commercial and financial activities that
would give rise to the requirement for preventive measures closely tracks Recs. 12 and 16. However, the
circumstances under which independent accountants would be obliged to satisfy these requirements is defined
more narrowly than contemplated in Rec.12. Specifically, the draft amendment only requires preventive
measures for public accountants in independent practice “who engage in financial transactions for their
clients...” Rec. 12 calls for preventive measures when such professionals “prepare for or carry out transactions
for their client...” As a matter of normal business practice in Bermuda, accountants acting as public
accountants do not normally engage in financial transactions for their clients. Also, the draft legislation and
draft regulations do not appear to cover professional accountants who are employed by public accounting firms
but who are not chartered accountants. The authorities believe that the small numbers of independent
professional accountants who are not engaged in public accounting and who are not subject to financial
regulation are unlikely to be involved in the activities covered by Rec 12 and 16. The amendments to POCA
covering the obligations of public accountants that were passed into law subsequent to the mission retain the
narrow specification of the circumstances under which these obligations apply.

507.  Itis expected that the Institute of Chartered Accountants of Bermuda, which is a statutory body, will be
delegated responsibility for monitoring and enforcing compliance by public accountants with their AML/CFT
obligations. However, as of the time of the mission a formal decision to do so had not yet been taken and
modalities had not yet been worked out.

508. Company Service Providers. Some 30-40 firms provide CSP services including company
incorporation applications, company administration, provision of directors and registered offices. The main
CSPs are law firms. The Bermuda Bar Act 1974 restricts persons who may be engaged to prepare a
memorandum for incorporation to lawyers and accountants. Presently about 90% of the applications for
incorporation are submitted by the two largest law firms.

509.  As of the time of the mission, CSPs were not regulated nor were they subject to specific AML/CFT
preventive obligations. While CSPs are not currently regulated, various aspects of Bermuda law motivate CSPs
to undertake a number of the CDD and recordkeeping procedures contemplated by FATF Rec. 12. The
Companies Act 1981 requires identification of ultimate beneficial owners of legal entities both at the time of
incorporation and (in some cases) on an on-going basis. Applications for incorporation are reviewed by BMA
which independently vets controllers to establish ultimate beneficial ownership. Consequently, CSPs seek to
insure that full identification has been established prior to submitting applications. Likewise, Sections 62, 65
and 66 of the Companies Act 1981 require companies to maintain a registered office in Bermuda and at that
office maintain an up-to-date registrar of members of the company, with identification details, and to make the
registry of members available to the public. These requirements necessitate CSPs acting as company
administrators to have supporting CDD and recordkeeping procedures.

510. Amendments to the POC Regulations have been drafted which, if adopted, will require CSPs to have
an AML/CFT program covering: (a) identification procedures, (b) record-keeping procedures, (c) internal
reporting programs (include reporting to the FIU), and (d) training procedures. The amended regulations are
expected to be finalized by early summer 2007, following passage of pending amendments to POCA.
Arrangements for monitoring and enforcing CSPs compliance with AML/CFT preventive measures obligations
have not yet been settled but the BMA is expected to be the competent authority for this purpose.

511.  Real Estate Agents. All real estate agents and salesmen are required to be licensed under the Real
Estate Agents Act 1976. The licensing procedures under the Act impose some general standards about who can
be involved in this sector and enable the Minister of Finance to take action to deal with abuse. The Minister
also has the authority to make any additional regulations as required. Licenses are valid for one year and are
renewable annually by the Minister on the advice of the Real Estate Advisory Board. The Registrar of
Companies has the Authority under Section 11 of the Companies Act to require any information he may
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require to assess the proper conduct of business. Additionally all agents must submit to the Registrar of
Companies an annual report by the agents’ auditors.

512.  As of the time of the mission, real estate agents were not subject to the POC Regulations 1998 that
require persons to have an AML/CFT program covering: (a) identification procedures, (b) record-keeping
procedures, (c¢) internal reporting programs, and (d) training procedures. Nor, as a matter of customary business
practice, do real estate agents appear to adopt CDD and recordkeeping procedures akin to those expected under
FATF Rec. 12.

513.  The government is considering extending the scope of the POC Regulations to cover other designated
non-financial businesses to be classified as Regulated Dealers which will include real estate agents. Limiting
this requirement for real estate agents to transactions in cash above a threshold limit would not satisfy the
FATF Recommendations. In the case of real estate transactions, C 12.1b requires that real estate agents should
comply with the CDD rule when they are involved in transactions for a client concerning the purchase and sale
of real estate, whether or not the transaction is conducted in cash.

514.  Dealers in precious metals and stones. There are several retail jeweler stores that sell high value
goods like Rolex watches and diamond rings. From the discussion with the jewelers in Bermuda the picture
emerged that there is no regular market for precious stones or metals on the island. Jewelers hold a limited
inventory of stones and metal to fabricate items for customers. They do not typically buy precious stones or
metal from retail customers nor sell individual stones or bullion to retail customers, although such transactions
are not precluded. In addition, the jeweler’s state that it is very exceptional for jeweler purchases to be made in
cash for amounts as high as $15,000. Jewelers are not specifically regulated and are not subject to the POC
Regulations. The government is considering extending the scope of application of the POC Regulations to
cover other designated non-financial business to be classified as Regulated Dealers. This category would cover
any person who, in the course of carrying on a business, deals in goods or services and accepts high value cash
payments above a threshold level. No formal proposal had been tabled as of the time of the mission.

CDD Measures for DNFBPs in set circumstances (applying c. 5.1-5.18 in R. 5 to DNFBP) (c. 12.1):

515. Of the Bermuda DNFBPs, only trust service business (TSB) is subject to CDD and recordkeeping
requirements and supervised for compliance. Requirements for TSBs are the same as those for FIs. (See
discussion above in 3.2 and 3.3.) The BMA has a well structured and documented program for supervising
customer identification measures by TSBs. Protection of client interests and regulatory compliance are the
primary focus of supervisory attention. On-site visits focus on AML/CFT considerations such as CDD, internal
controls, and record keeping. Off-site monitoring is largely confined to intelligence gathering about the
business activities the trust businesses. Pre-visit questionnaires require information on AML/CFT policies and
procedures, including for customer identification.

516.  On-site visits to TSBs are carried out annually and normally last two days, including intensive
discussions with officials responsible for key controls and for relevant business lines. Some time is spent
testing procedures by examining a sample of customer files. The staff of BMA assigned to trust supervision is
limited but well trained and experienced, with key officers having had prior experience working in the trust
business. The analysis, recommendations and comments in the BMA regime for oversight of Fls AML/CFT
compliance with CDD that were noted in Section 3.10 above would also apply to its oversight of TSBs. Subject
to this general qualification, oversight for compliance with CDD requirements in the trust sector appears to be
effectively implemented. The control environment in the Bermuda trust sector also appears to be strong with
companies placing a high priority on establishing and maintaining a reputation for competence and integrity.

517. CDD Measures for DNFBPs in set circumstances (applying criteria under R. 6 & 8-11 to
DNFBP) (c.12.2):
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518.  Same measures apply to trust services businesses as to all FI, (See Sections 3 above). As of the time of
the mission, lawyers, accountants, company service providers, real estate agents and dealers in precious metals
and stones (including jewelers) were not subject to mandatory obligations, as called for under the POC
Regulations 1998, to have an AML/CFT program covering: (a) identification, (b) record-keeping, (c), internal
reporting programs (which includes arrangements for a MLRO to report to a police officer or the FIU), and (d)
training. Nor were associated arrangements in place for effective compliance monitoring of AML/CFT
programs.

519.  Plans are relatively advanced to bring in amendments to POCA and to the POC Regulations 1998 that
would impose AML/CFT program obligations on lawyers, accountants and CSPs. As well, the proposed
amendment to POCA (adopted as law on June 22, 2007, subsequent to the mission) with respect to AML/CFT
preventive measures for lawyers and accountants are specified more narrowly than called for under FATF Rec.
12. Current plans do not cover all professional accountants. Plans are under development, but less advanced, to
introduce a regime of AML/CFT compliance monitoring and oversight for each of the DNFBPs. SRO
arrangements are proposed for both professional legal advisors and for public accountants but legal and
operational modalities have not been fleshed out.

4.1.2 Recommendations and Comments

520.  The recommendations and comments in sections 3.2 and 3.3 above with respect to CDD and
recordkeeping for FIs apply equally to TSBs.

521. The authorities should:

®  Amend POCA and the POC Regulations 1998 to require lawyers, accountants, company service
providers, dealers in precious metals and stones, including jewelers, and real estate agents to
implement AML/CFT programs covering: (a) CDD (b) record-keeping, (c) internal reporting
programs (to include reporting by an MLRO to the FIU), and (d) training.

®  In the case of lawyers and accountants, the AML/CFT program obligation should apply either
when they plan for or when they carry out for their client the transactions enumerated in Rec. 12.
Consideration should be given to extending the AML/CFT program obligations for accountants to
all of their activities.

®  Given evidence that local drug dealers have made investments in the local property market, and
the requirements of C 12.1, the AML/CFT program requirements for real estate dealers should
cover all real estate transactions, not just those carried out in cash. Consideration should be given
to requiring that all real estate transactions be settled by bank transfer.

®  Any SRO arrangements established for monitoring and oversight of AML/CFT program
compliance should include adequate powers for the designated supervisor to review the policies
and procedures and records of supervised parties as well as powers to effectively enforce
compliance.

®  All high value dealers, specifically dealers in precious metals and precious stones, including
jewelers, engaging in cash transactions with customers of $15,000 or more should be subject to
the AML/CFT preventive measures regime.

®  Anawareness campaign should be undertaken to familiarize DNFBPs with their responsibilities
and obligations under any new AML/CFT laws or regulations.

4.1.3 Compliance with Recommendation 12
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Rating Summary of factors relevant to s.4.1 underlying overall rating

R.12 NC ® With the exception of trust service providers, none of the other relevant DNFBPs
are subject to CDD and Recordkeeping requirements nor are these other
DNFBPS subject to AML/CFT oversight arrangements.

4.2  Suspicious transaction reporting (R.16)
(applying R.13 to 15 & 21)

4.2.1 Description and Analysis

522.  Legal Framework: All DNFBPs are subject to the general provisions of POCA with respect to the
obligation of all citizens to file SARs. Under Section 46 (2) (a) and (b) of POCA, any person is subject to a
general requirement to file an SAR (to disclose) when (a) “he knows or suspects that another person is engaged
in ML which relates to any proceeds of drug trafficking;” further, failure to disclose such information is an
offence when and (b) “the information, or other matter, on which that knowledge or suspicion is based came to
his attention in the course of his trade, profession, business or employment.” Section 46 (3) suspends this
general obligation in those cases where a professional legal adviser has “information or other matter which has
come to him in privileged circumstances.” See section 3.7 above for a full discussion of SAR reporting
requirements.

523.  The defense for the legal profession for failure to file money laundering-related SARs under Section
46(6) of POCA and for FT-related SARs under Section 9(6) and Schedule 1, Part 1, paragraph 1(5)(a) of the
ATFA based on legal privilege does not contain an explicit exclusion from privilege for communications by
and with attorneys engaged by a client in a commercial transaction, as required by Rec. 16. The defense for the
legal profession relating to ML-related SARs under POCA and for FT-related SARs under the ATFA covers
information obtained in privileged circumstances arising from the provision of legal advice, whether or not
such advice has been given in the course of legal proceedings. There are also provisions in both laws to exclude
legal privilege in circumstances where advice is sought to further criminal purposes. See Section 46(6), last
paragraph, of POCA, and Section 9(7), first sentence, and Schedule 1, Part 1, paragraph 1(10) of the ATFA.

524.  Two sections of the POCA limit the scope of the anti-tipping off provision for members of the legal
profession: Section 47(3)(a) of the POCA, which applies to professional legal advisers, exempts tipping-off by
a lawyer to a client with respect to ongoing investigations as long as the tipping-off occurs within the context
of legal advice to the client. In addition, Section 47(3)(b) exempts tipping-off by a lawyer to any person, not
just clients, in connection with any legal proceedings and for the purpose of those proceedings. According to
members of the Bermudian bar, there is an obligation for a lawyer to disclose any material information
possessed by them to their client as part of the lawyer’s duty to effectively represent his or her client, including
information that would otherwise fall under the tipping-off offense. However, this provision is overly broad,
and an alternative should be found that would allow professional obligations to be dealt with in a manner that
would continue to protect the confidentiality of SAR information.

525. (See the assessment of R.13 and SR.IV in Section 3.7 above for additional analysis of this general
obligation and the details of the Bermuda reporting regime, including tipping off provisions, and the carve-out
for legal privilege.)

526. Among Bermuda DNFBPs, only TSBs are subject to formal regulation for compliance with AML/CFT
obligations. Trust service business come under the POC Regulations 1998 and is supervised by the BMA for
AML/CFT compliance. TSBs are defined as FIs for BMA’s purposes, and the supervisory regime is the same
as that applied to all other FIs. They are required to have AML/CFT compliance programs which include
monitoring transactions for suspicious activities, and an internal training and reporting regime that insures that
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suspicious activities are reported. Four SARs have been filed by TSBs over the past 4 years. (See the
assessment of R 15 in Section 3 above for an analysis of the regime for AML/CFT compliance programs of FIs
and its supervision by BMA. See the assessment of R 12 in Section 4 above for an analysis of this regime as it
is applied to TSBs.)

527.  As of the time of the mission no other DNFBPs were subject to the POC Regulations 1998 nor were
there any supervisory arrangements for monitoring and ensuring compliance by these other DNFBPs with their
obligation to report suspicious activities. Reporting of suspicious activities by other DNFBPs is rare and no
SAR has ever been filed by a lawyer acting as such. Official statistics show that over the past four years 23
SARs have been reported by unregulated entities but there is no indication whether these reports were filed by
entities that would be characterized as DNFBPs (other than TSBs) rather than other businesses or individuals.

528.  The proposals discussed in section 4.1.1 above to extend AML/CFT obligations to lawyers,
accountants, company service providers, dealers in precious metals and stones, and real estate agents will all
require introducing supervisory regimes for the identified DNFBP sectors to ensure compliance, including
compliance with the obligation to have systems and controls to monitor transactions for suspicious activities
and to file SARs. At the time of the mission, various oversight arrangements were under consideration but
modalities had not been settled.

4.2.2 Recommendations and Comments

529.  As of date of the mission, the requirement for DNFBPs to file SARs was being implemented only in
the case of trust service providers. Other DNFBPs are not subject to POCA Regulations 1998 preventive
measures requirements to have systems and procedures to monitor transactions and insure that suspicious
activity is reported. Nor do these other DNFBPs appear to have generally introduced such systems and
procedures as a matter of good practice.

530. The authorities should:

®  Amend POCA to ensure that SAR reporting requirement conforms to the applicable FATF Recs.,
including requirements for legal professionals, as recommended in Section 4 above.

. The authorities should take additional measures, including but not limited to the issuance of
regulations and guidance, to ensure that DNFBP, including lawyers, file SARs when appropriate.

®  Limit the provisions with respect to tipping off by lawyers. They are overly broad, and an
alternative should be found that would allow professional obligations to be dealt with in a manner
that would protect the confidentiality of SAR information.

®  Asrecommended in 5.2 above, bring all DNFBPs under the preventive measures regime called
for in POC Regulations 1998. Mandatory measures should include requirements to have effective
systems and controls to monitor transactions for suspicions and to ensure that suspicious activities
are reported.

®  Any AML/CFT supervisory regime introduced for DNFBPs (TSBs are already covered) should
include powers for the supervisor to ensure effective implementation of SAR reporting
requirements.

4.2.3 Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2 underlying overall rating
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R.16 NC ® With the exception of trust service providers, none of the other relevant DNFBPs
are subject to oversight with respect to reporting obligations and the regime is
not effectively implemented.

4.3  Regulation, supervision and monitoring (R.24-25)
4.3.1 Description and Analysis
Legal Framework

531. Casinos (C24.1) Not Applicable. Gaming is prohibited in Bermuda and there are no casinos.
Enforcement actions have been taken to ensure that gambling activities on cruise ships are not conducted while
in Bermuda waters.

532.  Trust service businesses. (C 24.2) Of the other FATF- listed DNFBPs only trust services businesses
are subject to POC Regulations 1998. Trust service providers are classified as FIs by the BMA, and are subject
to its supervision AML/CFT compliance. The AML/CFT regulatory regime implemented by the BMA for trust
service providers is the substantially the same as that administered by the BMA for all other FIs. (The
arrangements for supervision of the trust services business by the BMA are discussed in paragraph above. Also
see Section 3.10 for a general discussion and analysis of BMA practices for supervising and enforcing
AML/CFT compliance by FIs.)

Monitoring Systems for Other DNFBPs (c. 24.2 & 24.2.1):

533.  Trust Services Businesses. The BMA has a well structured, well documented program for supervising
TSBs. Protection of client interests and regulatory compliance are the primary focus of supervisory attention.
Off-site monitoring and on-site visits focus closely on AML/CFT considerations such as CDD, internal
controls, and record keeping. Off-site monitoring is largely confined to intelligence gathering about the
business activities the trust businesses. Pre-visit questionnaires require information on AML/CFT policies and
procedures. On-site visits to TSBs are carried out annually on a 3-year rolling programs. These visits normally
last two days, including intensive discussions with officials responsible for key controls and for relevant
business lines. Some time is spent testing procedures by examining a sample of files. The staff of BMA
assigned to supervision of TSB is limited but well trained and experienced, with key officers having had prior
experience working in the trust business. The recommendations and comments on the BMA regime for
oversight of FIs AML/CFT compliance that were identified in Section 3.8 above also apply to its oversight of
TSBs. Subject to this general qualification, AML/CFT oversight of the trust sector appears to be effectively
implemented. The control environment in the Bermuda trust sector also appears to be strong with companies
placing a high priority on establishing and maintaining a reputation for competence and integrity.

534. Other DNFBPs. At the time of the mission, amendments to the POCA were before the Parliament
(adopted as law subsequent to the mission), and draft revisions to the POC Regulations 1998 were
contemporaneously under consideration, that would bring lawyers and accountants under AML/CFT preventive
measures obligations. Arrangements for compliance monitoring and enforcement were also under discussion
but, as of the time of the mission, no specific proposals had been put forward. The expectation is that SRO
arrangements will be established, with the Bermuda Bar taking on responsibility for compliance monitoring
and enforcement for lawyers, and the Institute of Chartered Accountants of Bermuda (ICAB ) taking on similar
responsibility for accountants. Each association has statutory status including powers to discipline members, as
well as established rules and procedures and experience in overseeing and disciplining its membership. Still,
legal and structural modifications would be necessary for either association to have full and effective powers to
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supervise and enforce member’s compliance with AML/CFT obligations in line with the standards expected by
the FATF Recs. Both the Bar and the ICAB seemed receptive to the prospect of taking up responsibility for
monitoring and enforcing AML/CFT compliance by their members, although they recognized that additional
resources and authority would be required.

535. A specific issue to be resolved is whether the SRO membership will include all those lawyers and
accountants that should be subject to oversight. It appears that most of the lawyers that the FATF
Recommendations expect to be under AML/CFT obligations would also be members of the Bar. In contrast,
most of the members of the ICAB are not believed to engage in activities that are expected by FATF to be
covered by AML/CFT obligations. However, many of the activities of professional accountants that are
expected by FATF to be covered by AML/CFT obligations are carried out by professional accountants (e.g.,
business consultants) who are not public accountants and who need not be members of ICAB.

536.  The draft revisions to the POC Regulations that were being considered at the time of the mission would
also bring corporate services providers under the AML/CFT regime by defining them as FIs, subject to
supervision by the BMA. Modalities for making this arrangement effective have not yet been developed by
BMA. Unlike all other FIs, the government does not now expect to require corporate services providers to be
licensed. Absent the licensing framework generally applied to Fls, the authorities and BMA will need to craft
specialized legal and operational arrangements to ensure that the AML/CFT supervision of CSPs is properly
structured and fully enforceable.

537.  Supervisory arrangements for jewelers and real estate agents have yet been developed.

538.  Guidelines for DNFBPs (applying c. 25.1) The National Anti-Money Laundering Committee has
issued Guidance Notes on the Preventions of ML that summarize standards expected of all regulated
institutions. These include guidance relevant for trust service providers, which were the only DNFBPs formally
subject to AML/CFT obligations at the time of the mission.

4.3.2 Recommendations and Comments

® When lawyers, accountants, company service providers, real estate agents, jewelers and high value
dealers are brought under the AML/CFT preventive regime, ensure that effective supervisory
arrangements are established for each sector, including adequate powers for the supervisors to
monitor and sanction, and adequate resources to carry out the supervisory function.

® Ensure that the scope of activities of professional lawyers and accountants that is subject to
AML/CFT obligations and to supervision conforms to the requirements of Rec. 24.

® Updated guidance should be issued relevant all DNFBPs.

4.3.3 Compliance with Recommendations 24 & 25 (criteria 25.1, DNFBP)

Rating Summary of factors relevant to s.4.3 underlying overall rating

R.24 NC oWith the exception of trust service providers, no competent authority has been
designated with responsibility for monitoring and ensuring compliance with
AML/CFT requirements of other relevant DNFBPs.

R.25 NC o The Guidance Notes do not provide adequate descriptions of ML and FT
techniques, do not cover CFT, are outdated, and are limited in scope.

°* Among DNFBPs, only trust service providers are covered by the Guidance
Notes.
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‘ | | ®No procedures are in place for providing feedback from FIUs. |

4.4  Other non-financial businesses and professions & Modern-secure transaction techniques (R.20)

4.4.1 Description and Analysis

539.  Legal Framework.(C 20.1). Under the Investment Businesses Act 2003, investment advisers are
required to be licensed by the BMA as investment service providers. Investment service providers are defined
as FIs and are subject to the POC Regulations 1998. Under the BMA licensing arrangements the BMA
supervises investment advisers for compliance with the POC Regulations 1998. (See Section 4 above for a
discussion and analysis of the BMA supervisory regime for investment service providers.) No other non-
designated non-financial businesses and professions have been brought under the AML/CFT regime for
preventive measures.

540.  The obligation to file SARs applies more widely than just FIs and DNFBPs. Under Section 46 (2) (b)
the disclosure requirement applies to anyone who has a knowledge or suspicion that another person is engaged
in ML relating to drug trafficking. Under Section 49 (3) of the POCA 1997, the Minister of Finance has broad
authority to make regulations related to AML/CFT, including authority to bring various specified businesses
and professions under the AML/CFT preventive measures regime.

541.  Other Vulnerable DNFBPs (applying R. 5, 6, 8-11, 13-15, 17 &21 c. 20.1) At the time of the
mission consideration was being given to applying the AML/CFT framework to all high value dealers but no
specific plans had been put forward.

Modernization of Conduct of Financial Transactions (c. 20.2)

542.  The Electronic Transactions Act has as its express purposes: (a) facilitation of electronic transactions
by means of reliable electronic records, removal of uncertainties in relation to conducting transactions
electronically with respect to requirements that documents and signatures be in writing, promotion of public
confidence in the validity, integrity and reliability of conducting transactions electronically, and promotion of
the development of the legal and business necessary to implement electronic transactions securely. Each
objective is addressed by specific provisions in the law.

543.  The Bermuda Monetary Authority Act was amended in 2006 (effective January 2007) to authorize
establishment of independent money services business under regulations, which were issued by the Minister of
Finance, Money Services Business Regulations 2007. Permitted money service businesses include money
transmission services, providing means of electronic payment and intermediating means of payment over the
internet. Introduction of these services on a wider basis and at lower cost than is currently available through the
banking system has the potential to reduce the use of cash and reliance on informal money transmission
services among the un-banked population. Applications to be licensed to offer these services are now before
the BMA.

4.4.2 Recommendations and Comments
® [t would be desirable to bring all high value dealers under the AML/CFT regime.

4.4.3 Compliance with Recommendation 20
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Rating Summary of factors underlying rating

R.20 C

5 LEGAL PERSONS AND ARRANGEMENTS & NON-PROFIT ORGANISATIONS
5.1 Legal Persons — Access to beneficial ownership and control information (R.33)
5.1.1 Description and Analysis

544.  Legal Framework: The Bermuda regime for incorporation and registration of companies has several
transparency elements that mitigate the risk that legal entities may be used for unlawful purposes. Both the
Companies Act 1981 and the Exchange Control Act 1972 impose requirements to identify the beneficial
owners of companies. Any application for incorporation must include identification of the beneficial owners
and controllers of the applicant. This is typically done by a CSP provider. In addition, upon application for
incorporation, the BMA is required to independently vet the chain of ownership and to identify the beneficial
owners, directors and principle officers prior to the Registrar of Companies approving registration of a
company. Also, non-resident owners are required to be vetted and beneficial owners identified whenever there
are transfers of equity securities to or from persons who are non- residents, with the BMA independently
vetting such non-resident owners. Companies are required to maintain a registered office in Bermuda and that
office is required to allow public access to shareholder information during specified office hours.

545.  Companies formed under laws of another country who carry on business in Bermuda are required to
obtain a permit issued by the Minister of Finance under Section 134 of the Companies Act 1981. Permission
requires a full vetting of beneficial ownership by the BMA. A register of permits is maintained by the Registrar
of Companies, which is within the Ministry of Finance. The Companies Act 1981 gives the Minister a variety
of powers to compel compliance with the Act and to sanction non-compliance.

546. Measures to Prevent Unlawful Use of Legal Persons (c. 33.1):(See discussion in the preceding
paragraphs under Legal Framework.) At the vetting stage of company incorporation, based on a
recommendation by the BMA, the Registrar may decline to register a company if the controllers are deemed
unsuitable.

547.  Access to Information on Beneficial Owners of Legal Persons (c. 33.2): Beneficial ownership
information developed by the BMA is confidential and is maintained by it on behalf of the Minister of Finance.
Such information is available to Bermuda law enforcement authorities and, through established gateways, to
overseas authorities. Members of the public do not have access to such BMA information but they do have
access to ownership information at companies registered offices.

548.  Prevention of Misuse of Bearer Shares (c. 33.3): Section 53 of the Companies Act 1981 states: “It
shall not be lawful for any company to issue bearer shares.”

549.  Additional Element - Access to Information on Beneficial Owners of Legal Persons by Financial
Institutions)(c. 33.4): Under Section 62 of the Companies Act 1981 every company is required to maintain a
registered office in Bermuda. Under Section 65 every company must maintain a register of its members
(shareholders), including identification details, at its registered office. Under Section 66 members of the public
must have access to the register of members for two or more hours each work day, at no charge.

5.1.2 Recommendations and Comments:
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5.1.3 Compliance with Recommendations 33

Rating Summary of factors underlying rating

R.33 C

5.2  Legal Arrangements — Access to beneficial ownership and control information (R.34)
5.2.1 Description and Analysis

550. Legal Framework: Bermuda follows the common law with regard to the formation of trusts. The
Trustee Act 1975 is a compilation of the common law as amended by Parliament. It is similar to the UK
legislation Trustee Act 1925 and makes general provisions for trusts in Bermuda and provides for the duties
and powers of trustees. All trustees of domestic trusts are regulated by the common law as well as the Trustee
Act 1975. The duty to know the identity of beneficiaries, settlors or protectors is based on common law; there
is no express provision under the Trustee Act 1975. Also, there are no separate legislative provisions dealing
with trusts formed for non-residents (settlors or beneficiaries) or where the assets settled in the trust are located
outside of Bermuda. There is no general requirement for trusts to be registered.

551.  Trust services business is a regulated activity under the Trusts (Regulation of Trust Business) Act
2001, which requires that all persons, including professionals such as lawyers and accountants, who hold
themselves out as carrying on the business of offering services as a trustee, must be licensed. To date, all trust
business licensees are corporate entities; no individuals have applied for a license.

552.  Trustees of a foreign trust are not subject to the Bermuda Trustee Act 1975 but are subject to the law
which governs the trust. However trustees of foreign trusts carrying on business in Bermuda fall under the
Trusts (Regulation of Trust Business) Act 2001. They are also a regulated entity under the POC Regulations
and have similar obligations as trustees of domestic trusts regarding the identity of settlors, beneficiaries and
protectors.

553. Where companies are owned by trusts the persons authorized to incorporate the companies of a trust
must submit at the time of incorporation to the BMA as the agent of the Minister of Finance information about
the trust in particular the identity of settlors and beneficiaries.

554.  Measures to Prevent Unlawful Use of Legal Arrangements (c. 34.1): TSBs are subject the POC
Regulations 1998, and are regulated as FIs by the BMA. The licensing regime requires the controllers of TSBs
to be fit and proper persons, both at the time of authorization and on an ongoing basis. The statutory
considerations for fitness and propriety focus particularly on fraud and dishonesty, as well as deceitful,
oppressive or otherwise improper behavior, whether unlawful or not. Under the regulatory regime, trust service
providers must know the identity of the settlors as well as the protectors and the beneficiaries of trusts.

555.  Access to Information on Beneficial Owners of Legal Arrangements (c. 34.2): The Trusts Act
2001grants the BMA, (and through the BMA to other authorities) broad powers to obtain information held by
TSBs. Section 36 addresses the power to obtain information and reports; Section37 addresses the power to
require production of documents; Section38 addresses right of entry to obtain information and documents.

556.  Several sections of the Trusts Act deal with Restriction on Disclosure of Information. In general, under
Section 48 it is an offence to disclose non-public information related to the business or other affairs of any

person when the information is received under or for the purposes of the Act “without the consent of the person
to whom it relates and (if different) the person from whom it was received....” This confidentiality requirement
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does not restrict the BMA or other authorities if they disclose confidential information in the discharge of their
duties. (Sections 49 and 50). Nor would it restrict the sharing of information by the BMA with other
authorities, including overseas authorities, through established gateways. (Section 50).

557.  The restriction in the Trusts Act on disclosure of information does not appear to cause transparency
issues for parties subject to the POC Regulations 1998. FlIs and other designated professionals undertaking
mandatory CDD on a trust request information on beneficiaries or settlors from the trustee. Either the trustee
obtains consent and provides the information or the transaction is declined. The situation is less clear in the
case of DNFBPs which have not yet been brought under POCA obligations. For example, some real estate
agents, who are not yet subject to a CDD obligation, state that trustees are frequently reluctant to disclose
beneficial ownership of property held in trust.

558.  Additional Element - Access to Information on Beneficial Owners of Legal Arrangements by
Financial Institutions)(c. 34.3):

559. No specific measures are in place to facilitate access by FIs to beneficial ownership and control
information to allow them to more easily verify customer identification data

5.2.2 Recommendations and Comments:

5.2.3 Compliance with Recommendations 34

Rating Summary of factors underlying rating

R.34 C

5.3 Non-profit organisations (SR.VIII)
5.3.1 Description and Analysis

560. Legal Framework: Under the Charities Act 1978, every charitable organization which seeks to raise
money from the public must register with the Registrar-General. Registrations require the completion of an
application which lists the officers and directors, states the object of the charity, explains how funds are to be
raised and applied, and includes a statement of financial information. The Act creates a Charities
Commissioners of Bermuda Committee to oversee the activities of charitable organizations. The
Commissioners review all applications, taking into account the character and reputation of individuals
connected to the organization and the declared objectives of the organization. Once the Commission is satisfied
that an applicant is fit and proper, the application is submitted to the Registrar for registration.

561.  Registered charities are required to submit annual statements of account, which are reviewed by the
Commissioners. They also have authority to request audited financial statements if deemed desirable. Failure to
comply with the annual accounts requirements is grounds for revocation of registration. The Registrar can also
revoke a registration if the Commissioners judge that the organization is no longer a fit and proper. Evidence of
serious infractions would be referred to the Attorney General. Information filed with the Registrar by charities
may be reviewed by the public during normal working hours; although in practice information on the charities
is not compiled in a manner that makes it readily accessible.

562. Review of Adequacy of Laws & Regulations of NPOs (c. VIIL.1): The authorities have not
undertaken any systematic review of the non-profit sector with respect to its potential vulnerability to terrorist
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financing. In recent years some consideration has been given to revising the Charities Act, but the focus has
been on updating the legislation to make more useful distinctions among casual charities and more substantial
activities, with differentiated requirements for each category.

563. Protecting the NPO Sector from terrorist financing through outreach and effective
oversight: (c. VIIL.2): No systematic outreach has been undertaken to raise awareness of the potential
vulnerabilities of charitable organizations to terrorist abuse and such awareness is low. There is better
awareness of the risks of ML. Mission contacts thought the vulnerability of the Bermuda NPO sector to ML
and FT risk is low, in part because of the structure of the charitable sector. Most funds raised in Bermuda are
used in Bermuda. Some charitable funds are raised abroad, mainly in the United States, but these are limited.
While a portion of charitable funds are used to assist poor countries or for disaster relief, the amounts seem to
be limited and specifically targeted.

564.  (c.VIIL.3): Ongoing oversight of charities is relatively light. The Charities Commissioners are
volunteers and the Commission has no budget and no dedicated staff or offices. Also, maintenance of up-to-
date files by the Registrar is hampered by limited staff resources. Nevertheless, compliance with registration
requirements appears to be good, in part because of community involvement and pressures from corporate
donors. Apart from occasional pilferage or disappearance of small sums, the Commissioners are not aware of
any significant illegalities in recent years.

565.  (C. VIIL3.1): Information on the objectives and the identities of directors and principle officers of
charitable organizations is required to be submitted to the Registrar and the public has access to these filings.

566. (C. VIIL.3.2): The Commissioners and the Registrar have powers to cancel the registration of a charity
for non-compliance with financial reporting requirements or if the organization is judged to no longer be a fit
and proper charitable organization. Where evidence of more serious problems arises, the Commissioners refer
the matter to the Attorney General.

567.  (C. VIIL3.3): Charitable organizations are registered and such information is available to the
competent authorities.

568.  (C. VIIL.3.4): There are no formal requirements with respect to the form in which charitable
organizations must compile records of their transactions. Nor are there any required minimum record holding
periods.

569. Targeting and attacking terrorist abuse of NPOs through effective information
gathering, investigation (c. VIIL.4): No specific measures have been taken by the authorities to ensure that
they can effectively investigate and gather information on NPOs.

570. Responding to international requests for information about an NPO of concern (c.VIIL5): No
specific points of contact or procedures have been established to respond to international requests for
information regarding particular NPOs that are suspected of terrorist financing or other terrorist support. Given
the small sized of Bermuda, other established law enforcement gateways are adequate to satisfy the objective
of this criterion.

5.3.2 Recommendations and Comments

571.  The authorities should undertake a review of laws and regulations related to NPOs to ensure that they
cannot be misused for financing of terrorism.

572.  Recordkeeping requirement should be established in line with c. SR VIII 3.4.
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573.  The authorities should implement measures to ensure that they can effectively investigate and gather
information on NPOs, as called for in C. SR VIII.4

5.3.3 Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

SR.VIII PC ® The authorities have not undertaken a review of laws and regulations related
to non-profit organizations to ensure that they cannot be misused for
financing terrorism.

® Recordkeeping requirements and investigative procedures are not consistent
with FATF standards.

6 NATIONAL AND INTERNATIONAL COOPERATION
6.1 National cooperation and coordination (R.31)
6.1.1 Description and Analysis

574.  Legal Framework: The National Anti-ML Committee (NAMLC), established under Section 49(1) of
POCA, is charged with: (a) advising the Minister of Finance in relation to the detection and prevention of ML,
(b) issuing from time to time guidance as to compliance, and (c) advising the Minister of Finance as to the
participation of Bermuda in the international effort against ML.

575. Mechanisms for Domestic Cooperation and Coordination in AML/CFT (c. 31.1):
NAMLC plays a role in advising on AML/CFT issues and has issued guidance notes. The Committee provides
a contact point for reviewing and encouraging coordination of AML/CFT activities of operating agencies. It is
responsible for developing Bermuda AML/CFT policy. In recent years a variety of initiatives and projects
have been under consideration to implement the measures recommended in the AML/CFT assessment
undertaken by the IMF in 2003. These projects include draft revisions to the 1998 Guidance Notes which have
been under consideration since 2004; implementation of the 2002 FATF Special Recommendations related to
wire transfers; implementation of the 2001 Basel Committee Paper on Customer Due Diligence for Banks; and
keeping abreast of evolving international standards such as the 2003 revision of the FATF Recommendations
regarding DNFBPs. Progress in translating theses projects into Bermuda law and practice has been slow. While
the various AML/CFT initiatives under consideration are inherently difficult to implement, more vigorous
leadership by NAMLC would be helpful in moving the agenda forward.

576. Communication between the FIU and other areas of law enforcement appears to be limited, as well as
communication among law enforcement authorities with AML/CFT responsibilities, such as Customs, the
DPP, and the Attorney General.

577.  Since the BMA is an integrated supervisor with responsibility for all FIs, communication and
cooperation among functional financial supervisors is fully effective. There are no regular mechanisms for
coordination between the BMA and the FIU or between the BMA and law enforcement.

578. Additional Element - Mechanisms for Consultation between Competent Authorities and

Regulated Institutions (c. 31.2): Consultation between competent authorities takes place on an ad hoc or
needs basis and there are no systematic mechanisms in place for regular consultations.
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Statistics (applying R.32):

579.  (32.1) Although a range of statistics is available on the functioning of the AML/CFT system, little use
is made of such information in reviewing the effectiveness of the regime. There is no system for regular
reviews of the regime.

580.  (C32.2) The FIU maintains statistics on SARs, including breakdowns by type of FI, DNFBP and other
reporting categories. Some analysis of the pattern of SAR reporting is undertaken and disseminated. Limited
data is also collected on cross-border transportation of cash but there is no CTR reporting requirement or
collection of statistics on international wire transfers.

581.  The limited number of investigations, prosecutions, and property freezes does not lend itself to
statistical analysis.

582.  Information on mutual legal assistance, international requests for cooperation, and extradition is
incomplete. No data is available on formal requests to the FIU for assistance or whether such assistance was
granted. Spontaneous referrals are made by the FIU to foreign authorities.

583.  Statistics were provided on supervisory on-site examinations of FIs and trust companies that include
reviews for AML/CFT compliance. The BMA has powers to sanction non-compliance but there have been
virtually no formal sanctions for AML/CFT purposes. The BMA has several MOUs in place with foreign
supervisors covering exchange of supervisory information, although MOUSs are not legally required for such
exchanges. Statistics are available on supervisory requests for AML/CFT information but not on how such
requests were handled.

6.1.2 Recommendations and Comments

® A national AML/CFT co-coordinator should be appointed and the policy development role of
NAMLC should be energized.

® Systematic mechanisms should be put in place for co-ordination among and between all AML/CFT
agencies. These mechanisms could include assigned duties to individuals for coordination, regularly
scheduled meetings, and distribution of contact lists.

® Statistical systems should be updated and maintained in line with the recommendations in Rec. 32.

6.1.3 Compliance with Recommendation 31

Rating Summary of factors underlying rating

R.31 PC ® The policy development and coordination functions of NAMLC are not
sufficiently robust to keep up with a heavy agenda of unfinished initiatives.

¢ Coordination and cooperation among agencies is ad hoc and inconsistent.

6.2 The Conventions and UN Special Resolutions (R.35 & SR.I)
6.2.1 Description and Analysis

Legal Framework: As a Crown dependency, Bermuda relies on the UK to extend to it provisions from
relevant international conventions, treaties and UNSC resolutions. Hence, the mission did not assess
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compliance with those requirements in the conventions and UNSC resolutions that are not encompassed by the
FATF 40+9.

584. Ratification of AML Related UN Conventions (c. 35.1): The Vienna Convention has been extended
to Bermuda on February 8, 1995, after ratification by the UK on June 8, 1991. The Palermo Convention has not
been extended to Bermuda.

585. Ratification of CFT Related UN Conventions (c. I.1): The 1999 UN International Convention for the
Suppression of the Financing of Terrorism has not been extended to Bermuda.

586. Implementation of Vienna Convention (Articles 3-11, 15, 17 & 19, c. 35.1): Bermuda has
largely implemented the Vienna Convention through the enactment of POCA and other laws and
regulations. [Part III of the Criminal Justice (International Co-Operation) (Bermuda) Act 1994 implements the
Vienna Convention into the domestic legislation. Additionally the Proceeds of Crime Act 1997 criminalizes
money laundering.]

587. Implementation of SFT Convention (Articles 2-18, c. 35.1 & c. I.1): Although the SFT Convention
has not been extended to Bermuda, the ATFA largely implements it, with certain exceptions noted in Rec. 13.

588. Implementation of Palermo Convention (Articles 5-7, 10-16, 18-20, 24-27, 29-31 & 34, c. 35.1):
The Palermo Convention has largely been implemented through the enactment of the PACE, POCA, and the
Criminal Code.

589. Implementation of UNSCRs relating to Prevention and Suppression of FT (c. 1.2): Bermuda has
implemented UNSCR 1373 by virtue of the United Kingdom’s Terrorism (United Nations Measures)
(Overseas Territories) Order 2001, 2001 Statutory Instrument No. 3366, which expressly applies to Bermuda
and which implements UNSCR 1373. As stated in an explanatory note, “[t]he Order prohibits fundraising for
terrorism purposes and restricts the making available of funds and financial services to terrorists, and provides
powers to freeze accounts of suspected terrorists, pursuant to a decision of the Security Council of the United
Nations in its resolution 1373 of 28th September 2001.”

590. UNSCR 1267 and successor resolutions are implemented in Bermuda by the UK’s Al-Qaida and
Taliban (UN Measures) (Overseas Territories) Order 2002, 2002 Statutory Instrument No. 112. An Explanatory
Note to the Al-Qaida Order states:

“This Order, made under the United Nations Act 1946, applies to each of the territories specified in
Schedule 1. It gives effect to Resolution 1390, adopted by the Security Council of the United Nations on
16th January 2002. In view of the changing situation in Afghanistan, Resolution 1390 continued,
amended or terminated as appropriate certain provisions of Security Council Resolutions 1267, adopted
on 15th October 1999, and 1333, adopted on 19th December 2000 which imposed sanctions in relation
to Usama bin Laden, the Taliban and the territory of Afghanistan. The effect of Resolution 1390 is to
require States to prohibit the delivery or supply of arms and related materiel and the provision of related
technical assistance and training to Usama bin Laden, Al-Qa’ida, the Taliban and their associates. It also
prohibits the making of funds available to those persons.”

591.  According to the authorities, there have been no freezing orders in Bermuda with respect to FT.
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592. Additional Element - Ratification or Implementation of Other relevant international conventions
(c. 35.2): N/A

6.2.2 Recommendations and Comments
¢ Bermuda should request that the SFT Convention be extended to it by the UK.

6.2.3 Compliance with Recommendation 35 and Special Recommendation I

Rating Summary of factors underlying rating

R.35 PC The SFT and Palermo Conventions have not been extended to Bermuda.

SR.I PC The SFT Convention has not been extended to Bermuda, but Bermuda has
implemented UNSCRs 1267, 1373 and successor resolutions by UN Order 2001
and the Al-Qaida and Taliban (UN Measures) (Overseas Territories) Order 2002,
both UK Statutory Instruments that apply to its Overseas Territories, including
Bermuda.

6.3 Mutual Legal Assistance (R.36-38, SR.V)
6.3.1 Description and Analysis

593.  Legal Framework: The CJICBA provides the Attorney General of Bermuda with authority to assist
other jurisdictions with requests for evidence in Bermuda that is required for use overseas. The Attorney
General may also make requests for assistance from other jurisdictions for overseas evidence to be used in
Bermuda under the said legislation. Additionally, the Attorney General may also execute a request pursuant to
the POCA, where he deems it appropriate. The Extradition Act 1989 (UK law) applies to Bermuda as an
overseas dependent territory, as extended via the Extradition (Overseas Territories) Order 2002.

594.  Widest Possible Range of Mutual Assistance (c. 36.1): The CJICBA does not require that the offense
for which mutual legal assistance is being sought be an offence under domestic law. The Attorney General
must be satisfied that an offense has been committed or that there are reasonable grounds for suspecting that
such an offense has been committed in order to provide mutual legal assistance.

595.  Pursuant to the CJICBA, Bermuda is able to provide mutual legal assistance to requesting countries in:

e Obtaining evidence (including statements) under Section 6;

Providing for transfer of a Bermudian prisoner to give evidence or assist investigations overseas
under Section 7;

e Obtaining an article or thing, by production order or search warrant under Section 7;
Restraining assets, based on a Bermuda restraint order under Section 28 of POCA as read with
Section 6 of the CJICBA;

Effecting service of judicial documents under Section 3 of CJICBA;

¢ Facilitating the voluntary appearance of persons to provide information and/or testimony to
requesting country under Section 6; and

e Facilitating transmittal of documents and records to requesting country under Section 6, as read
with Schedule 1, paragraph 4.
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596.  Provision of Assistance in Timely, Constructive and Effective Manner (c. 36.1.1): There are no set
timeframes for responding to requests as the nature of the request will affect/dictate the length of time required
to execute the request. According to the authorities, all formal requests are dealt with expeditiously.

597. No Unreasonable or Unduly Restrictive Conditions on Mutual Assistance (c. 36.2): The CJICBA
does not specifically provide for cooperation in investigations; however, the law enforcement authorities (in
particular the FIU) regularly co-operate on an agency-to-agency basis. The PACE appears to provide for such
powers to the Bermuda Police Service to collaborate with investigations undertaken by foreign counterparts.
There are no specific statutory constraints nor any unreasonable or unduly restrictive conditions imposed on the
ability to provide mutual legal assistance. Requests for such assistance shall be granted provided that the
Attorney General is satisfied that an offense has been committed under the laws of the requesting country or
that there are reasonable grounds for suspecting its commission, and that the associated proceedings or
investigation have been instituted in the requesting country.

598.  Efficiency of Processes (c. 36.3): According to the authorities, when the Attorney-General receives a
request it is reviewed to ascertain whether the request is within the ambit of the laws of Bermuda under Section
6(1) of the CJICBA which provides for requests from foreign judicial and other duly constituted authorities. If
the request is valid, the foreign authorities are informed that the Attorney General has accepted their request for
mutual legal assistance, the request is executed under the CJICBA and applications are made to the Supreme
Court for a production order or search warrant to execute and/or facilitate the request under Sections 37 and 39
of POCA. This process appears to be reasonable since the authorities receive relatively few requests for mutual
legal assistance.

599.  Provision of Assistance Regardless of Possible Involvement of Fiscal Matters (c. 36.4): As
discussed above, under Section 6(3) of the CJICBA, where the request for mutual legal assistance is in respect
of a fiscal offence, the request will be accepted if there is a treaty in place between Bermuda and the requesting
country or the Attorney General is satisfied that the offence would be an offence of the same or a similar nature
had it occurred in Bermuda.

600. Provision of Assistance Regardless of Existence of Secrecy and Confidentiality Laws (c. 36.5):
According to the authorities, a request for mutual legal assistance may not be refused on the grounds of
confidentiality restrictions under Bermudian law. It should be noted that in Bermuda financial secrecy and
confidentiality are based in part on common law as well as in statute. In addition, nothing in the CJICBA
would prevent the authorities from providing assistance based on grounds of confidentiality.

601.  Availability of Powers of Competent Authorities (applying R.28, c. 36.6): The competent
authorities, namely the FIU and the Attorney General, are able to apply to the Supreme Court for production
orders and search warrants when executing requests for mutual legal assistance provided the request is a valid
one (see discussion of ¢.36.1 and 36.3 above). Further, under Sections 9(1) and 9(3) of the CJICBA, the
Attorney General may provide for the enforcement of foreign confiscation and forfeiture orders. There are no
set timeframes for responding to requests as the nature of the request will affect/dictate the length of time
required to execute the request. According to the authorities, all formal requests are dealt with as expeditiously
as possible.

602.  Avoiding Conflicts of Jurisdiction (c. 36.7): According to the authorities, although there are no
relevant statutory provisions, the FIU has entered into memoranda of understanding with foreign competent
authorities for specific investigations which provide for joint investigations of high profile crimes. See
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discussion of ¢.26.10 for discussion of such memoranda. Depending on the results of the joint investigation, the
jurisdiction with the best chance of a successful prosecution will take the lead.

603. Additional Element — Availability of Powers of Competent Authorities Required under R28 (c.
36.8): Such counterpart-to-counterpart requests, as stated in the response to ¢.36.6 above, require a formal
judicial process whereby the competent authorities, namely the FIU and the Attorney General, are able to apply
for production orders and search warrants when executing requests for mutual legal assistance provided the
request is a valid one (see discussion of c.36.1 and 36.3 above). Hence, counterpart-to-counterpart requests will
only be accepted if the required procedures are followed.

604. International Cooperation under SR V (applying c. 36.1-36.6 in R. 36, c. V.1): According to the
authorities, the paragraphs relating to c. 36.1 — 36.6 apply equally to mutual legal assistance relating to terrorist
financing offenses, hence what follows is taken from those responses. The CJICBA does not require that the
offence for which mutual legal assistance is being sought be an offence under domestic law. The Attorney-
General must be satisfied that an offense has been committed or that there are reasonable grounds for
suspecting that such an offense has been committed in order to provide mutual legal assistance. Where the
request for mutual legal assistance is in respect of a fiscal offence, if there is no treaty in place between the UK
and the requesting country that has been extended to Bermuda, the Attorney-General must be satisfied that the
offence would be an offence of the same or a similar nature had it occurred in Bermuda. There are no such
treaties in place at this time. There are no set time frames for responding to requests as the nature of the request
will affect/dictate the length of time required to execute the request. According to the authorities, all formal
requests are dealt with as expeditiously as possible. The CJICBA does not specifically provide for cooperation
in investigations, however, according to the authorities, the law enforcement authorities (in particular the FIU)
are able to co-operate on an agency-to-agency basis.

605.  According to the authorities, when the Attorney-General receives a request it is reviewed to ascertain
whether the request is within the ambit of the laws of Bermuda under Sections 6(1) and (2) of the CJICBA
which provides for requests from foreign judicial and other duly constituted authorities. If the request is valid,
then the foreign authorities are informed that the Attorney-General accepts their request for mutual legal
assistance, the request is executed under the CJICBA and applications are made to the Supreme Court for a
production order or search warrant to execute and/or facilitate the request under Sections 37 and 39 of POCA.

606.  Under Section 6(3) of the CJICBA, where the request for mutual legal assistance is in respect of a
fiscal offence, the request will be accepted if there is a treaty in place between Bermuda and the requesting
country or if the Attorney General is satisfied that the offence would be an offence of the same or a similar
nature had it occurred in Bermuda.

607.  According to the authorities, a request for mutual legal assistance may not be refused on the grounds of
confidentiality restrictions under Bermudian law. It should be noted that in Bermuda financial secrecy and
confidentiality are based in common law rather than in statute.

608.  The competent authorities, namely the FIU and the Attorney General, are able to apply for production
orders and search warrants when executing requests for mutual legal assistance provided the request is a valid
one (see discussion of ¢.36.1 and 36.3 above). Furthermore, under Section 9(1) and 9(3) of the CJICBA, the
Attorney General may provide for the enforcement of foreign confiscation and forfeiture orders. There are no
set timeframes for responding to requests as the nature of the request will affect/dictate the length of time
required to execute the request. According to the authorities, all formal requests are dealt with as
expeditiously as possible.
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609. Additional Element under SR V (applying c. 36.7 & 36.8 in R.36, c. V.6): According to the
authorities, the FIU has the ability to enter into memoranda of understanding with foreign competent
authorities for specific investigations which provide for joint investigations of terrorist financing offenses. To
date, the FIU has not done so. Counterpart-to-counterpart requests, as stated in the response to ¢.36.6 above,
require a formal judicial process whereby the competent authorities, namely the FIU and the Attorney-General,
are able to apply for production orders and search warrants when executing requests for mutual legal assistance
provided the request is a valid one (see discussion of ¢.36.1 and 36.3 above). Hence, counterpart-to-counterpart
requests will only be accepted if the required procedures are followed.

610. Dual Criminality and Mutual Assistance (c. 37.1 & 37.2): Under Section 6(2) of the CJICBA,
mutual legal assistance is rendered in the absence of dual criminality in Bermuda except with respect to
requests relating to fiscal offenses. In the case of fiscal offenses, the Attorney General may proceed pursuant to
a MLA treaty unless he or she determines that dual criminality has been met. In addition, the offense must be
an offense under the laws of the requesting country. With respect to extradition requests, other than the
impediments stemming from the Extradition Act 1989 (discussed below), there are no legal or practical
impediments to granting extradition requests. Essentially the only impediments relate to whether the offense is
of a political character or the subject of extradition is imprisoned or awaiting trial for a criminal offence where
no provisions of law in the requesting country relate to affording the fugitive the opportunity to return to
requesting country before being tried for another offence committed before his extradition.

611. International Cooperation under SR V (applying c. 37.1-37.2 in R. 37, c. V.2): The provisions
under the CJICBA allowing mutual legal assistance also apply to requests related to terrorist offenses.

612.  Timeliness to MLA for provisional measures and confiscation (c. 38.1): There are no specific
procedures that facilitate expeditious action or establishing precise timelines for responding to MLA requests
from foreign countries with respect to identifying, freezing, seizing or confiscating proceeds of crime or
instrumentalities.

613.  Property of Corresponding Value (c. 38.2): As discussed above with respect to R. 3, confiscation
under Bermuda’s legislation does not target specific assets, instead providing for the court to specify the
amount to be recovered which represents property that has been laundered or proceeds from crime. The same
provisions in POCA and the MDA are available with respect to requests for freezing, seizing or confiscating
assets at the request of foreign authorities.

614. Coordination of Seizure and Confiscation Actions (c. 38.3): Under Sections 9(1)(b) and 9(2) of the
CJICBA, the Attorney General may provide for the enforcement in Bermuda of confiscation and forfeiture
upon requests by foreign entities in connection with foreign criminal proceedings. However, there are no
arrangements for coordinating seizure and confiscation actions with other countries.

615. International Cooperation under SR V (applying c. 38.1-38.3 in R. 38, c. V.3): Legal assistance to
foreign authorities in connection with provisional measures, forfeiture and confiscation proceedings relating to
the financing of terrorism, terrorist acts and terrorist organizations is available in Bermuda pursuant to Section
9 of the CJICBA, which applies to any offence which corresponds to or is similar to an offence under the MDA
or the POCA if it were committed in Bermuda. Terrorist financing and other terrorism-related offenses fall
under the definition of ‘relevant offence” in Section 3 of the POCA. The arrangements under Section 9 have
not been tested to date as there has been no known identified evidence of terrorist financing in Bermuda.

616.  Asset Forfeiture Fund (c. 38.4): Section 55A of the POCA establishes a Confiscated Assets Fund
(CAF) which can receive proceeds of criminal conduct recovered under a confiscation order under the POCA
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or a forfeiture order under the MDA, as well as money paid to the government by a foreign jurisdiction in
respect of confiscated assets whether under a treaty or arrangement providing for mutual assistance in criminal
matters or otherwise. Money from the CAF may be disbursed as appropriate at the direction of the Minister of
Finance, upon consultation with NAMLC, for the investigation of suspected cases of drug trafficking, terrorist
financing and money laundering. It can also be used to meet the expenses of the NAMLC and the remuneration
and expenses of a receiver appointed under the POCA or the ATFA, among others purposes specified in these
Acts. Other revenues collected by the government, such as fines imposed by the Customs Department, are to be
paid into the Consolidated Fund (Bermuda Constitution Order 1968, Section 94).

617.  Sharing of Confiscated Assets (c. 38.5): The money paid into the CAF may be shared with other
jurisdictions at the direction of the Minister of Finance, including for satisfying an obligation of the
government to a foreign jurisdiction in respect of confiscated assets whether pursuant to a treaty or
arrangement providing for mutual assistance in criminal matters or otherwise. However, no confiscated assets
have been shared in recent times. According to the records of the FIU, a confiscation order was granted by the
Crown in 2001 but the funds have not been collected; no explanation was provided by the authorities.
Consequently, the CAF has not yet received or disbursed any shared funds.

Additional Element (R 38) — Recognition of Foreign Orders for a) Confiscation of assets from organizations
principally criminal in nature; b) Civil forfeiture; and, c) Confiscation of Property which Reverses Burden
of Proof (applying c. 3.7 in R.3, c. 38.6):

618.  External confiscation orders. All powers available with respect to domestic confiscation orders are
also available in the case of a foreign request Hence, the absence of explicit statutory concerning the
confiscation of instrumentalities of an offense would also limit the scope of external confiscation requests.
External confiscation orders may be enforced in Bermuda by the Supreme Court under Section 53 of the
POCA, which provides for the application of confiscation orders, made by a court of a country or territory
designated in the Proceeds of Crime (Designated Countries and Territories) Order 1998. The list of designated
countries and territories is comprehensive. Under Section 53(4) of POCA , ‘external confiscation order’ means
an order made by a court in a designated country for the purpose of recovering property, or the value of such
property. In the opinion of the mission, the cited provisions would cover foreign confiscation orders targeting
assets of criminal organizations, civil forfeiture orders, and confiscation of property where the burden of proof
is reversed on the defendant.

619.  Sections 54 and 55 of the POCA establish procedures for registering an external confiscation order
made by the Court of a designated country or territory at the Supreme Court and its enforcement.

620.  Under Section 54(1) of POCA the Court may register an external confiscation order if it is satisfied
that the order is in force and not subject to appeal; that the person affected by the order received notice of the
proceedings in sufficient time to enable a defense; and it is of the opinion that enforcing the order in Bermuda
would not be contrary to the interests of justice.

Additional Element under SR V (applying c. 38.4-38.6 in R. 38, ¢ V.7):

621.  External confiscation orders regarding terrorism. The regime for the enforcement of foreign
confiscation orders applies equally to requests of courts of designated jurisdictions in connection with
provisional measures, forfeiture and confiscation proceedings relating to the financing of terrorism, terrorist
acts and terrorist organizations.

622.  Statistics (applying R.32): Statistics of what formal requests for assistance have been received,
and either granted or refused, are maintained by the AG’s Chambers. These are set out below:
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Box 15: Mutual Legal Assistance Statistics

Country 2003 2004 2005 2006 2007/to Apr 07
Rec’d | Made | Rec’d | Made | Rec’d | Made | Rec’d | Made | Rec’d | Made
5. Australia 1
2. Jamaica 1 1 3 1
6. St. Maarten 1
6. Trinidad and 1 4
Tobago
8. Peru 1
4. United 1 2 3
Kingdom
1. USA 1 1 2 4 3
Total 0 4 0 7 0 14 0 4 0

623.

Bermuda has made no mutual legal assistance requests in the last five years and has granted all
31 requests received from other countries. The CFATF Secretariat sent out a request to its members
and other countries; responses indicate that there is a general level of satisfaction with Bermuda’s
provision of mutual legal assistance.

6.3.2 Recommendations and Comments

624.

To the extent that Bermuda were to receive increasing numbers of requests from foreign authorities, it
will be necessary for the authorities to review the resource requirements needed to ensure that such requests are
acted upon expeditiously.

6.3.3 Compliance with Recommendations 36 to 38 and Special Recommendation V

Rating

Summary of factors relevant to s.6.3 underlying overall rating

R.36

LC

® There are no specific procedures facilitating expeditious action be taken or
establishing precise timelines for response to MLA requests.

R.37

LC

® Extradition assistance available only to limited number of jurisdictions.

R.38

LC

® There are no specific procedures facilitating expeditious action be taken or
establishing precise timelines for responding to MLA requests by foreign
countries with respect to identifying, freezing, seizing or confiscating proceeds
of crime or instrumentalities.

® There is no statutory provision for external confiscation requests relating to
instrumentalities.

® There are no arrangements for coordinating seizure and confiscation
actions with other countries.

SR.V

LC

® There are no specific procedures facilitating expeditious action be taken or
establishing precise timelines for response to MLA requests.

6.4 Extradition (R.37, 39, SR.V)

6.4.1

625.

Description and Analysis

Dual Criminality and Mutual Assistance (c. 37.1 & 37.2): As indicated above, dual criminality is
required in the case of extradition requests. It is interpreted broadly in Bermuda, i.e., the courts must



146

be satisfied that the underlying conduct abroad would constitute an offence in Bermuda even if called
by a different name in the requesting country.

626. ML as Extraditable Offence (c. 39.1): The extradition framework in Bermuda is provided by the
UK’s Extradition Act 1989, as extended via the Extradition (Overseas Territories) Order 2002. The Extradition
Act 1989 allows for the extradition by the Bermudian government of persons who have committed offences
that are regarded as "extradition crimes" to the UK, designated Commonwealth countries, British overseas
territories and Ireland, and British Overseas Territories, which covers a reasonably wide range of jurisdictions.
The Extradition Act 1989 defines "extradition crimes" as such conduct which if it occurred in the UK would
constitute an offence punishable for a term of 12 months or any greater punishment and which is so punishable
under the laws of the country in which the conduct was committed [Extradition Act 1989, Section 2(1)]. In the
context of Bermuda, this means any such offence that is punishable in Bermuda for a term of 12 months or any
greater penalty and therefore extends to the principal offences under the POCA and the ATFA as the minimum
penalty requirement is met. Extradition for these offences would be permissible under the Extradition Act 1989
to other UK overseas territories, Commonwealth countries designated by an Order, and such countries that
have extradition arrangements with the UK government that have been extended to Bermuda. Specifically, the
extended extradition treaties are with the United States of America and Finland. Extradition for any offense is
not available for any other jurisdiction. Therefore, extradition will not be available in respect of ML where this
offense is not listed as an extraditable offense under an arrangement with the UK government. The authorities
reported to the mission that there have been no extradition proceedings for ML or FT to date.

627.  Legal restrictions to extradition exist where:

® The offences are of a political character.
® The subject is serving a term of imprisonment or is awaiting trial for criminal offences in Bermuda.

® There are no provisions of law in the requesting country affording a fugitive opportunity to return to
requested country before being tried for another offence committed before his extradition.

628.  Extradition of Nationals (c. 39.2): Extradition of Bermudian citizens is possible under Bermudian
legislation, as there are no provisions that preclude the extradition of nationals.

629.  Cooperation for Prosecution of Nationals (applying c. 39.2(b), c. 39.3): Section 3 of the CJICBA
provides the Attorney General with the power to order the service of a process requiring a person to appear as a
defendant in a foreign country at the request of a foreign authority. Under Section 9 of the CJICBA the
Attorney General may grant a request from a foreign authority to obtain evidence in Bermuda in connection
with criminal proceedings in a foreign country, if he is satisfied that an offense under the law of that country
has been committed or that there are reasonable grounds to suspect that such as offense has been committed.

630. Efficiency of Extradition Process (c. 39.4): There are no specific measures or procedures to expedite
extradition requests and proceedings relating to ML to be handled without undue delay. However, nothing in
Bermudian legislation precludes the direct involvement of the Governor to expedite the process of an
extradition request.

631. Additional Element (R.39) — Existence of Simplified Procedures relating to Extradition (c. 39.5):
Section 14 and Paragraph 9 of the Schedule I of the Extradition Act 1989, as well as provisions in relevant
treaties allow for a simplified procedure whereby the subject of extradition may waive his/her rights to formal
extradition and enable a quicker process of surrender to the requesting country.

632.  Additional Element under SR V (applying c. 39.5 in R. 39, ¢ V.8): Section 14 and Paragraph 9 of
the Schedule I of the Extradition Act 1989, as well as provisions in relevant treaties allow for a simplified
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procedure whereby the subject of extradition may waive his/her rights to formal extradition and enable a
quicker process of surrender to the requesting country.

633.  Statistics (applying R.32): Full statistics of what formal requests for assistance have been received,
and either granted or refused, are maintained by the Attorney General’s Chambers. The authorities reported to

the mission that there have been no extradition proceedings for ML or FT.

6.4.2 Recommendations and Comments
¢ The authorities should consider a streamlined process for dealing with extradition requests.

6.4.3 Compliance with Recommendations 37 & 39, and Special Recommendation V

Rating Summary of factors relevant to s.6.4 underlying overall rating

R.39 LC
® There are no specific procedures for expediting extradition requests.

® Concerns regarding undue delays due to the undefined structure of the request
process.

R.37 C .

SR.V C .

6.5 Other Forms of International Cooperation (R.40 & SR.V)
6.5.1 Description and Analysis

634.  Widest Range of International Cooperation (c. 40.1): As discussed above, Bermudian legislation
permits a wide range of international cooperation by the law enforcement authorities and supervisors.

635.  Provision of Assistance in Timely, Constructive and Effective Manner (c. 40.1.1): There are no
specific measures or procedures to expedite cooperation with foreign counterparts requests and
proceedings relating to ML or FT, but in practice the authorities make every effort to provide
whatever assistance is required to be handled without undue delay.

636.  Clear and Effective Gateways for Exchange of Information (c. 40.2): The BMA Act (for all
regulated FIs except insurance licensees) and Insurance Act (for insurance entities) each have gateways that
permit information to flow through BMA to its foreign counterparts. See, Sections 30A-30D of the BMA
Act, 53(1)(b) and 54(2) of the Banks and Deposit Companies Act 1999 and Section 51A-51D of the
Insurance Act. In addition, such laws also have provisions that allow Fls to disclose confidential information,
“with a view to the institution of, or otherwise for the purpose of, criminal proceedings, whether under this
Act or otherwise.” See Sections 54(4)(b) and 55(2)(b) of the Banks and Deposit Companies Act.

637. In addition, the Police/FIU may share information for intelligence purposes which can be made
directly on an agency to agency basis. The FIU compiles relevant statistics, including where it has assisted
overseas law enforcement and other competent authorities with information for intelligence purposes. The
FIU has also assisted overseas authorities with formal requests for assistance for material to be used in
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investigations for court purposes (see para. 631 below). Statistics are maintained on such assistance rendered,
as forwarded by the Attorney General’s Chambers. This data does not specify the number of requests denied
or average time of process or results.

638.  Spontaneous Exchange of Information (c. 40.3): With respect to the FIU, spontaneous exchange of
information is permissible based on the general powers of the Police Department, The manner in which the
FIU shares information with its counterparts who are Egmont members is consistent with the Egmont
Principles of Information Exchange. The FIU also exchanges information with comparable law enforcement
agencies in other countries and, with countries that so require, has signed MOUs with 12 jurisdictions and
expects to have one more signed in the near future.

639. Making Inquiries on Behalf of Foreign Counterparts (c. 40.4): Under Section 6 of the CJICBA,
the Attorney General may direct local authorities to obtain evidence in Bermuda in connection with criminal
proceedings that have been instituted, or a criminal investigation that is being carried on, in that country or
territory.

640.  FIU Authorized to Make Inquiries on Behalf of Foreign Counterparts (c. 40.4.1): In the exercise
of general police powers, the FIU is authorized and routinely makes inquiries on behalf of foreign
counterparts, and may search its own databases or law enforcement databases, but a court order is required for
it to approach FIs for information other than publicly available information.

641. Conducting of Investigations on Behalf of Foreign Counterparts (c. 40.5): In the past, Bermudian
law enforcement authorities, including the FIU, have conducted joint investigations, but a court order may be
needed if evidence is being gathered.

642.  Unrestrictive Conditions on Exchange of Information (c. 40.6): The mission did not identify
unduly restrictive conditions for the exchange of information.

643.  Provision of Assistance Regardless of Possible Involvement of Fiscal Matters (c. 40.7): Under
Section 6(3) of the CJICBA, where the request for mutual legal assistance is in respect of a fiscal offence, the
request will be accepted if there is a treaty in place between Bermuda and the requesting country or the
Attorney General is satisfied that the offence would be an offence of the same or a similar nature had it
occurred in Bermuda.

644.  Provision of Assistance Regardless of Existence of Secrecy and Confidentiality Laws (c. 40.8):
The gateways in regulatory laws allow for the provision of information to foreign authorities. See, for
example, Section 54(2) of the Banks and Deposit Companies Act 1999.

645.  Safeguards in Use of Exchanged Information (c. 40.9): Under newly amended Section 58(4) of the
POCA, there are strict confidentiality requirements with an explicit gateway to enable the Bermuda Police
and FIA to disseminate in any case that would allow them to discharge their statutory functions. In addition,
under Sections 18 and 21 of the FIA Act, strict confidentiality provisions will apply to the new FIA as well.

646. Additional Element -Exchange of Information with Non-Counterparts (c. 40.10 & c. 40.10.1): In
these cases, unless the information being sought is publicly available, the FIU must obtain a court order and
follow formal due process.
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647. Additional Element —Provision of Information to FIU by Other Competent Authorities
pursuant to request from Foreign FIU (c. 40.11): In these cases, the authorities must obtain a court order
and follow formal due process.

648.  International Cooperation under SR V (applying c. 40.1-40.9 in R. 40, c. V.5): See criteria above
which related to FT as well as ML.

649. Additional Element under SR V (applying c. 40.10-40.11 in R. 40, c. V.9): See criteria above
which related to FT as well as ML.

650.  Statistics (applying R.32): Requests for information and assistance as received by the FIU over the
last four years may be listed as follows:

2003 — Enquiries made agency to agency direct (50), MLA type requests (0)
2004 — Enquiries made agency to agency direct (49), MLA type requests (5)
2005 — Enquiries made agency to agency direct (39), MLA type requests (6)
2006 — Enquiries made agency to agency direct (46), MLA type requests (8)

6.5.2 Recommendations and Comments:

6.5.3 Compliance with Recommendation 40 and Special Recommendation V

Rating Summary of factors relevant to s.6.5 underlying overall rating
R.40 C
SR.V C

7 OTHER ISSUES

7.1 Resources and statistics

Rating Summary of factors relevant to Recommendations 30 and 32 and
underlying overall rating
R.30 PC ® The existing FIU does not have sufficient qualified personnel to take on its
current responsibilities, and to provide continuity in the transition to the new
FIA.

® The existing FIU does not have a liaison officer named to facilitate the
transition from the existing FIU to the FIA, nor does it have adequate staff
available to train their successors.

® The DPP’s office has too many open positions and inadequate efforts have
been made to retain professional staff, regardless whether they are Bermudian
or non-Bermudian, staff or contract employees.
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® There is an inadequate prioritization of investigations and prosecutions of
AML/CFT cases by the law enforcement authorities, and inadequate staffing
relating thereto.

® Training is inadequate at all agencies and at all levels not only in AML/CFT
issues including typologies, analysis and international standards, but also in
fundamentals such as investigating and prosecuting white collar crime cases,
managing complex cases, and criminal procedure.

® The FIU is not adequately funded, staffed and provided with technical
resources, particularly in terms of technical expertise such as forensic
accounting.

® The number of positions allocated to the FIU is insufficient, and the fact that
police officers assigned to the unit are routinely called on for other police
duties further limits available resources.

® The DPP’s office is also not adequately staffed nor has it been provided with
technical resources with respect to AML/CFT cases.

e Staff levels and training of financial supervisors are not adequate for the AML
supervision of a financial sector of the size, scope, sophistication and cross-
border operations such as that of Bermuda.

R.32

PC

e Although there are several gaps, a useful range of statistics is maintained on
SAR reports, ML and FT investigations and confiscations.

¢ Information on MLA and international cooperation is incomplete. Some data
is available on supervisory examinations.

e Little use is made of available statistics and information to review the
effectiveness of AML/CFT systems on a regular basis.

7.2  Other relevant AML/CFT measures or issues

651.

Currently, the Suppression of the Financing of Terrorism (SFT) and Palermo Conventions have not
been extended to Bermuda by the United Kingdom. While this is not entirely within the power of Bermuda to

address, it is a situation that should be remedied without delay.

652.

Bermuda does not have a declaration or disclosure system in place to detect the physical cross-border
transportation of cash and bearer instruments. While the authorities have plans to implement such a system, it

is important that it meets international standards, to ensure that it covers both incoming and outgoing
transportation, and that there is authority to confiscate for false declarations or failure to declare.
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Table 1. Ratings of Compliance with FATF Recommendations

Forty Recommendations Rating Summary of factors underlying rating'’

Legal systems

1. ML offense LC e While criminalization of ML and is generally
comprehensive, the effectiveness of the legal
framework is difficult to gauge given that there
has only been one prosecution for ML in the
last five years, and limited numbers of

investigations.
2. ML offense—mental element LC ¢ Fines under POCA with respect to summary
and corporate liability convictions and certain convictions on

indictment are much too low.

e The effectiveness of the legal framework is
difficult to gauge given that there has only been
one prosecution for ML in the last five years,
and limited numbers of investigations.

3. Confiscation and provisional PC ¢ The legislation does not provide for the
measures confiscation of instrumentalities of ML, FT or
other predicate offenses.

e The legal basis for applying the broadest scope
of realizable property of an offender convicted
for ML is not clearly stated and should be
made explicit in legislation.

e While there is a new provision for voiding
contracts, it does not provide the authorities
with the means to prevent actions to hinder the
recovery of property subject to confiscation.

¢ The implementation of the legal framework for
provisional measures and confiscation shows a
relatively low total of seizures, confiscations
and forfeiture, which may be due to the
insufficient resources available to law
enforcement and prosecutorial services.

¢ Implementation of provisional measures and
confiscation is difficult to assess, since
statistics are lacking with regard to amounts of
restrained property compared with amounts
ultimately confiscated and the types of crimes
related to these actions. Also lacking is
information on the recovery rates of the
amounts subject to confiscation orders, and the

' These factors are only required to be set out when the rating is less than Compliant.
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amounts actually recovered.

Preventive measures

4. Secrecy laws consistent with the C
Recommendations
5. Customer due diligence NC The AML Regime for FIs (in particular the

POC Regulations) does not cover CFT.

The lack of enforceability of the Guidance
Notes limits the effectiveness of
implementation of all the applicable provisions
under Rec. 5.

Inadequate coverage in the Regulations of the
insurance sector, securities/investments, money
remittance, and payments management sectors.

CDD requirements are limited to customer
identification and verification, and do not
extend to the full range CDD under FATF.

CDD is required when there is suspicion of ML
only in cases of one-off transactions.

CDD for wire transfers is only required when
the transaction is US$10,000 or more, far
exceeding the US$1,000 FATF threshold.

No CDD requirements when in doubt of
adequacy of previously obtained customer
identification information.

Good practice recommendations in Guidance
Notes, e.g. G42 and G44 on simplified
measures for non-face-to-face business, are not
justified and weaken implementation of the
AML Regulations and FATF requirements.

Good practice recommendations in Guidance
Notes 129, 130, 139, 140 and 140 with respect
to insurance and investment services weaken
implementation of the CDD requirements.

Good practice recommendations in Guidance
Notes 131, 132 and 133 for investment services
weaken compliance with the CDD
requirements.

No requirements for FIs to obtain information
on the purpose and intended nature of the
business relationships.

Fls are not required to update and conduct
ongoing CDD/monitoring nor enhanced
CDD for higher risk customers, business




153

relationships or transactions.

® The exemptions/reductions in customer
identification in the Guidance Notes are not
justified on the basis of low risk, are not
limited to clients from countries that have
effectively implemented the FATF
Recommendations, and are too broad, and
should not apply when there is suspicion of
ML/FT.

® No requirement to update information for
clients in existence when the POCA and
Regulations were introduced, and in practice
this is a key challenge for FIs.

6. Politically exposed persons

NC

¢ No requirements for FIs to conduct enhanced
CDD for PEPs.

7. Correspondent banking

NC

® No requirements for FIs to conduct enhanced
CDD with respect to correspondent banking
and similar relationships.

8. New technologies & non face-
to-face business

NC

¢ No requirements for FIs to implement
measures to prevent misuse of technological
developments that could facilitate ML/FT.

9. Third parties and introducers

NC

¢ No requirement for FIs to immediately obtain
CDD information from third parties.

® No requirement for FIs to satisfy themselves
that CDD documentation has been obtained by
third parties and that such documentation can
be made available to FIs promptly on request.

® Agreements obtained by FIs from
introducers/intermediaries in other countries do
not generally assure that secrecy and
confidentiality restrictions will not be an
impediment to access to CDD information
when requested.

® Insufficient information available to the
industry with respect to adequacy of regulation
and supervision of other Fls, and on
implementation of FATF Recommendations by
countries to justify reliance on third parties.

¢ Need to specify, as seems to be the practice
that ultimate responsibility for CDD lies with
the Bermudian FIs.

10. Record-keeping

LC

® Weak recordkeeping requirement in the
financial regulatory laws, and expand good
practice recommendations in the Guidance
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Notes, G97 (securities only) and G98 (wire
transfers).

11. Unusual transactions

NC

No requirement to pay special attention,
examine and record_information on complex,
unusually large, or unusual patterns of
transactions that have no apparent economic or
lawful purpose.

Inadequate systems in some FIs, e.g. do not
aggregate customer accounts for purposes of
monitoring for unusual and suspicious
transactions throughout the FI or on a group-
wide basis. I

12. DNFBP-R.S, 6, 8-11

NC

Except for trust providers, the other relevant
DNFBPs are not subject to CDD,
recordkeeping and oversight arrangements for
AML/CFT.

13. Suspicious transaction reporting

PC

POCA does not provide an explicit requirement
for filing SARs for attempted transactions.

No requirement to file FT-related SARs for
funds linked to terrorist organizations.

No FT-related SARs have been filed.

Since the vast majority of SARs have been
filed by banks even though they make up a
small part of the financial sector, it appears that
other sectors may be underreporting.

14. Protection & no tipping-off

PC

Protections for those who file SARs are limited
to SARs based on ML and do not cover those
who are required to file SARs based on FT.

There is also no explicit protection from
criminal liability resulting from a SAR filing.

Tipping-off offenses do not explicitly cover the
fact of a SAR filing and the contents therein,
and tipping-off generally relating to SARs is
only an offense if likely to prejudice a possible
investigation.

15. Internal controls, compliance &
audit

PC

Limited obligations in the AML/CFT
Regulations for FIs to formulate and
implement AML/CFT policies, compliance and
controls. Only covers procedures with limited
application.

There is no requirement in the Regulations that
the reporting officer be designated at the
management level but in practice this generally
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appears to be the case.

Limited scope of the compliance management
function to suspicious activity reporting
activities.

No requirements for maintaining an
independent and adequately resourced
internal audit function in the Regulations.

Limited coverage in the Regulations of training
obligations to “relevant employees”.

No obligation in the AML Regulations for
employee screening and limited coverage in
the various regulatory laws.

16. DNFBP-R.13-15 & 21

NC

All DNFBPs are subject to general
requirements to report suspicious activities
although few SARs have been filed by DNFBs
and none by lawyers.

With the exception of trust service providers,
however, none of the other relevant DNFBPs
are subject to oversight with respect to
reporting obligations and the regime is not
effectively implemented.

17. Sanctions

PC

Although BMA has a wide range of sanctions
powers, according to officials, formal sanctions
have never been imposed on a FI for a violation
or deficiency relating to AML/CFT
requirements.

Two key sanctions are missing from the
sanctions regime: civil money fines and
conservatorship powers.

The administrative money penalties which may
be imposed by Customs are much too low for
ML or FT offenses involving the movement of
cash or negotiable instruments.

Fines under POCA with respect to summary
convictions and certain convictions on
indictment are much too low.

18.

Shell banks

LC

No prohibition against the establishment and
dealing with shell banks.

19.

Other forms of reporting

20.

Other NFBP & secure
transaction techniques

21.

Special attention for higher risk
countries

NC

No requirement to pay special attention,
examine and record business
relationships/transactions with persons from or
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in countries which do not sufficiently apply the
FATF Recommendations.

® No system to ascertain and inform FIs about
which countries do not or insufficiently apply
the FATF Recommendations, nor to apply
countermeasures against such countries.

22. Foreign branches & subsidiaries

NC

® No provisions in the AML Regulations for
AML/CFT applying measures to overseas
branches and subsidiaries.

® No requirements on FIs to inform the
Bermudian authorities when their overseas
operations cannot observe appropriate
AML/CFT measures.

23. Regulation, supervision and
monitoring

NC

® [nadequate AML supervision of FIs,
particularly for the non-banking sectors, and no
CFT supervision.

® Onsite (AML) supervision only commenced in
2007 for the insurance sector and mutual fund
administrators are still to be licensed and
supervised for AML/CFT.

® Limited scope of AML onsite inspections
procedures both in terms of institutions and
review areas.

® The AML Regulations do not assign AML/CFT
supervisory, enforcement and sanctioning
authority to the BMA.

® [nsufficient consolidated AML/CFT supervision
to include group-wide compliance, especially
in the non-banking sectors, and insufficient use
of the work of external auditors in the area of
systems and controls.

o [nsufficient AML/CFT staff capacity and
training.

® Need for enhanced implementation of licensing
criteria and procedures for new and existing
licensees, and to take account of group-wide fit
and proper concerns.

® Until December 2006/January 2007, there was
no framework for licensing or registering
money services business, and
licensing/supervision of money services firms
is still to be implemented.

® Bermuda has not conducted a review to
ascertain whether other Fls covered by the
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FATF Recommendations not currently subject
to the AML regime should be licensed or
registered, e.g. financial leasing on a
commercial scale.

24. DNFBP—regulation,
supervision and monitoring

NC

® With the exception of trust service providers,
no competent authority has been designated
with responsibility for monitoring and ensuring
compliance with AML/CFT requirements of
other relevant DNFBPs.

25. Guidelines & Feedback

PC

¢ The Guidance Notes do not provide adequate
descriptions of FT techniques, do not cover
CFT, are outdated, and are limited in scope.

¢ Among DNFBPs, only trust service providers
are covered by the Guidance Notes.

® No procedures are in place for providing
feedback to FIUs.

Institutional and other measures

26. The FIU

LC

¢ The FIU has limited specialized financial
analysis capacity.

e There is no specific legal provision
establishing and empowering the FIU as
national centre for receiving and processing
SARs and other relevant information
concerning suspected ML or FT activities.

27. Law enforcement authorities

LC

¢ Very low number of prosecutions reflects the
low priority given to ML and FT by the Police
Service.

28. Powers of competent authorities

29. Supervisors

PC

® No explicit mandate in the POCA and AML
Regulations to a supervisory body to monitor,
enforce and sanction for compliance with
AML (no CFT application), and unclear
application of powers in the regulatory laws to
supervise for compliance.

e Need to include clear AML/CFT enforcement

and sanctioning powers in the BMA Act and
regulatory laws.

e The Credit Union Act should provide clear and

adequate powers for the BMA to
supervise/conduct onsite inspections that can
include AML/CFT compliance.

® The Banks and Deposit Companies Act does
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not extend prudent conduct/licensing
requirements to compliance with other
laws/AML/CFT laws.

30. Resources, integrity, and
training

PC

The existing FIU does not have sufficient
qualified personnel to take on its current
responsibilities, and to provide continuity in
the transition to the new FIA.

The existing FIU does not have a liaison
officer named to facilitate the transition from
the existing FIU to the FIA, nor does it have
adequate staff available to train their
successors.

The DPP’s office has too many open positions
and inadequate efforts have been made to
retain professional staff, regardless whether
they are Bermudian or non-Bermudian, staff or
contract employees.

There is an inadequate prioritization of
investigations and prosecutions of AML/CFT
cases by the Police Commissioner, AG and
DPP.

Training is inadequate at all agencies and at all
levels not only in AML/CFT issues including
typologies, analysis and international
standards, but also in fundamentals such as
investigating and prosecuting white collar
crime cases, managing complex cases, and
criminal procedure.

The FIU is not adequately funded, staffed and
provided with technical resources, particularly
in terms of technical expertise such as forensic
accounting.

The number of positions allocated to the FIU is
insufficient, and the fact that police officers
assigned to the unit are routinely called on for
other police duties further limits available
resources.

The funding allocated to the FIU annually for
training purposes is insufficient

Staff levels and training of financial
supervisors are not adequate for the AML
supervision of a financial sector of the size,
scope, sophistication and cross-border
operations such as that of Bermuda.
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¢ Enhance training for BMA staff to facilitate the
identification of deficiencies relating to
AML/CFT requirements for Fls, including, but
not limited to internal controls, CDD, SARs
filings, recordkeeping, MLRO qualifications
and operations.

¢ The BMA should enhance its staff capacity to
undertake more comprehensive AML/CFT
supervision, especially for the insurance and
investment business/mutual fund sectors, and
to conduct effective consolidated supervision.

31. National cooperation

PC

® The policy development and coordination
functions of NAMLC are not sufficiently
robust to keep up with a heavy agenda of
unfinished initiatives.

® Coordination and cooperation among agencies
is ad hoc and inconsistent.

32. Statistics

PC

Financial Institutions:

¢ Inadequate statistics for offsite and onsite
preparation e.g. risk factors, non-resident
business.

Other sections:

e Although there are several gaps, a useful range
of statistics is maintained on SARs, ML and FT
investigations, and confiscations.

o Little use is made of available statistics and
information to review the effectiveness of
AML/CFT systems on a regular basis.

¢ Information on mutual legal assistance,
international requests for co-operation, and
extradition is incomplete. No data is available
on formal requests to the FIU for assistance or
whether such assistance was granted. Some
data is available on supervisory examinations.

33. Legal persons—beneficial owners

34. Legal arrangements — beneficial
owners

International Cooperation

35. Conventions

PC

e The SFT and Palermo Conventions have not
been extended to Bermuda.

36. Mutual legal assistance (MLA)

LC

e There are no specific procedures facilitating
expeditious action be taken or establishing
precise timelines for response to MLA
requests.




160

37. Dual criminality

38. MLA on confiscation and
freezing

LC

® There are no specific procedures facilitating
expeditious action or establishing precise
timelines for responding to MLA by foreign
countries with respect to identifying, freezing,
seizing or confiscating proceeds of crime or
instrumentalities of ML, FT or other predicate
offenses.

¢ In addition, there is not statutory provision for
external confiscation requests relating to
instrumentalities.

e There are no arrangements for coordinating
seizure and confiscation actions with other
countries.

39. Extradition

LC

¢ Concerns regarding undue delays due to the

undefined structure of the request process

40. Other forms of cooperation

Nine Special Recommendations

SR.I Implémenta UN instruments

PC

e The SFT Convention has not been extended to

Bermuda, but Bermuda has implemented
UNSCRs 1267, 1373 and successor resolutions
by UN Order 2001 and the Al-Qaida and
Taliban (UN Measures) (Overseas Territories)
Order 2002, both UK Statutory Instruments
that apply to its Overseas Territories, including
Bermuda.

SR.II  Criminalize terrorist

financing

PC

e The definition of terrorism does not have a

reference to the acts covered by the nine
conventions referred to in the SFT Convention,
and it does not contain a reference to acts taken
against international organizations.

e There is no reference in the relevant legislation

to the financing of terrorist organizations.

¢ There is no reference in the relevant legislation

to extra-territorial offenses relating to terrorist
organizations.

SR.III Freeze and confiscate

terrorist assets

LC

® No specific guidance has been issued to the

regulated sector concerning its affirmative
obligation to implement measures with respect
to the UNSCR list.

e There are no specific procedures for

delisting or unfreezing.
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SR.IV  Suspicious transaction
reporting

PC

¢ Current law does not require SARs for funds

linked to terrorist organizations.

e No FT-related SARs have been filed.

SR.V  International cooperation

SR.VI AML/CFT requirements
for money/value transfer
services

PC

e Laws and regulations have been put in place

but licenses have not yet been granted and
effective implementation has not yet been
tested.

SR.VII Wire transfer rules

NC

No recordkeeping requirements for full
originator information.

The threshold for CDD and full originator
recordkeeping requirement is US$10,000,
significantly above the FATF level of $1,000.

No provisions for originator information to be
included and retained in domestic wire
transfers.

No provisions that require intermediary and
beneficiary FIs in a wire transfer payment
chain to transmit originator information.

No requirements for risk-based procedures for
wire transfers not accompanied by complete
originator information. Neither the Regulations
nor the Guidance Notes (Appendix E) include
the lack of such information wire transfers as a
basis for deciding if a transaction is suspicious.

No systems to review and sanction for
compliance with wire transfer requirements
under SRVIL

SR.VIII Non-profit organizations

PC

The authorities have not undertaken a review of
laws and regulations related to non-profit
organizations to ensure that they cannot be
misused for financing terrorism.

Recordkeeping requirements and investigative
procedures are not consistent with FATF
standards.

SR.IX Cross Border Declaration &
Disclosure

NC

Although seizures of cash by customs officers
occur on a limited basis, currently no
disclosure or declaration system for either
incoming transportation of currency (as
proposed) or outgoing transportation of
currency is in place.

The scale of civil and criminal money fines is
not sufficiently dissuasive.

e Domestic cooperation on customs issues is
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insufficient.

¢ Information-sharing between Customs and
other law enforcement authorities is
inadequate.

¢ There was no consideration given to a
procedure to notify other customs agencies of
search and detention reports relating to
precious metals other than gold, as well as to
precious stones.




163

Table 2. Recommended Action Plan to Improve the AML/CFT System

FATF 40+9 Recommendations

Recommended Action (in order of priority within each section)

1. General

2. Legal System and Related
Institutional Measures

Criminalization of ML (R.1, 2, &
32)

Additional investigations and prosecutions are necessary in
order to maintain an effective AML/CFT framework,
particularly given that there has only been one prosecution
of ML in the last five years and limited numbers of ML
investigations.

¢ Fines under POCA with respect to summary convictions and

certain convictions on indictment L. should be substantially
increased.

Criminalization of Terrorist
Financing (SR.II & R.32)

Amend the ATFA’s definition of terrorism to include the
acts covered by the nine conventions referred to in the SFT
Convention.

Amend ATFA to include acts taken against international
organizations.

* Amend the ATFA to include a reference to the financing of
terrorist organizations.

* Amend the ATFA to cover extra-territorial acts relating to
terrorist organizations.

Confiscation, freezing, and
seizing of proceeds of crime (R.3
& 32)

Explicitly provide in legislation for the confiscation of
property which constitutes instrumentalities intended for use
in the commission of ML or other non-drug trafficking
predicate offenses.

Explicitly provide in legislation that, for the purposes of
confiscation of the benefits of ML offenses, the proceeds that
are the basis of the offense may include any payments
received by the defendant at any time in connection with the
ML offense carried out by him or by another person.

With respect to the voiding of contracts, explicitly provide
the authorities with the means to prevent actions to hinder
the recovery of property subject to confiscation.

Additional statistics should be maintained on amounts of
restrained property compared with amounts ultimately
confiscated and the types of crimes related to these actions.
Also needed is information on the recovery rates of the
amounts subject to confiscation orders, and the amounts
actually recovered.

Procedures for delisting requests and the unfreezing of funds
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should be developed and published.

Guidance should be issued to the regulated sector concerning
affirmative obligations to freeze assets of persons listed by
the UNSCR 1267 Committee and the EU.

Freezing of funds used for
terrorist financing (SR.I11 &
R.32)

Guidance should be issued to the financial services
community concerning affirmative obligations to freeze
assets of persons listed by the UNSCR 1267 Committee and
the EU. These affirmative obligations should include
incorporating the information into their AML/CFT
compliance programs, and reporting to authorities on any
transactions that may be connected to terrorist financing.

The Financial Intelligence Unit
and its functions (R.26, 30 & 32)

Ensure that the new FIA is established and becomes
operational, and provide sufficient staffing levels at the
existing Police FIU to enable an increased number of
ML/FT-related investigations.

Ensure continuation of the experience and skill in financial
investigations in the Commercial Crime Department.

Law enforcement, prosecution
and other competent authorities
(R.27, 28, 30 & 32)

The authorities should make greater efforts to follow up on
signs and traces of ML and to initiate non-SAR triggered
investigations.

Investigating and prosecuting ML/FT cases should be made
a priority by law enforcement authorities, with sufficient
resources allocated reflecting that priority.

Sufficient resources should be made available for training
of DPP, Customs and Police staff.

Efforts should be made to attract qualified personnel to the
FIU, and to provide continuity in the transition to the new
FIA.

A liaison officer should be named and existing FIU staff
should train their successors in order to facilitate the
transition from the FIU to the FIA.

The number of open positions in the DPP’s office should be
remedied, and efforts made to retain professional staff.

Training should be increased at all agencies and at all levels
not only in AML/CFT issues including typologies, analysis
and international standards, but also in fundamentals such as
investigating and prosecuting white collar crime cases,
managing complex cases, and criminal procedure. Assessor
training courses offered by CFATF, the IMF and the World
Bank should be considered as a means of developing
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AML/CFT expertise.

e The FIA should be adequately funded, staffed and provided
with technical resources, particularly in terms of technical
expertise such as forensic accounting.

¢ Ensure that the new administrative Financial Intelligence
Unit (FIA), is established and becomes operational and
provide sufficient staffing levels at the existing Police FIU to
enable an increased number of ML/FT-related investigations.

o Staff levels and training of financial supervisors are not
adequate for the AML supervision of a financial sector of the
size, scope, sophistication and cross-border operations such
as that of Bermuda.

3. Preventive Measures—Financial
Institutions

Risk of ML or terrorist financing

¢ Conduct a systemic review of ML/FT risks, particularly in the
financial (and DNFBP) sectors, including in the life,
annuity/investment, and captive components of the insurance
sector.

Customer due diligence, including
enhanced or reduced measures
(R.5-8)

¢ Establish in the Regulations or in other enforceable
instrument (Other Enforceable Means) all of the applicable
requirements under FATF Recommendations 5-8. The
current Regulations are limited and the Guidance Notes are
not enforceable.

¢ The Regulations should be amended to cover all of the
relevant financial activities covered by the FATF
Recommendations, particularly life insurance.

e Extend the regulatory regime for FIs to explicitly cover CFT
issues.

¢ Extend the CDD requirements beyond customer
identification.

® Require CDD in all cases (business relationships and one-off
transactions) where there is knowledge or suspicion of
ML/FT and not only in cases of one-off transactions. Also,
clarify that the threshold for one-off transactions does not
apply when there is suspicion. This requirement should also
include reporting of suspicion when an FI cannot obtain the
required identification/CDD information under Rec. 5.15
and 5.16.

e Reduce the minimum CDD threshold for wire transfers to
the equivalent of US/BD$1,000. (See recommendation on
recordkeeping under section 3.5.3.

¢ Extend the CDD requirements to cases where there is doubt
as to the veracity or adequacy of previously obtained
information. See recommendation below on the need to
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update information for “grandfathered accounts”.

Reg. 4(4) could more explicitly establish the requirement to
identify and obtain CDD information on underlying
beneficiaries, including for legal persons and arrangements.
This would make the Guidance Notes more consistent with
the Regulations.

Review the customer identification exemptions provided for
in the Guidance Notes for consistency with the Regulations
and FATF Rec. 5, 8, and 9.

Review the wording of Guidance Notes 129, 130, 139, 140
and 140 on exemptions from identification to ensure that
they do not create a practical limitation of CDD in the
insurance and investment services sectors. Similar review is
required for GNs 131, 132 and 133 for investment services.
This should also be reviewed in the context of timing of
verification for purposes of Rec. 5.13 and 5.14.

CDD requirements that include the purpose and nature of
business relationships (and significant one-off transactions)
should be established.

Require FIs to conduct enhanced monitoring for higher risk
business and regular updating of customer profile
information, to conduct enhanced CDD for higher risk
customers, business relationships and transactions.

Require FIs to conduct enhanced CDD for higher risk
customers, business relationships or transactions in either in
the POCA, Regulations or other enforceable means.

Review the exemptions/simplifications provided for in the
Regulations and (non-mandatory) Guidance Notes to ensure
that they are justified on the basis of proven (documented)
low risk. Where applicable, such lower
exemptions/simplifications should be allowed only where
customer information is publicly available or when there are
otherwise adequate checks and controls in the system,
especially when the clients are not other regulated Fls.

Where simplified CDD is allowed, there should be
provisions to limit these to cases where non-resident
customers that are from countries that have effectively
implemented the FATF Recommendations.

As a general rule, do not allow exemptions or reduced CDD
measures when there is suspicion of ML/FT.

Remove the general exemption in Guidance Note 50 on the
timing for verification when payment is to be made from
“other account” as this could be interpreted, e.g. from an
account held by any non-FI business or unregulated person.

Require FIs to expedite the conduct of CDD and update
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client documentation for clients in existence when the
Regulations were issued, the so called “grandfathered”
customers. The Regulations were issues in 1998 (about 9.5
years ago) and the slow progress in updating such
information creates a significant vulnerability across the
industry.

e Require Fls to conduct enhanced CDD for PEPs.

e Require FIs to conduct enhanced CDD with respect to
correspondent banking and similar relationships.

e Require FIs to address risks associated with non-face to face
business relationships or transactions, and to implement
measures to prevent misuse of technological developments
that could facilitate ML/FT.

Third parties and introduced
business (R.9)

¢ Require FIs to immediately obtain CDD information from
acceptable third parties when relying on their CDD.

*When allowing FIs to rely on CDD conducted by third
parties, require them to satisfy themselves that the requisite
CDD documentation has been obtained by such third
parties, and that it will be made available to the FIs
promptly on request.

e Periodically review the adequacy of the basis on which FIs
rely on the CDD of other third parties whether in Bermuda or
in other countries, with respect to their supervision for
AML/CFT purposes, and implementation of the FATF
Recommendations by countries where the third parties are
located.

® Make it explicit that where reliance on others for certain
aspects of CDD is allowed, that the ultimate responsibility lies
with the FL

Financial institution secrecy or
confidentiality (R.4)

Record keeping and wire transfer
rules (R.10 & SR.VII)

®Include in all the Schedules for minimum licensing criteria of
the financial regulatory laws a recordkeeping requirement to
comply with the AML/CFT legislation, not only for purposes
of the regulatory laws.

® Consider rewording Reg. 5(4) to make it more consistent with
Guidance Note 95 to state that the retention period in cases of
an investigation would be longer than the minimum five-year
period specified. Also clarify what constitutes the “outcome of
the investigation” and whether it would include, e.g. the
prosecution, trial, conviction or confiscation procedures.

e®Revise the Guidance Notes (G97) to ensure that the retention
of transaction records are not limited to details of securities
and investments transacted, and that they apply to non-
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securities related business, e.g. banking and insurance
transactions.

®Require that FIs satisfy themselves that they can obtain
records promptly on request from third parties on which
reliance is placed for CDD.

® Reduce the minimum recordkeeping threshold to the
equivalent of US$1,000, and specify that full originator
information should be obtained and retained for the minimum
period in accordance with SRVIL

e Ensure that the Regulations, Guidance Notes, examination
procedures and general oversight of FIs includes compliance
with wire transfer requirements as set out under all the
essential criteria of SRVIL

®]nclude lack of complete originator information as a basis for
determining whether a suspicious activity report is filed with
the FIU.

Monitoring of transactions and
relationships (R.11 & 21)

® Introduce in law, regulations or OEMs a requirement to
monitor, examine and record information on complex,
unusually large, or unusual patterns of transactions that have
no apparent economic or lawful purpose.

® Require Fls to pay special attention, examine and record
business relationships/transactions with persons from or in
countries which do not sufficiently apply the FATF
Recommendations, and implement a system identify such
countries.

Suspicious transaction reports
and other reporting (R.13, 14, 19,
25, & SR.IV)

* Amend ATFA to require FT-related SARs for funds liked to
terrorist organizations.

e Amend AFTA and POCA to provide explicit protection for
those who are required file SARs based on FT.

¢ Amend POCA to provide explicit protection from criminal
liability resulting from a SAR filing.

e Amend POCA to provide for tipping-off offense that
explicitly covers the fact of or any information about a SAR
filing and the contents therein.

® Amend POCA to limit the scope of the exemption from

tipping off by lawyers in a manner consistent with R.14 and
R.16.

® Formalize procedures for providing feedback on SARs.
® Enhance training for identification of FT-related transactions.

¢ Develop guidance for FIs and DNFBP relating to latest
industry-specific typologies and additional preventative
measures.
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Cross Border Declaration or
disclosure (SR I1X)

e Adopt the declaration system now being considered by the
authorities;

e Cover outgoing transportation of currency by the declaration
system, and not just incoming as currently planned;

¢ Amend relevant laws to substantially increase the scale of
civil money fines and criminal penalties for customs
violations;

¢ Enhance domestic cooperation on customs issues;

¢ Ensure sufficient information-sharing between Customs and
other law enforcement authorities;

¢ Amend the Revenue Act to provide clear legal authority, as
now exists in POCA, to charge directors and officers who
have connived with the corporation with an offense.

¢ In addition, consideration should be given to (1) amending
the relevant laws to provide the Customs Department with
explicit legal authority to seize, detain, and confiscate
currency in the event of a false declaration and (2) developing
a procedure to notify other customs agencies of search and
detention reports relating to precious metals other than gold,
as well as to precious stones.

Internal controls, compliance,
audit and foreign branches (R.15
& 22)

¢ Extend the procedures requirements to the full range CDD and
recordkeeping requirements, and also require the formulation
of AML/CFT policies, compliance and controls. Also consider
specifying, in all cases, that the control systems requirements
contained in the financial regulatory laws apply to AML/CFT.

¢ Expand the role of the AML/CFT compliance function beyond
suspicious activity reporting and include a requirement for an
independent internal audit function that covers AML/CFT.

¢ Extend the training requirements beyond those “relevant
employees” defined in the Regulations to others who can play
a role in implementing and monitoring compliance with
institutional and legal AML/CFT requirements.

¢ Include employee screening requirements in the AML
Regulations to complement the fit and proper requirements for
senior officials of FlIs contained in the financial regulatory
laws.

¢ Include in the Regulations an obligation for Fls to implement
AML/CFT measures in overseas branches and subsidiaries.

®Require Fls to inform the Bermudian authorities when their
overseas operations cannot observe appropriate AML/CFT
measures.

Shell banks (R.18)

¢ Consider incorporating an explicit prohibition on the
licensing of shell banks or requiring in the licensing criteria
that licensees maintain a significant presence and mind and
management in Bermuda, consistent with the Basel Paper on
shell and parallel banks.
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The supervisory and oversight
system—competent authorities and
SROs

Role, functions, duties and powers
(including sanctions) (R.23, 30,
29,17, 25, & 32)

R.17

e Enact legislation for civil money penalties and
conservatorship powers to be applied by the BMA.

¢ Fines under POCA with respect to summary convictions
and certain convictions on indictment should be raised.

*Rec. 23

¢Develop and implement both an offsite and onsite supervision
program for AML/CFT that is risk-based, and prioritizing for
full scope inspections those sectors and institutions that
present a higher degree of ML/FT risk, including in the
insurance sector.

eExpand the scope of onsite reviews including a focus on the
adequacy of formal policies and the demonstrated
commitment of the Board of Directors and senior
management.

¢Develop and implement a framework for conducting
consolidated supervision for AML/CFT compliance beyond
banking, paying urgent attention to FIs that are parent and
operating holding companies with significant operations
overseas. Supervision should particularly focus on the
existence and adequacy of applications for group-wide risk
management, compliance and audit functions.

eEnhance the onsite inspections program by focusing on
particular areas of potential high risk activities and business
relationships especially with respect to wire transfers, CDD on
ultimate beneficiary clients, and controls and compliance
involving reliance on intermediaries or introducers of
business.

eEnhance the review of the sufficiency and quality of SAR
reporting systems, and take fuller account of the work of
external auditors in their review of the AML/CFT control
environment.

sReview the effectiveness of the overall supervisory process
for purposes of applying enforcement action for AML/CFT
related breaches and concerns.

eReview and where necessary strengthen licensing practices in
a consistent manner that reflects concerns not only of the
applicant, but of other members of the group, including
enforcement of the ongoing need for fit and proper criteria
under the minimum licensing requirements.

eReview licensing procedures to ensure that the full
requirements for ultimate beneficiaries of proposed licensees
are established in accordance with the application
documentation requirements. Also, conduct a review of
application documentation review procedures to ensure that
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signed applicant declaration forms relating to competence and
probity, are consistent with the type of license being sought.

eExpedite the licensing/registration process for money services
firm(s) and the provisions under Section 20AA of the BMA
Act and the Regulations thereunder, to ascertain the adequacy
of or need for provisions relating to agents/subagents of such
licensees, as well as certain aspects of their operations to give
practical implementation to issues such as minimum holding
period of client money.

*Conduct a systemic review to ascertain whether other
financial activities covered by the FATF Recommendation is
taking place in or from within Bermuda on a regular
commercial basis.

Rec. 25

eReview/update the Guidance Notes for completeness and
relevance to the current needs of industry, and remove
inappropriate exemptions or simplifications in customer due
diligence.

Rec. 29

e For purposes of consistency with other sectors, consider
extending the definition of covered financial institutions and
supervisory powers under the BMA Act to the insurance
sector.

eEstablish an explicit mandate for the BMA to monitor, enforce
and sanction for compliance with the AML/CFT obligations
of Fls and review the adequacy of the proposed Bill to amend
the POCA/BMA Act to ensure that it provides a clear and
complete mandate to the BMA in all these areas.

¢ Specify clear powers in the Credit Union Act that the BMA,
under delegated authority, can supervise and inspect these Fls,
including for compliance with AML/CFT obligations.

eExtend in the Bank and Deposit Companies Act, prudent
conduct/minimum licensing criteria to compliance with other
laws so as to cover AML/CFT legislation.

¢Include in the legislation a specific power for the BMA to
enforce compliance with the AML/CFT requirements,
including for the application of administrative measures and
sanctions, as exist in the financial regulatory laws.

¢ Consider clarifying in the proposed Bill to amend the BMA
Act that the scope of BMA’s AML/CFT supervision includes
a monitoring function as well as enforcement and sanctions
powers under the regulatory laws.

Rec. 30

eEnhance training for BMA staff to facilitate the identification
of deficiencies relating to AML/CFT requirements for Fls,
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including, but not limited to internal controls, CDD, SARs
filings, recordkeeping, MLRO qualifications and operations.
Increased specialization and focus on AML/CFT supervision,
if the insurance and investment business/mutual fund sectors
may be given priority.

e The BMA should enhance its staff capacity to undertake more
comprehensive AML/CFT supervision, including for the
conduct of effective consolidated supervision whether as
home or host supervisor.

Other:

Rec. 32

® [mprove statistics to capture information to assist in
AML/CFT supervision, e.g. deposit-taking FIs: non-resident
deposits and clients; Insurance: life and/or annuity/investment
premium/policies, etc.

Money value transfer services
(SR.VI)

¢ Licensed money transfer services should be required to
maintain a list of their agents and to make this list available to
the authorities. Since the new legal regime for money service
business is untested, there is no basis for evaluating effective
implementation.

4.Preventive Measures—
Nonfinancial Businesses and
Professions

Customer due diligence and
record-keeping (R.12)

¢ Amend POCA and the POC Regulations 1998 to require
lawyers, accountants, company service providers, dealers in
precious metals and stones, including jewelers, and real
estate agents to implement AML/CFT programs covering:
(a) CDD (b) record-keeping, (c) internal reporting programs
(to include reporting by an MLRO to the FIU), and (d)
training.

¢ In the case of lawyers and accountants, the AML/CFT
program obligation should apply either when they plan for or
when they carry out for their client the transactions
enumerated in Rec. 12. Consideration should be given to
extending the AML/CFT program obligations for
accountants to all of their activities.

® Given evidence that local drug dealers have made
investments in the local property market, and the
requirements of C 12.1, the AML/CFT program
requirements for real estate dealers should cover all real
estate transactions, not just those carried out in cash.
Consideration should be given to requiring that all real estate
transactions be settled by bank transfer.

* Any SRO arrangements established for monitoring and
oversight of AML/CFT program compliance should include
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adequate powers for the designated supervisor to review the
policies and procedures and records of supervised parties as
well as powers to effectively enforce compliance.

All high value dealers, specifically dealers in precious metals
and precious stones, including jewelers, engaging in cash
transactions with customers of $15,000 or more should be
subject to the AML/CFT preventive measures regime.

An awareness campaign should be undertaken to familiarize
DNFBPs with their responsibilities and obligations under
any new AML/CFT laws or regulations.

Suspicious transaction reporting
(R.16)

Amend POCA to ensure that SAR reporting requirement
conforms to the applicable FATF Recs., including
requirements for legal professionals.

The authorities should take additional measures, including
but not limited to the issuance of regulations and guidance, to
ensure that DNFBP, including lawyers, file SARs when
appropriate.

Revise relevant legislation with respect to tipping off by
lawyers, in order to protect the confidentiality of SAR
information.

As recommended in 5.2 above, bring all DNFBPs under the
preventive measures regime called for in POC Regulations
1998. Mandatory measures should include requirements to
have effective systems and controls to monitor transactions
for suspicions and to ensure that suspicious activities are
reported.

Any AML/CFT supervisory regime introduced for DNFBPs
(TSBs are already covered) should include powers for the
supervisor to ensure effective implementation of SAR
reporting requirements.

Regulation, supervision,
monitoring, and sanctions (R.17,
24, & 25)

Civil money penalties should be enacted for the BMA.

Fines under POCA with respect to summary convictions and
certain convictions on indictment should be substantially
increased.

When lawyers, accountants, company service providers, real
estate agents, jewelers and high value dealers are brought
under the AML/CFT preventive regime, ensure that effective
supervisory arrangements are established for each sector,
including adequate powers for the supervisors to monitor and
sanction, and adequate resources to carry out the supervisory
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function.
Ensure that the scope of activities of professional lawyers and
accountants that is subject to AML/CFT obligations and to

supervision conforms to the requirements of Rec. 24.

Updated guidance should be issued relevant all DNFBPs.

Other designated non-financial
businesses and professions (R.20)

® [t would be desirable to bring all high value dealers under the

AML/CFT regime.

5. Legal Persons and
Arrangements & Non-profit
Organizations

Legal Persons—Access to
beneficial ownership and control
information (R.33)

Legal Arrangements—Access to
beneficial ownership and control
information (R.34)

Non-profit organizations
(SR.VIII)

The authorities should undertake a review of laws and
regulations related to non-profit organizations to ensure that
they cannot be misused for financing of terrorism.

Recordkeeping requirement should be established in line
with C. SR VIII 3.4.

The authorities should implement measures to ensure that
they can effectively investigate and gather information on
NPOs, as called for in C. SR VIII.4

6. National and International
Cooperation

National cooperation and
coordination (R.31 & 32)

A national AML/CFT coordinator should be appointed and
the policy development role of NAMLC should be energized.
Systematic mechanisms should be put in place for
coordination among and between all AML/CFT agencies and
departments. These mechanisms could include assigned
duties to individuals for coordination, regularly scheduled
meetings and distribution of contact lists.

Statistical systems should be updated and maintained in line
with the recommendations in R.32.

The Conventions and UN Special
Resolutions (R.35 & SR.I)

Request that the UK extend the SFT and Palermo
Conventions to Bermuda.

Mutual Legal Assistance (R.36,
37,38, SR.V & 32)

Amend relevant statute to provide for external confiscation
requests relating to instrumentalities used in a commission of
an ML, FT or other predicate offense.

Arrangements for coordinating seizure and confiscation
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actions with other countries should be formalized.
Improve collection of information on mutual legal assistance
and international requests for co-operation.

Extradition (R. 39, 37, SR.V &
R.32)

Consider developing procedures facilitating expeditious
action be taken or establishing precise timelines for response
to MLA requests, including for extradition.

Review resources available at AGC and Police/FIU to ensure
that MLA requests are acted upon in as efficient a manner as
possible.

Improve collection of information on extradition requests

Other Forms of Cooperation (R.

40, SR.V & R.32)

Improve collection of data on formal requests to the FIU for
assistance, including type of request and whether such
assistance was granted.

Consideration should be given to developing procedures
facilitating expeditious action or establishing precise
guidelines for response to requests for cooperation.

7. Other Issues

Other relevant AML/CFT
measures or issues

Integrate use of available statistics and information in
reviewing the effectiveness of AML/CFT systems on a
regular basis.
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Table 3. Authorities’ Response to the Assessment

The Government of Bermuda is committed to completing the process of updating Bermuda’s anti-
money laundering and combating the financing of terrorism (AML/CFT) regime to reflect the most
recent developments in financial crime and the revised international standards from the Financial
Action Task Force on Money Laundering (FATF).

Accordingly, the Bermuda authorities welcome the IMF assessment and would like to thank the
assessors for their professionalism and diligence throughout the mission. We note the assessors’ full
recognition of both the robustness of the arrangements developed and applied in Bermuda over many
years, and of the very substantial steps already taken by the authorities to further develop our regimes
to reflect the revised FATF recommendations. Bermuda has long had a reputation as one of the
world’s premier centers for international business and financial services, and our regulation, business
practices and legal framework have long provided significant impediments to illicit, unethical and
sharp business dealings.

Equally, the authorities recognize the need to enhance and accelerate Bermuda’s current efforts to
strengthen the existing AML/CFT regime including the visible reflection of the standards in business
systems and processes in the financial sector. The Government intends to use the recommendations
arising from the report to provide a roadmap for the various enhancements to the AML/CFT regime in
Bermuda in both the public and private sectors.

Some of the required changes are already in place and many are at an advanced stage of
implementation. Still others are currently the subject of further consultation among those concerned,
both in the public and private sectors, as we move through the ‘to do’ list in a risk-prioritized manner.

It may be helpful to highlight just a few of the important changes on which the Bermuda authorities
have been focusing during 2007:

» Three important laws were approved by the Bermuda Legislature in June 2007. These related to
amendments to the Proceeds of Crime Act, the Criminal Justice International Cooperation Act,
and a new Financial Intelligence Agency Act, providing for the establishment of a new
autonomous administrative body that will function as a clearing house for SARs.
Implementation and effective application of this new legislation will address a number of the
specific recommendations made by the assessors for enhancement of our AML/CFT legal
framework;

= Revised Regulations under the POCA were already at an advanced stage of development at the
time of the assessment visit. These modified Regulations were intended to implement the
significant number of aspects of the revised FATF Recommendations which are required to be
undertaken by financial institutions and Designated Non-Financial Businesses and Professions
through legislation or other enforceable means. Currently these Regulations are being further
enhanced with a view to achieving an even greater measure of compliance with the final
assessors’ recommendations;
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* Authorities have approved the establishment of a National AML/CFT Coordinator to
supplement the National Anti-money Laundering Committee, reflecting an important
recommendation of the assessors with a view to ensuring the most effective liaison between all
the relevant agencies and providing enhanced impetus to our efforts;

The Government of Bermuda has developed a detailed Plan of Action to address outstanding issues in
this critical area. The additional private and public sector reforms when fully implemented will ensure
that Bermuda’s financial sector meets its obligations while maintaining Bermuda’s competitive
position in the provision of premier financial services to the global community.

ANNEXES

Annex 1: Details of all bodies met on the on-site mission - Ministries, other government
authorities or bodies, private sector representatives and others.
Annex 2: List of all laws, regulations and other material received
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Annex 1: Details of all bodies met on the on-site mission: Ministries, other government
authorities or bodies, private sector institutions

CoNOR~LD =

and others.

His Excellency the Governor

Ministry of Finance

National AML Committee

Attorney General’s Chambers

Bermuda Police Service/Commissioner of Police
Financial Intelligence Unit

Financial Investigations Unit

Coordinator of the Security Services

HM Customs

Bermuda Monetary Authority

Bermuda Stock Exchange

Association of Bermuda Compliance Officers
Charities Commission

Four commercial banks and deposit taking institutions
Four insurance companies

Three investment services firms

One credit union

One payments services firm

Company Registry/Registrar

Bar Association

Professional Association for Accountant/Auditor (ICAB)
Two law firms

Two trust companies

One realtor

One jeweler

Registrar of Non-Profit Organizations

One charity
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Annex 2: List of all laws, regulations and other material received

Anti-Terrorism (Financial and Other Measures) Act 2004;
Banks and Deposit Companies Act 1999;

Bermuda Authority Act 1969;

Bermuda Bar Act 1974,

Charities Act 1978;

Companies Act 1981;

Credit Unions Act 1982;

Criminal Justice (International Cooperation) (Bermuda) Act 1994;
Criminal Code Act 1907;

Electronic Transactions Act___;

Evidence Act 1905;

Exchange Control Act 1972;

Extradition Act 1989;

Extradition (Overseas Territories) Order 2002;

Financial Intelligence Agency Act 2007

National Anti-Money Laundering Committee’s Guidance Notes on the Prevention of Money
Laundering

Interpretation Act 1951;

Insurance Act 1978;

Investment Business Act 2003;

Investment Funds Act 2006;

Misuse of Drugs Act 1972;

Money Service Business Regulations 2007;
Official Secrets Act 1989;

Police Act 1974,

Police and Criminal Evidence Act 2005;
Proceeds of Crime Act 1997;

Proceeds of Crime Regulations 1998;
Prohibition of Gaming Machines Act 2001;
Real Estate Agents Act 1976;

Revenue Act 1898;

Trusts Act 2001;

Trustee Act 1975;

Trusts (Special Provisions) Act 1989;
Trusts (Regulation of Trust Business) Act 2001;
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— United Nations Terrorism Order (The Terrorism [United Nations Measures] Overseas Territories Order
2001;

— Al Qaida and Taliban (United Nations Measures) (Overseas Territories) Order 2002;



