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PREFACE

This assessment of the anti-money laundering (AML) and combating the financing of
terrorism (CFT) regime of Bermuda is based on the Forty Recommendations 2003 and the Nine
Special Recommendations on Terrorist Financing 2001 of the Financial Action Task Force (FATF).
It was prepared using the AML/CFT assessment Methodology 2004, as updated in June 2006. The
assessment team considered all the materials supplied by the authorities, the information obtained
on-site during their mission from May 7 to 23, 2007, and other information subsequently provided
by the authorities soon after the mission. During the mission, the assessment team met with
officials and representatives of all relevant government agencies and the private sector. A list of the
bodies met is set out in Annex 1 to the detailed assessment report.

The assessment was conducted by a team of assessors composed of staff of the International
Monetary Fund (IMF) and three expert(s) acting under the supervision of the IMF. The evaluation
team consisted of: Manuel Vasquez (LEG, team leader and financial sector expert); Antonio
Hyman-Bouchereau (LEG, legal expert); Ross Delston (legal expert under LEG supervision,
lawyer); and John Abbott (expert under LEG supervision, Designated Non-Financial Businesses
and Professions) (DNFBP). The assessors reviewed the institutional framework, the relevant
AML/CFT laws, regulations, guidelines and other requirements. The mission also reviewed the
regulatory and other institutional systems in place to counter money laundering (ML) and the
financing of terrorism (FT) through financial institutions (FIs) and DNFBP. The assessors also
examined the capacity, implementation, and effectiveness of all these systems.

This report provides a summary of the AML/CFT measures in place in Bermuda at the time
of the mission and shortly thereafter. It describes and analyzes those measures, sets out Bermuda’s
levels of compliance with the FATF 40+9 Recommendations (see Table 1) and provides
recommendations on how certain aspects of the system could be strengthened (see Table 2). The
report was produced by the IMF as part of the assessment of Bermuda under the Offshore Financial
Center Assessment Program (OFC). It was presented to the Caribbean Financial Action Task Force
(CFATF) and endorsed by this organization at ministerial meeting in November, 2007.

The assessors would like to express their gratitude to the Bermudian authorities and
institutions for their excellent cooperation and assistance throughout the assessment mission.



EXECUTIVE SUMMARY

Key Findings

1. There has not been much change in the AML/CFT regime since the AML legislation
and Guidance Notes (GNs) were brought into force in 1998, and the last IMF assessment in
2003. Apart from a few changes to the Proceeds of Crime Act (POCA) and the GNs, the only
significant new legislation enacted was the Anti-Terrorism (Financial and Other Measures) Act
2004 (ATFA). New draft GNs, prepared soon after the last IMF mission, are still to be finalized and
implemented. The current AML/CFT regime has, therefore, not kept pace with changes in the
FATF Recommendations, and the authorities have been slow in implementing a number of key
recommendations from the last IMF assessment, particularly with respect to the reporting entities in
the financial and non-financial sectors. At the time of the mission several pieces of new legislation
were under consideration by Parliament to address a number of weaknesses in the regime as
described below.

2. The lack of sufficient reforms to the AML/CFT regime has also limited Bermuda’s
ability to apply risk-sensitive approaches to controls in the reporting entities sector permitted
under the FATF Recommendations. In Bermuda’s case, the application of risk-based approaches
seems particularly relevant not only to the insurance sector, but also to other types of financial and
non-financial activities. The AML Regulations and GNs contain exemptions or a reduction in the
application of customer due diligence (CDD), but lower risk has not been proven in all cases, and
some are clearly inappropriate. Implementation of the recently passed legislation (post mission),
and proposed draft Regulations and GNs can address some of the identified weaknesses in the
preventive regime and, as contemplated, can provide for a more risk-based approach to compliance
and supervision.

Legal Systems and Related Institutional Measures

3. The criminalization of ML and FT is generally comprehensive, with offenses applying
to both natural and legal persons, and to the requisite predicate offenses. However, it is
difficult to assess effectiveness of the legal framework given that there has been only one
prosecution for ML in the last five years, as well as limited ML investigations. With respect to FT,
there have been no prosecutions, investigations, or SARs filed.

4, Under current law, Protections from civil liability, but not criminal liability, only
apply to those who file ML-related SARs. In addition, regulated institutions who file FT-related
SARs are not explicitly protected from either civil or criminal liability. The tipping—off offense is
narrowly focused on investigations, rather than explicitly prohibiting disclosures relating to a SAR
being filed or the contents of the SAR.

5. The Bermuda Monetary Authority (BMA) has a wide array of formal sanctioning
powers available to it but has never imposed them against a financial institution (FI) for a
deficiency or violation of AML/CFT requirements. The practice has been for the BMA to apply
moral suasion and less formal approaches to enforcement of compliance with these and other



requirements, generally through the issue of warning letters, and these have been used only in a few
cases.

6. The legal framework for investigation and prosecution of ML is well-developed, and
law enforcement and prosecutorial staff are highly motivated and professional. However, the
staffing and budgetary (e.g. for training) constraints in the office of the DPP and the FIU may have
contributed to a low number of ML investigations, limiting their ability to carry out their
AML/CFT tasks effectively. There have been no ML prosecutions in the last three years despite the
relatively large number of SARs. In practice, only a small number of SARs that are analyzed are
fully investigated. The number of vacant positions in the DPP’s office should be filled, and efforts
made to retain professional staff. The recruitment policy should therefore be revisited to ensure the
adequacy and continuity of staff responsible for AML/CFT issues. Investigating and prosecuting
AML/CFT cases should be made a priority by the law enforcement authorities including the
provision of adequate funding and staffing.

7. Bermuda’s FIU should be more adequately funded, staffed and provided with
additional technical resources, including for instance expertise in forensic accounting. The
FIU is part of the Bermuda Police Service and is a member of the Egmont Group. All police
officers within the FIU have training in basic financial investigations, and most have been trained
in areas such as confiscations, money laundering, and advanced financial investigative techniques.
However, the current volume of work impacts the effectiveness of the FIU in undertaking timely
analysis and investigation. The number of staff positions allocated to the FIU is insufficient and
assigning non-ML/FT duties to its police officers places further strain on available resources. The
sufficiency and continuity of FIU staff should be reviewed, including during the planned transition
from a police-based to an administrative FIU over the next 12 months. In this regard, there will be a
need for adequate staff during the transitional period to avoid operational gaps and to efficiently
manage the transfer of the intelligence-related tasks of the new FIU.

8. At the time of the mission, three important draft laws were under consideration which
were enacted in June 2007. These are amendments to the Proceeds of Crime Act (POCA), the
Criminal Justice International Cooperation (Bermuda Act), and the Financial Intelligence Agency
Act (FIA Act) to establish an administrative FIU. Once implemented, these new laws will address
a number of the weaknesses in the AML/CFT legal framework identified by the mission.

Preventive Measures—Financial Institutions

9. The scope of the AML regulatory framework does not address CFT issues, and does
not cover key areas of the financial sector, including life insurance business and certain
elements of the investment/mutual funds sector. The lack of coverage in these areas constitutes
an important deficiency in Bermuda’s AML/CFT regime, particularly in light of its role in the
international financial system, even though life insurance does not account for the largest share of
this sector. The POC Regulations and GNs remain practically unchanged since the last IMF
assessment mission in 2003; this in spite of the weaknesses previously identified, a major upgrade
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of the international AML/CFT standards in 2003, and continued growth in the financial services
industry. At the time of the mission, the authorities had prepared draft new Regulations and were
contemplating amending the GNs, pending passage of proposed new legislation that was passed
subsequent to the mission in June 2007.

10. The regulatory framework for FIs lacks basic customer due diligence (CDD)
requirements, and risk-based approaches to compliance and supervision are underdeveloped.
CDD requirements are narrowly focused on customer identification, and there are no provisions for
complying with key CFT recommendations such as those for wire transfers. These and other
deficiencies do not facilitate effective implementation, supervision, and enforcement. In addition,
the GNs do not provide sufficient guidance for purposes of implementing broad-based CDD, and
contain a number of customer identification provisions that could be detrimental to compliance. A
key challenge also lies in the ability of FIs headquartered in Bermuda to implement and monitor
their global operations. Increased attention should be given to the management of cross-border
ML/FT risks, especially those associated with business relationships and transactions introduced
through local and foreign intermediaries. In addition, compliance with recordkeeping requirements
can be strengthened including for beneficiary clients and business relationships established before
the AML/CFT legislation was introduced.

11. A key strength of Bermuda’s supervisory regime is the integrated nature of financial
sector supervision by the BMA and the professionalism of its staff. The BMA has a relatively
strict licensing regime, which has contributed to the stability of its financial sector. Nonetheless,
AML/CFT supervision is still developing particularly with respect to onsite inspections. While the
BMA continues to improve its supervisory systems and processes, enhanced capacity, skills and
resources are required to strengthen the AML/CFT supervision, particularly onsite inspections in
key industries, namely the insurance and investments services sectors. The BMA also faces
practical constraints in its ability to effectively conduct ongoing consolidated AML/CFT
supervision, especially in the insurance sector and on a cross-border basis. This will require careful
resource management and increased collaboration with other key players such as external auditors
and overseas regulators. The conduct of sector-specific ML/FT risk assessments should be
considered to better manage the supervisory process, identify supervisory priorities, and more
efficiently allocate resources.

12. There is good cooperation between the BMA and the financial sectors, but the absence
of specific sanctions for AML/CFT breaches limits the effectiveness of the BMA’s compliance
oversight regime. To this end, more focused risk-based AML/CFT inspections should be
conducted and where necessary enforcement action taken. The BMA has started to develop more
broad-based onsite supervisory programs, which should be expedited across all sectors. Following a
risk-based approach, the BMA should place increased attention in its onsite procedures to
reviewing compliance with CDD requirements for beneficiaries including more rigorous
enforcement of such requirements for accounts in existence when the AML regime was introduced
in 1998.
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Preventive Measures—Designated Non-Financial Businesses and Professions

13. A comprehensive AML/CFT framework for DNFBPs was only beginning to be put in
place at the time of the mission. Only trust service providers were subject to AML/CFT
preventive measures including for monitoring compliance with these requirements. Other relevant
DNFBPs are subject to the general requirement to report suspicious activities that applies to all
citizens but, in the absence of an effective system of preventive measures and compliance
oversight, these requirements are not being effectively implemented. It is rare that DNFBPs, other
than trust services businesses, file SARs, even though, as mentioned above, there is a general
obligation on all persons to report.

14. Lawyers, accountants, trust service providers, and company service providers are key
gateways to the highly sophisticated and internationally active financial sector of Bermuda,
but the ML vulnerabilities of these sectors have not been closely analyzed. Although there is
little analysis to back this up, the risks of ML and FT through these sectors are generally perceived
by the professions to be low. Regulation and supervision of the trust service business (TSBs)
mitigate against these risks through trust operations. In addition, relatively strict requirements and
procedures for the incorporation of Bermudian companies also reduce the potential for ML/FT in
this sector.

15. Local drug traffickers utilize the proceeds of drug trafficking to facilitate further drug
shipments, as well as to acquire assets. Investigations related to possible confiscation orders
frequently find that drug traffickers have used their proceeds to invest in local property, generally at
the lower to middle end of the market, and frequently through the use of nominees. Car purchases
are also a common use of the proceeds of drug trafficking. Access by non-residents to the Bermuda
property market is tightly restricted which may limit the attractiveness of this sector for
international money launderers.

16. Plans are well advanced to bring lawyers and accountants in public practice, as well as
corporate service providers, within the AML/CFT preventive regime, but supervisory
arrangements are not yet agreed. These plans include amendments to the POCA which are now
moving toward approval by the legislature, and draft amendments to the POC Regulations which
should include lawyers, accountants and corporate services providers under the preventive regime.
The provisions under consideration fall short of FATF standards in several respects, particularly in
regard to the scope of activities of lawyers and accountants that would be subject to AML/CFT
requirements. Subsequent to the mission, on June 22, 2007, the POCA was amended to bring
lawyers and accountants under the preventive measures regime. As amended, the scope of
activities of lawyers and accountants that are subject to AML/CFT is narrower than called for under
the FATF Recommendations.

Legal Persons and Arrangements and Non-Profit Organizations

17. Bermuda is not a significant jurisdiction for the incorporation of companies, and there
are a range of controls to mitigate the risk that legal entities and trust arrangements will be
misused for illicit purposes. Incorporation of Bermuda companies requires that ultimate
beneficial ownership be established twice before registration is accepted; once by the party
submitting the application (who would normally be a lawyer), and again, independently by the
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authorities. Companies are required to maintain a register of shareholders which is accessible to the
public. With respect to trusts, any person offering trust services as a business is required to be
licensed and supervised by the BMA as a financial institution. TSBs are required to establish the
identity of parties to a trust including settlors and ultimate beneficiaries. Law enforcement can gain
full access to such CDD information and can share it with foreign authorities.

18. In the NPO sector, charities are required to register if they are to raise money from the
public. Ongoing oversight of charities is light but compliance with legal requirements appears to
be good. Most funds raised in Bermuda are applied in Bermuda and the vulnerability of the sector
to ML and FT appears to be low. However, no risk assessment has been undertaken and AML/CFT
is not a focus of the oversight of the charities sector.

National and International Cooperation

19. With respect to domestic cooperation, the National Anti-ML Committee (NAMLC)
brings together key ministries and departments and fills in practice the AML/CFT policy
formulation role in Bermuda. NAMLC’s main legal mandate is, however, to advise the Minister
of Finance and to issue industry guidance on AML issues, not to coordinate the formulation and
implementation of AML/CFT policy. In practice, there is also a lack of conventional cooperation
mechanisms among governmental institutions on AML/CFT issues generally, which has resulted in
a fragmented informal approach. This situation may have contributed to the slow pace of legal and
institutional reforms since the last IMF assessment in 2003.

20. With respect to international cooperation, there is a more adequate and comprehensive
legal and institutional framework that is largely consistent with international standards.

Other Issues

21. The Suppression of the Financing of Terrorism (SFT) and Palermo Conventions have
not been extended to Bermuda by the United Kingdom. While this is not entirely within the
power of Bermuda to address, it is a situation that should be remedied without delay.

22. Bermuda does not have a declaration or disclosure system in place for the physical
cross-border transportation of cash and bearer instruments. While the authorities have plans to
implement such a system, it should, inter alia, provide for the declaration of both incoming and
outgoing transfers.
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DETAILED ASSESSMENT REPORT

1 GENERAL
1.1 General Information on Bermuda

23. Bermuda is Great Britain’s oldest overseas dependent territory with internal self-government
comprising the Bermudas or Somers Islands, an archipelago of some 150 islands in the Atlantic
Ocean about 570 miles east southeast of the mid-Atlantic region of the United States. It covers an area
of approximately 21 square miles and has a population of 65,773 (July 2006 est.). The Head of State
is the British monarch, whose representative is the Governor, who in turn appoints as Premier the
member of the House of Assembly who appears to him best able to command the confidence of a
majority of the members of that House. The Governor also appoints other ministers in accordance
with the advice of the Premier. The legislative branch of government is bicameral, consisting of a
senate of 11 appointed members and a House of Assembly of 36 elected members. The Bermuda
Constitution Order 1968 establishes the current parliamentary system and maintains Bermuda’s status
of internal self-government with a high degree of control over its own affairs, except for defense,
internal security, and international affairs. Bermuda relies on the United Kingdom (UK) to extend to it
relevant provisions, including international conventions and United Nations Security Council
Resolutions (UNSCRs).

24, Bermuda’s legal system is based on the British model consisting of codified legislation and
English common law. The court system is made up of Magistrate Courts, a Court of Appeal, and a
Supreme Court with final appeal to the Privy Council in Britain.

25. With a GDP per capita of US$76,403 (nominal terms 2005), Bermuda is one of the most
prosperous countries in the world. Its economy is based primarily on international financial services
and tourism, both of which represented a significant portion of Bermuda's nominal GDP of $4.8
billion, or real GDP of $3.7 billion (at 1996 constant market prices). The Bermuda economy has
exhibited strong growth over the last decade largely attributed to the expanding international business
sector. It has a fixed exchange rate that is pegged to the US dollar at par US$1.00=BMD$1.00.

26. The Bermuda government has excellent credit ratings placing the country among the most
creditworthy sovereign borrowers in the world, and is an indicator of good governance. Official
corruption is minimal, and has been a criminal offence since the Criminal Code Act was passed in
1907. In addition, the Bermuda government has agreed in principle to have the UN Convention
against Corruption extended to it by the UK. Leading credit rating agencies have stable or positive
outlooks on Bermuda primarily based on its commitment to high standards of fiscal prudence, its
standing as an significant international financial center, and a proven track record of managing the
economy and business environment.

27. Bermuda places much importance on the fitness of owners and the types of businesses it
authorizes to operate in and from within Bermuda. This approach has helped in preserving the
stability of its financial services industry. Leading this effort is the Bermuda Monetary Authority
(BMA), an integrated financial regulator established in 1969. The BMA seeks to promote a high level
of compliance with international financial standards, including those set by the Basel Committee,
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IOSCO and IAIS. Bermuda is a member of the Offshore Group of Banking Supervisors, the Basel
Cross Border Banking Group, as well as of the IAIS and IOSCO.

28. Bermuda is a member of the Caribbean Financial Action Task Force (CFATF). Its AML/CFT
legal framework includes the Proceeds of Crime Act 1997, the Anti Terrorism (Financial and Other
Measures) Act 2004, and the POC Regulations. Non-mandatory AML guidelines have also been
issued to provide practical guidance to the implementation of the legal requirements. Bermuda has
also formed a National Anti-ML Committee, whose main mandate is to advise the Minister of Finance
and issue guidelines on AML issues. The last AML/CFT assessment of Bermuda was conducted by
IMF in March 2003, (as part of an OFC assessment) using the October 2002 Methodology and based
on the FATF 40+8 Recommendations prevailing at that time. That assessment found Bermuda to be
compliant or largely compliant with a majority of the Recommendations.

1.2 General Situation of ML and Financing of Terrorism
The ML Situation

29. There has been only one prosecution for ML in Bermuda. That prosecution was successful,
and currently there are several other cases pending prosecution. In 2001, Bermuda established a
Confiscated Assets Fund which now has a balance of over US$700,000.00, with an additional $1
million confiscated but not yet deposited in the Fund.

30. Bermuda is not known as a major source country for predicate crimes that would give rise to
ML/FT. It is not a drug producing country nor is it an important transshipment point for drugs to other
countries. Law enforcement authorities have made seizures of cannabis, cocaine and other illegal
drugs, in many cases on the strength of intelligence provided by the US Drugs Enforcement Agency.
The authorities have made arrests and drug seizures over the last five years, but the trend has been
rather flat, except for 2003, when the number of arrests and drug seizures increased sharply.

Box 1. Number of drug-related arrests and seizures, 2002-2006

2002 2003 2004 2005 2006
Total arrests 494 611 561 516 526
Total seizures 781 951 946 824 813
31. Bermuda is, however, exposed to ML risk from predicate crimes occurring in other countries,

particularly through its large international financial services sector. To address some of this risk, the
authorities have passed two important pieces of legislation: The Proceeds of Crime Act (POCA 1997)
and The Proceeds of Crime (Money Laundering) Regulations 1998. Both instruments came into force
in January 1998. The Regulations imposed, inter alia, procedures requirements on FIs in the areas of
customer identification, recordkeeping, and suspicious activity reporting. In 2000 and 2003, Bermuda
underwent evaluations of its financial supervisory and AML/CFT regimes by the UK (KPMG review)
and the IMF, respectively. These evaluations concluded that Bermuda ranked as one of the most
developed offshore jurisdictions that had made considerable progress towards meeting international
financial standards. However, since the IMF’s assessment, there has been little change to the
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AML/CFT legal and regulatory framework. At the time of the mission in May 2007, amendments to
the POCA had been laid before Parliament, including for the establishment of a new Financial
Intelligence Agency (FIA) to replace the current FIU.

The Terrorist Financing Situation

32. To date, there has been no evidence of terrorism or FT in Bermuda. To address FT issues, the
UK has extended by Order in Council a number of legislative measures to Bermuda to comply with
UN requirements. These measures include: The Terrorism (United Nations Measures) (Overseas
Territories) Order 2001; The Afghanistan (United Nations Sanctions) (Overseas Territories) Order
2001 (as amended in 2001); and The Al-Qa’ida and Taliban (United Nations Measures) (Overseas
Territories) Order 2002. After the IMF’s assessment in 2003, Bermuda enacted its own domestic FT
legislation by passing the Anti-Terrorism (Financial & other Measures) Act 2004 (ATFA).

1.3 Overview of the Financial Sector
Banks and Deposit-taking Institutions

33. Bermuda, with only four licensed banks and one deposit-taking company, is not a significant
international banking center. These FIs have total assets as of June 2006 equivalent to approximately
US$23 billion and US$20 billion in deposits. The four banks have 15 branches in Bermuda and the
two largest banks have 33 overseas subsidiaries. There are no current statistics on off-balance sheet
assets under administration, but end of 2005 data indicate the total to be about US$51.3 billion. No
information with respect to non-resident deposits is collected and available. In addition, there is one
credit union, with members exclusively from a local labor union, which is also supervised by the
BMA under delegated authority from the Minister of Finance.

34. A number of banks are members of financial groups with affiliates involved in trust business,
investment companies, and other organizations. At the time of the mission, there were some 25
entities that belonged to such groups. These groups are supervised by a special team of the BMA.
Bermuda has adopted an integrated approach to supervision assigning supervisory responsibilities to
the BMA as a single integrated supervisor for banks, deposit taking companies, trust business,
insurance, investment business including mutual fund administration, money services business (none
licensed as yet), and credit unions under delegated authority from the Minister of Finance.

Insurance Sector

35. Bermuda has a significant international insurance/reinsurance market consisting of
approximately 1,433 companies in four different classes of licensees as follows:

Class 1: 355 companies (single parent captives insuring risk of its owners or affiliates).

Class 2: 399 companies (a) multi-owner captives insuring risk of its owners or affiliate owners; and
(b) a single—parent and multi-owner captives and/or deriving up to 20 percent of its net premiums
from unrelated risk).
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Class 3: 566 companies (other than Class 1, 2, and 4 including (a) re-insurers writing third party

business; (b) insurers writing direct policies with third parties; (c) single parent, group, association, or

joint venture captives where more than 20 percent of their net premiums written arise from risks
which are unrelated to the business of the owners; and (d) finite insurers and rent-a-captives).

Class 4: 40 companies (high end insurers and re-insurers capitalized at a minimum of US$100 million

underwriting direct excess liability and or property catastrophe reinsurance risk.

Long term Insurers (80) and composite insurers (40): 120 companies.

36. Total gross premiums exceed US$105 billion of which more than 20 percent consists of pure
long term (life) insurance and about 30 percent including life and composite insurance. There are
sixteen authorized insurance intermediaries including agents (5), brokers (4) and managers (7).

37. The latest available statistics at the time of the mission are from 2005, with respect to the
domicile of owners of insurance companies and their respective premium amounts, providing an
indication as to the geographic area where they conduct business. These are set out in the box below.

Box 2. Market Statistics by Domicile of Beneficial Owner/s

For the Year ended 31st December, 2005

Domicile of Owners No. Co's Gross Net Total Assets Cap. and
Premiums Premiums Surplus
Captives
Africa/Middle East 5 27,44,672 21,002,050 108,192,616 26,729,865
Asia 25 215,971,468 165,344,814 656,147,177 429,681,914
Australia/New Zealand 6 46,824,788 38,080,946 73,026,946 15,607,920
Bermuda 57 917,642,727 792,106,119 1,919,939,028 671,829,982
Caribbean/Latin America 28 210,121,210 158,330,733 440,039,100 219,500.112
Europe 126 3,179,943,541 2,259,204,464 11,620,975,807 6,002,038,337
North America 622 14,832,142,109 11,635,976,352  50,193,027,822  18,439,813,994
Sub-Totals: 869 19,430,090 15,070,045,478  65,011,348,496  25,805,202,124
Professional Ins./Reinsurers
Africa/Middle East 7 943,077,905 880,952,128 1,609,283,847 79.659,770
Asia 16 263,093,758 245,071,173 1,580,270,024 847,848,664
Australia/New Zealand 3 268,305,394 226,198,077 722,475,384 245,085,629
Bermuda 85 27,830,982,922  24,344,121,806 109,620,815,428  38,457,808,675
Caribbean/Latin America 17 465,319,614 446,196,202 9,832,160,347 3,096,007,851
Europe 71 4,207,375,201 2,795,179,843  27,801,654,782 7,226,872,033
North America 244 47,273,804,085 42,267,367,259 113,644,215,288  34,275,826,323
Sub-Totals: 443 81,251,958,879  71,205,086,488 264,810,875,100  84,229,109,445
Totals: 1,312 100,682,049,394 86,275,131,966 329,822,223,596 110,034,311,569

Investment Services, Mutual Funds and Securities Market

38. As of September 30, 2006, there were about 1,267 registered mutual (investment) funds in
Bermuda comprising some 2,161 investment portfolios with net asset values totaling in excess of
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USD 210 billion. A new licensing regime for fund administrators is in process of being implemented
under the Investment Funds Act 2006, which allows firms conducting such business (about 58 firms)
a 12-month grace period starting March 2007. Statistics on the types of funds and their assets are
provided below.

Box 3. Mutual Funds (Collective Investment Schemes)

2005-Q2 2005-Q3 2005-Q4 2006-Q1 2006-Q2 2006-Q3 2006-Q4
MUTUAL FUNDS 849 836 846 850 869 878 906
Umbrella Funds 67 60 62 62 62 63 67
Sub-Funds 405 328 315 293 284 279 283
Segregated Account Companies 45 49 55 61 64 67 69
Segregated Accounts 247 290 331 394 394 393 390
Total 1,613 1,563 1,609 1,660 1,673 1,680 1,715
Unit Trusts 105 101 105 107 108 108 109
Umbrella Trusts 81 71 114 122 139 151 151
Sub-Trusts 227 211 215 232 232 222 215
Total 413 383 434 461 479 481 475
TOTAL PORTFOLIOS 2,026 1,946 2,043 2,121 2,152 2,161 2,190
TOTAL NUMBER OF SCHEMES 1,147 1,117 1,182 1,202 1,242 1,267 1,302
TOTAL NET ASSET VALUE ($ Billions) $178.58 $180.01 $187.53 $209.07 $207.52 $210.95 $211.52

39. Bermuda has also established a stock exchange (The Bermuda Stock Exchange) with a fully-
electronic offshore securities market. It has been in operation since 1971, and the BSX currently lists
securities for about 72 companies and 346 investment funds, mostly offshore issuers, with a market
capitalization of about US$350 billion, of which the domestic market comprises about US$2.6 billion.
Some 18 broker-dealers have been authorized to trade in this market.

40. The following box sets out the types of Fls that can engage in the financial activities that are
within the definition of “financial institutions” in the FATF 40+9.
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Box 4. Types of FIs

Institution No. Total assets Supervisor and Governing Law
Licensed/authorized (US$
equivalent)
a) Bank and Deposit 4 banks US$ 23.1 Bermuda Monetary Authority: Banks and Deposit
Companies 1 Deposit Co. billion Companies Act 1999
b) Licensed 58 Bermuda Monetary Authority: Investment Business
Investment Businesses Act 2003
(dealing, arranging &
underwriting securities
issues, investment
managing & advice,
safeguarding &
administration of
investments).
¢) Investment Fund 40-50 Bermuda Monetary Authority: Investment Funds Act
Administrators: only 2006. No fund administrator has been licensed
for processing because the Act provided a grace period of 12
subscriptions and months starting March 2007 when the Act was put
redemptions for mutual into effect. They have, however, been subject to fit
funds/collective and proper screening by the BMA.
investment schemes.
d) Investment 1,267 US$211 Bermuda Monetary Authority: Investment Funds Act
(mutual) Funds billion (net) | 2006.
e) Insurance 80 US$21 Bermuda Monetary Authority: Insurance Act 1978.
Business: long-term billion. Only approximate figures available for end 2006,
insurance including some 80 long-term insurers and about 40
composites accounting for a total of about US$32
billion in gross premium.
f) Credit Union 1 US$10 Bermuda Monetary Authority: Credit Unions Act
million 1982
(approx.)
g) Payments systems 1 NA Bermuda Monetary Authority: Electronic payments
services and other money services firm unsupervised but
expected to be licensed under the Bermuda Authority
Act 1969 and Money Service Business Regulations
2007.
h) Money Service 0 NA Bermuda Monetary Authority: Bermuda Authority
Business' Act 1969 and Money Service Business Regulations
2007.
1) Voluntary 0 There are no voluntary institutions under Reg. 3(4)
Regulated Institutions but in the past there has been at least one.

At the time of the mission, the authorities were aware of only informal funds transfer system that had been in operations
until recently which catered to the outward remittance needs of expatriate workers in Bermuda. No estimate of the volume
of such activity was known and it is believed that such operation is not longer in existence. The authorities were not aware

of any other informal system operating in Bermuda.
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41.  Apart from information on the foreign subsidiaries of Bermudian banks, there is no information
readily available to the BMA with respect to branches and subsidiaries of long term insurance
companies.

42.  The BMA is the sole regulator of the financial services sector in Bermuda and has
responsibility for authorizations, registrations, and prudential supervision. As part of its supervision,
BMA is responsible for reviewing the AML/CFT systems and controls of licensed entities in order to
check compliance, and to ensure they are managing their risks prudently. The AML Regulations,
however, do not cover life insurance business, and only certain aspects of mutual fund administration
(subscriptions and redemptions) services are covered. At the time of the mission, the sole payments
systems services provider was not subject to BMA’s supervision but was being considered for
licensing.

43.  There is also a very active Compliance Association consisting of compliance officers from a
number of regulated FIs. This association is very active in Bermuda and a key focus of its activities
relates to AML/CFT issues.

1.4  Overview of the DNFBP Sector

44.  The following boxes summarize the AML/CFT framework for DNFBPs in Bermuda as of the
time of the mission, and provide some of the key characteristics of each of the DNFBP sectors and
activities.

Box 5. AML/CFT Framework for Bermuda DNFBPs

Sector Applicable AML/CFT Requirements Supervised Guidance
Covered by CDD Record Compliance SAR for Issued
Legislation (yes/no) Keeping Program Reporting AML/CFT
(Law) (yes/no) (yes/no) (yes/no)
Supervisor
Lawyers No (Yes, No (Yes, No (Yes, No (Yes, Narrow No No
post- post- post- post-mission)  obligation
mission) mission) mission)
Notaries No No No No Yes No No
Auditors No (Yes, No (Yes, No (Yes, No (Yes, Yes No No
post- post- post- post-mission)
mission) mission) mission)
Accountants No No No No Yes No No
Trust Service Yes Yes Yes Yes Yes Yes Yes
Providers
Company Service No No No No Yes No No
Providers
Casinos N/A N/A N/A N/A N/A N/A N/A
Dealers and No No No No Yes No No

retailers in

Precious Metals

and Stones

Real Estate No No No No Yes No No
Agents
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Box 6. Characteristics of Bermuda DNFBPs

Sector Size and Scope of Sector Activity Distinctive
Licensed or Financial Practices or Transactions
Registered

Lawyers 42 law firms. Approximately 325 Yes, by the Bar Bermuda law firms provide a very
lawyers certified to practice. Must be Association broad range of commercial and
certified by the Bar to provide legal financial services.
advice.

Notaries Only lawyers may be notaries. Notaries, = No The notary function in Bermuda is
as such, do not prepare for, or engage in, generally limited to verification of
or carry out transactions for clients. identity and authentication of

signatures.

Accountants 165-170 members of Institute of Yes, for public Only members of ICAB may render

Trust Service

Chartered Accountants of Bermuda
(ICAB) are public accountants, mainly
providing audits services.

A small number of non-ICAB
professional accountants provide non-
audit accounting services.

33 licensed trust service companies. 3

accountants
under ICAB

Yes, licensed

opinion on financial statements. No
formal requirements govern activities
the small number of non-ICAB
independent accountants who may offer
arange of accounting and business
consultant services.

Trust licensees who deal only with non-

Providers licensed trust companies affiliated with resident clients are subject to full scope
banking groups and 2 licensed trust of regulation. Full range of trust
companies owned by law firms carry on services is available in Bermuda, with a
the majority of trust business. market emphasis on discretionary trusts
Approximately 300 persons employed in for high net worth clients.
trust sector.

Company Services provided by a number of legal No, not a Broad range of corporate services are
Service and accounting firms regulated line of  provided by law and accounting firms.
Providers business.

Casinos Gaming activities prohibited under N/A N/A

Criminal Code. Prohibition extends to
cruise ships and internet gaming.

Dealers in Several jewelry stores deal in high value  No Cash transactions of $15,000 are rare.
Precious goods. Jewelers do not routinely buy precious
Metals and metals and stones from retail clients.
Stones

Real Estate 56 agents and approximately 200 Yes, licensed Only licensed salesmen may sell real
Agents licensed salesman, of whom under Real estate. Bermuda real estate is very

approximately 100 active. Two large Estate Agent’s expensive and many properties are held
firms account for about one half of Licensing Act through trusts.
employment and business. A total about ~ 1976.
575 transactions concluded in 2006.
45, Casinos — Casinos do not operate in Bermuda. Under the Criminal Code 1907, Section

155, gaming is prohibited in Bermuda. Under the Prohibition of Gaming Machines Act 2001 and
related legislation, the importation, purchase, sale, maintenance or use of gaming machines is strictly
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prohibited. The prohibition on gaming extends to cruise ships, which are prohibited from casino
operations while in Bermuda waters. Bermuda companies are prohibited from offering internet
gambling services.

46. Real Estate — Bermuda has a local real estate sector comprising approximately 56 Agents and
204 sales persons involved in intermediating sales/rentals of overwhelmingly local property. All
agents and salespersons are required to be licensed under the Real Estate Agents Act of 1976. The
licensing under the Act imposes some general standards about who can be involved in this sector and
enables the Minister to take action to deal with abuse. The Registrar of Companies has the Authority,
under Section 11 of the Act, to require any information he or she may require to assess the proper
conduct of business.

47. Purchase or sale of property by non-Bermuda is tightly controlled and highly taxed; each such
transaction requires exchange control permission by the Minister of Finance, through the BMA. These
features greatly diminish the liquidity of Bermuda property for non-residents and appear to limit its
attractiveness to international money launderers as a vehicle for laundering the proceeds of overseas
crime. Property transactions between Bermuda residents are not subject to similar controls. The
segmented market has created very sharp differentials in the value of property available to non-
residents and the value of property reserved for domestic residents, creating strong economic
incentives for ineligible parties to attempt to buy property that is restricted to residents. Trust
agreements designed to mask underlying ownership appear to have been used for this purpose. There
also appears to be some ML risk in the Bermuda property market. Law enforcement investigators
frequently find that local drug traffickers have invested their criminal proceeds in the property market,
particularly in lower cost property.

48. Real estate agents are not subject to AML/CFT preventive measures requirements. The
government is considering extending the scope of application of POC Regulations to classify other
designated non-financial business, including real estate agents, as Regulated Dealers. At the time of
the mission no formal proposal had been tabled.

49. Dealers in Precious Metals/Precious Stones — There are a number of retail jeweler stores
that sell high value goods such as Rolex watches and diamond rings although there is no wholesale
market for trading in precious metals and stones. The government is considering extending the scope
of application of the POC Regulations to cover other designated non-financial business to be
classified as Regulated Dealers. This category would cover any person who, in the course of carrying
on a business, deals in goods or services, and accepts high value cash payments above a threshold
level. No formal proposal had been tabled as of the time of the mission.

50. Lawyers - The legal profession plays an important role in the Bermuda financial and
commercial sectors. In addition to offering legal advice and representing clients in legal proceedings,
law firms advise and prepare the full range of sophisticated financial transactions organized and
carried out from Bermuda. Also, subsidiaries of law firms are key providers of trust and company
services. As of January, 2007, 42 Law Firms were active in Bermuda and the Bar had issued current
practicing certificates to approximately 325 individuals.

S1. The legal profession in Bermuda is unified, consisting of barristers or attorneys. Lawyers are
not subject to the POC Regulations 1998, and thus are not required to implement mandatory
AML/CFT preventive measures. Lawyers are covered by the generalized requirements for SAR
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reporting under Section 46 (2) of POCA. However, Section 46 (3) of the Act provides an exemption
from this requirement for information received in privileged circumstances. The exemption is very
broad. There are no current arrangements for monitoring and enforcing compliance by lawyers and, in
practice, no SARs have been filed by lawyers acting as lawyers, rather than as other service providers.
Members of the Bermuda Bar Association are subject to the Barristers Code of Professional Conduct,
1981, and the Bar has legal authority to discipline members for failure to comply with the Code.

52. At the time of the mission a government sponsored bill was before the Parliament which
would amend the POCA to impose certain AML/CFT preventive obligations on professional legal
advisers in independent practice when they are involved in financial transactions. Arrangements for
the Bermuda Bar to act as an SRO for compliance monitoring and enforcement are under
consideration, but modalities have not yet been determined. Subsequent to the mission, on June 22,
2007, the amendments to POCA dealing with preventive measures for lawyers were approved.

53. Notaries - Notaries must be a barrister or attorney. The main function of notaries in Bermuda
is to verify identities and authenticate signatures. They do not prepare or carry out financial
transactions for clients.

54. Accountants - Approximately 12 public accounting firms, including both local and
international, operate in Bermuda, including offices of the 'Big Four'. Many firms specialize in
insurance, given the dominance of that sector in the Bermudian economy. In addition to traditional
auditing and accounting functions, some public accounting firms, through affiliates, are licensed trust
service providers, and some are providers of company services (CSPs). The Institute of Chartered
Accountants of Bermuda (ICAB) is the statutory governing body for public accountants. ICAB is
formally affiliated to the Canadian Institute of Chartered Accountants. Membership in the ICAB is
required to act as a public accountant. A small number of professional accountants who are not public
accountants offer various other accountancy services such as general accounting or business advisor
services. [See comment above under section 1.4.]

55. Like lawyers, accountants are not currently subject to the explicit AML/CFT preventive
obligations of the POC Regulation 1998, and are also covered by the generalized requirements for
SAR reporting under Section 46 (2) of POCA. There is no regime for monitoring and enforcing
compliance by accountants with this SAR reporting requirement.

56. At the time of the mission a government sponsored Bill was before the parliament that would
amend the POCA to impose AML/CFT preventive requirements on public accountants in limited
circumstances. Subsequent to the mission, on June 22, 2007, the amendments to POCA dealing with
the AML/CFT obligations of public accountants were adopted as law. Arrangements for the ICAB to
act as an SRO for compliance monitoring and enforcement are under consideration, but modalities not
yet been determined.

57. Trust Service Providers and Company Service Providers (TCSPs) - Bermuda firms offer
an extensive range of trust services, and company formation and management services. Provision of
trust services is a regulated activity under the Trusts (Regulation of Trust Business) Act 2001. Some
33 licensed Bermuda companies, with combined employees of over 300 individuals, offer the full
range of trust services with a market emphasis on discretionary trusts for high net worth families. The
regulatory regime focuses on conduct of business, including AML/CFT preventive measures. Trust
service providers are categorized as Fls and are subject to the POCA requirements for FIs. BMA is
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the supervisor of trust companies; it has a well developed supervisory program that includes oversight
of compliance with AML/CFT requirements.

58. Some 30-40 firms provide CSP services, including company incorporation applications,
company administration, provision of directors, and registered offices. The main company service
providers are law firms. The Bermuda Bar Act 1974 restricts persons who may be engaged to prepare
a memorandum for incorporation to lawyers and accountants. Presently about 90 percent of the
applications for incorporation are submitted by the two largest law firms.

59. As of the time of the mission, CSPs were not regulated nor were they subject to specific
AML/CFT preventive measures. Amendments to the POC Regulations were being drafted that would
bring CSPs within the scope of POCA. It is anticipated that BMA will be charged with responsibility
for oversight of CSPs.

60. While CSPs are not currently regulated, integrity risks in the company formation process are
mitigated by other controls. The Companies Act 1981 requires identification of beneficial ownership,
both at the time of incorporation and on an on-going basis, necessitating a certain level of CDD by
CSPs. Prior to acceptance by the Registrar of Companies, all company applications are individually
vetted by the BMA, including the conduct of independent due diligence on the beneficial owners and
the controllers of the company.

61. Non-Profit Organizations - Under the Charities Act 1978, every charitable organization in
Bermuda wishing to undertake money-raising activities must apply to the Registrar General to be
registered as a charitable organization. Approximately 400 charities are registered under the above
legislation and they have total revenues of approximately USD 84 million per year. (This total
excludes the Bermuda Hospital Board which alone has total annual revenue of approximately USD
120 million.)* Many of the registered charities are small, with half having annual revenues of USD
25,000 or less. Several large international charities have affiliates registered in Bermuda, e.g., Red
Cross, World Vision, Salvation Army. While most funds raised in Bermuda appear to be applied
locally, several registered charities raise funds for overseas assistance. Organizations which carry out
charitable activities in Bermuda, but which do not solicit funds from the public, are not required to
register. No information is available on the scope of these activities, but some locally-based
foundations and charitable trusts are understood to be active on the island.

62. Applications for registration are considered and authorized by the Charities Commission, an
official, all volunteer advisory board. Registration formalities are streamlined and straightforward,
including listing of officers and directors, statement of objectives, explanation of how funds will be
raised and applied, and a summary of latest financial information. The Charities Commissioners
reviews applications to confirm the public benefit of the charities’ activities, and the reputation and
capacity of the applicants. Charities are required to maintain general financial records and to fill an
annual financial statement with the Registrar General. The Commission is of the view that the files on
charities at the Register General were not well organized or up-to-date, somewhat handicapping their
usefulness for either the authorities or the public. Access to the files is permissible but cumbersome,
including payment of fees. In recent years the authorities have not encounter significant illegalities in

* Source: Urban Institute Survey of Charities in Bermuda 2005; Maio &Co analysis.
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the NPO sector aside from misappropriation of small balances. The financing of terrorism has not
been a focus of official oversight.

1.5 Overview of commercial laws and mechanisms governing legal persons and arrangements

63. Bermuda is not a significant incorporation jurisdiction. As of the end of March 2007, there
were only 16, 742 companies and 906 partnerships registered in Bermuda. Their make-up is as
follows:

Box 7. Companies and Partnerships Registered in Bermuda

Exempt companies 13,091
Overseas companies 499
Local companies 3,152
Total 16,742
Exempt partnerships 839
Overseas partnerships _67
Total 907
64. Companies - Three types of companies may be formed under the Companies Act 1981:

limited liability companies, companies limited by guarantee, and unlimited liability companies. The
Companies Act 1981 distinguishes between companies which are foreign owned, defined as
exempted companies, and those which are owned by Bermudians, defined as local companies. Only
local companies which are owned by at least 60 percent Bermudians and meet other specific statutory
criteria may carry on business in Bermuda, unless the company has the express permission of the
Minister of Finance. Overseas or “permit” companies are non-Bermudian companies that are
authorized by the Minister to carry on business in or from within Bermuda through a local branch.

65. Both the Companies Act 1981 and the Exchange Control Act 1972 impose requirements to
disclose the owners of companies and charge the BMA to vet the chain of ownership and the
beneficial owners. BMA vetting of all owners is required at the time of incorporation. Vetting of non-
resident owners is required when there are transfers of equity securities to or from persons who are
non- residents. Beneficial ownership information reviewed by the BMA is confidential and is
maintained by the Authority on behalf of the Minister of Finance.

66. The register of companies is maintained by the office of the Registrar of Companies, an office
within the Ministry of Finance. The Companies Act 1981 gives the Minister a variety of powers to
compel compliance with the Act and to sanction non-compliance. Companies formed under laws of
another country who carry on business in Bermuda are required to obtain a permit issued by the
Minister of Finance under Section 134 of the Companies Act 1981. Permission requires a full vetting
of beneficial ownership by the BMA. The register of permits is maintained by the Registrar of
Companies. There is no requirement under the Companies Act 1981 to disclose subsequent changes
of ownership for overseas companies unless specified in the permit. There is no sanction if an
overseas company misrepresents the beneficial owners. However, the Minister of Finance has the
power to revoke the permit.
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67. Under Section 130 of the Companies Act 1981, every exempted company must have:
o two directors resident in Bermuda; or
. a director or secretary ordinarily resident in Bermuda; or
. a director or resident representative ordinarily resident in Bermuda; or
. in the case of a company with shares of which are listed on an approved stock exchange,

a resident representative.

68. For local companies, it is generally accepted that one or more directors will reside in
Bermuda.
69. Under Section 65 of the Companies Act 1981, every company must have a registered office in

Bermuda and maintain at its registered office an up-to-date register of members. Information
pertaining to the share register must be retained in Bermuda. It is an offence not to make the register
available to the public. Publicly held companies listed on an appointed stock exchange are not
required to have information about the ultimate owners of its shares.

70. Trusts - Bermuda does not require trusts (as distinguished from unit trusts registered as
mutual funds, of which there are around 109) to be registered and there are no reliable figures
available on the number of trust relationships, nor of the amount of assets held in trust. It is believed,
however, that the number of trusts and amount of property held in trust are substantial. Bermuda
follows the common law with regard to the formation of trusts. The Trustee Act 1975, which is
similar to the UK legislation Trustee Act 1925, makes general provisions for trusts in Bermuda and
provides for the duties and powers of trustees.

71. The 1987 UK Trustee Act, which makes provisions of the Hague Convention on Trusts
applicable in the UK, has been extended to Bermuda and has been enacted in domestic law, under the
Trusts (Special Provisions) Act 1989. The Trusts (Special Provisions) Act 1989 follows closely the
provisions of The Hague Convention on Trusts pertaining to conflict of laws and provides a general
descriptive definition of the characteristics of a trust.

72. Provisions dealing with trusts formed for non-residents (settlors or beneficiaries), or where the
assets settled in the trust are located outside of Bermuda, are the same as those for domestic trusts.
The Trusts (Special Provisions) Act 1989 allows for the establishment of a purpose trust, other than
for charitable purposes, under specified conditions. There is no general requirement for trusts to be
registered.

73. All persons who hold themselves out as carrying on the business of offering the services as a
trustee are required to be licensed under the Trusts (Regulation of Trust Business) Act 2001. Trust
services businesses are subject the POC Regulations 1998 and supervised as FIs by the BMA. In
common with all institutions regulated for the purposes of proceeds of crime, trust service providers
must know the identity of the settlors, as well as the protectors and the beneficiaries of trusts.

74. Persons carrying on trust business in Bermuda are required to be licensed under the Trusts
(Regulation of Trust Business) Act 2001, whether or not the trusts are governed by Bermudian or
foreign law. They are also a regulated entity under the POCA and have similar obligations as trustees
of domestic trusts regarding the identity of settlors, beneficiaries and protectors.
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75. Where companies are owned by trusts the persons authorized to incorporate the companies of
a trust must submit at the time of incorporation to the BMA as the agent of the Minister of Finance
information about the trust in particular the identity of settlors and beneficiaries.

76. Partnerships - There are two types of partnerships which may be established under Bermuda
law: ordinary partnerships and limited partnerships. Some partnerships must be registered; a process
which includes official vetting of partners by the BMA. The registration requirement depends on the
residency status of the partners and on where the partnership will carry on business. In general, when
all partners are Bermuda residents or non-exempted Bermuda registered companies, no registration
or official vetting is required. In cases where one or more of the partners is a non-resident or an
exempted Bermuda registered company, registration and official vetting of partners by the BMA is
required to identify ultimate beneficial owners.

77. Foreign partnerships, whether ordinary or limited, which intend to operate in or from Bermuda
must register as overseas partnerships, including full vetting of partners by the BMA. Also, all
limited partnerships, regardless of the residency status of partners, must be registered, including
vetting of partners by the BMA. Exempted partnerships and overseas partnerships must appoint a
resident representative in Bermuda and maintain a registered office.

78. Foundations - Foundations may be formed as companies limited by guarantee. The provisions
pertaining to companies under the section dealing with companies would apply to foundations
incorporated under the Companies Act 1981, or under private Act, and subject to the Companies Act
1981. A charitable trust may also use the term foundation in its name.

1.6 Overview of strategy to prevent ML and FT
a. AML/CEFT Strategies and Priorities

79. While the authorities indicate that they have developed and reviewed an AML strategy
coordinated through the NAMLC, it does not seem to have been formally adopted as a national
strategy with clearly formulated and implemented components, e.g. in setting out policies, goals,
action plans, priorities and accountabilities. Some measures have been taken under each of the
“strategy”” components (e.g. establishment of law enforcement coordination and international
cooperation arrangements) outlined below. However, implementation has been generally limited, as
the legal, regulatory, and institutional requirements and arrangements to combat ML/FT remain
relatively unchanged since the last AML/CFT assessment in 2003. Bermuda describes its strategy as
consisting of the following five components:

¢ Enhance AML Enforcement Initiatives.

¢ Undertake Additional Public/Private Sector Education and Collaboration.
e Supervisory, Regulatory and Law Enforcement Agencies Coordination.

e Strengthen International Cooperation.

¢ Amendments to Legislation and GNss.
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b. The institutional framework for combating ML and FT

80. The National Anti-ML Committee (NAMLC) advises government on AML issues and
provides guidance with compliance with the AML regime. It also facilitates the coordination of
activities among the relevant government authorities and agencies concerned with AML issues. The
NAMLC consists of the Financial Secretary (Chairman); the Attorney General; the Permanent
Secretary of the Ministry of Labour, Home Affairs and Public Safety; the Chairman and CEO of the
BMA; the Commissioner of Police; and such person appointed by the Ministry of Finance.

81. The BMA is responsible for the regulation and supervision of banking and deposit-taking
business; insurers; collective investment schemes/mutual funds; investment services providers; the
Bermuda Stock Exchange; trustees; and the Credit Union. Insurers, Exempt Investment Service
Providers, Exempt Trust Service Providers and Company Services Providers are not supervised by the
BMA.

82. The FIU is part of the Commercial Crime Department of the Bermuda Police Service and
administers the provisions of: (i) the Proceeds of Crime Act 1997 as amended in 2000; (ii) the
Proceeds of Crime (Money Laundering) Regulations 1998; (iii) the Anti-Terrorism (Financial &
Other Measures) Act 2004; and (iv) the United Nations Terrorism Order (The Terrorism [United
Nations Measures] Overseas Territories Order 2001). The FIU, as a law enforcement agency and unit
within the Bermuda Police Service, exercises powers under the Police Act 1974.

83. The Customs Department is responsible for the monitoring of cross-border movements of
currency and goods. All information relating to customs offences or suspicious cross-border
movements of currency and goods are forwarded to the Joint Intelligence Unit (JIU), which is a
multidisciplinary agency comprising the Police, HM Customs and US Customs. The JIU controls the
collecting, collating and dissemination of revenue and drug intelligence to the relevant authorities.

84. The Office of the Director of Public Prosecutions (“DPP”) is responsible for prosecution of
offences including those under the ML and FT legislation. This Office is also responsible for making
applications for forfeiture and confiscation of property. The Attorney-General’s Chambers deal with
the non-criminal aspects of the AML/CFT regime. It is the central authority responsible for receiving
requests from overseas authorities to obtain evidence locally for use in connection with criminal
proceedings or investigations in the requesting country.

c. Approach concerning risk

85. The authorities have not conducted a systemic ML/FT risk assessment to support
implementation of AML/CFT measures. In addition, the current legal and regulatory framework does
not provide basis for applying risk-based approaches to AML/CFT that would include enhanced CDD
measures for higher risk activities. The AML Regulations and GNs, however, provide for exempted
or reduced customer identification requirements, but there is no established basis for such exemptions
or reduction in CDD. The GNs contain some of these exemptions/simplifications, particularly with
respect to insurance and investment services, that can adversely affect implementation of effective
AML/CFT controls in these sectors. These provisions are described in section 3 of this report.
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86. There is a common view in both the public and private sectors that a main source of ML in
Bermuda is domestic drug-trafficking. This view may be influenced by the fact that a large majority
of SARs filed to date relate to suspected drug-trafficking, reflecting a key limitation under current
legislation that requires suspicious activity reporting only when it relates to drug-trafficking. By
international comparison, the incidence of drug trafficking in Bermuda is small, given the size of the
population and domestic economy, and the fact that Bermuda is not known to be a significant drug
producing, consuming or transit country.

87. Bermuda is more significantly exposed to ML/FT risks connected with activities in its very
large international (offshore) sectors including in the banking, trust, investment/mutual fund services
and life and investment components of the insurance sector. Neither the “strategy” described above
nor the mutual evaluation questionnaire focuses on such risks as a priority area for action. On the
contrary, at the time of the mission the law only required reporting of suspicious activity relating to
drug trafficking, and the AML Regulations specifically exempt certain business activities from the
AML regime e.g. life insurance business. The authorities acknowledge that the international business
sector is more vulnerable to ML. There is, however, no knowledge or expressed view with respect to
vulnerabilities in the system to FT.

d. Progress since the last IMF/WB assessment or mutual evaluation

88. Apart from a few changes to the POCA and the GNs, the only significant new legislation
enacted was the Anti-Terrorism (Financial and Other Measures) Act 2004. Progress in other areas for
the AML/CFT regime since the AML legislation and GNs were brought into force in 1998, and the
last IMF assessment in 2003, has generally been slow. This notwithstanding that the bar was raised
considerably with the revision of FATF 40 in 2003, and the introduction of a new assessment
Methodology shortly thereafter. More recently, the quantification of effectiveness in the ratings of the
FATF 40+9 Recommendations was also a significant change resulting in a more rigorous process for
assessing compliance.

89. A Bill to amend the POCA has been recently introduced before the Parliament to strengthen
certain aspects of the regime, and draft new AML Regulations have been recently prepared and issued
for consultation. In addition, the mission was informed that new draft Guidance Notes are also being
considered to reflect the proposed changes to the Regulations. It is important to note that soon after
the last IMF mission in 2003, draft revisions to the 1998 Guidance Notes were prepared but as of the
date of the current mission, these had not been finalized and implemented. The main changes
proposed in the Bill to amend the POCA and draft new Regulations are as follows:

90. POCA Bill:

. Sharing of information between the FIU and BMA and with other jurisdictions.
Vetting of employees and audit tests of AML systems.

. Voiding of contracts when the parties know or should have known that they were related to
ML activities.

. Granting the Minister of Finance powers to make AML Regulations relating to lawyers,

accountants and corporate service providers.
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Granting powers of search and seizure under the Criminal Justice (International Cooperation)
(Bermuda) Act 1994 (the CJICBA).

Information orders.

Temporary freezing orders.

Post mission, the authorities informed the mission team that the POCA amendment Bill was
passed in June 2007, along with a new Financial Intelligence Act to establish an administrative
FIU, as well as amendments to the CJICBA. Proposed POC Regulations are also being drafted
to bring them in line with international standards and both recent and forthcoming legislation.
Key changes introduced by the draft Regulations include:

The reference to a person licensed under the Investment Business Act 2003 is to be
extended to include not only those entities licensed under the IBA 2003 but also persons
who, in the course of their business, handle client money or assets;

The definition of those persons within the insurance sector that are to be regarded as
subject to the Regulations will be amended. The policy objective in the insurance sector
remains to make subject to the Regulations only those insurance firms whose business is
susceptible to ML abuse. This includes those engaging in the underwriting and/or
placement of life insurance and other investment-related insurance business, including
single premium annuities.

Certain additional financial activities, which can be conducted without the businesses
being financially regulated, also will now be included in the definition of ‘regulated
institution’. Specifically, this relates to persons in the business of lending money to the
public, engaging in financial leasing, providing financial guarantees or commitments and
money service providers’;

It is further proposed to extend the scope of the term ‘regulated institution’ to cover a
range of non-financial businesses and professions, including lawyers, accountants, and any
person carrying on the business of corporate (or partnership) service provider;

The mission reviewed these proposed changes in the legislative regime, identified certain
remaining gaps and lack of clarity in some of the provisions and recommended a thorough review to
ensure full compliance with the FATF Recommendations, and the result of this assessment.
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2 LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Regulations
2.1  Criminalization of ML (R.1 & 2)

2.1.1 Description and Analysis

Legal Framework: The Proceeds of Crime Act 1997; Proceeds of Crime (Money Laundering) Regulations
1998

92. Criminalization of ML (c. 1.1 - Physical and Material Elements of the Offence): Sections 43-45 of
POCA set out the ML offence under Bermudian law. Section 43 refers to the basic offence of concealing or
transferring proceeds of criminal conduct, Section 44 to assisting another to retain such proceeds, and Section
45 to acquisition, possession or use of such proceeds in a manner consistent with the Vienna and Palermo
Conventions. In addition, Sections 479(5) and 491 of the Criminal Code 1907 (hereinafter the “Criminal
Code”) provide that the use of the term ‘money’ includes all forms of money. However, Bermudian law does
not provide for the offence of possession of criminal property by the perpetrator of the predicate crime, as
required by Article 3(c)(i) of the Vienna Convention and Article 6(1)(b)(i) of the Palermo Convention.

93, The Laundered Property (c. 1.2): Sections 4(1) (definition of property), 5 (value of property) and 6
(gifts) of POCA provide for a wide-ranging definition of property, including property that directly or indirectly
represents the proceeds of crime. Section 2(2) provides that the term ‘property’ includes property wherever
situated.

94, Proving Property is the Proceeds of Crime (c. 1.2.1): There are no requirements in Sections 43, 44
and 45 of POCA of a prior conviction of a predicate offence; however, according to the authorities, the
evidence at trial for the ML offence must be able to establish criminal conduct as an element of the ML crime,
without the need for proof of all of the elements of or reference to a specific offence, on the part of the
defendant or the person on whose behalf the defendant is laundering proceeds. In the area of ML, however,
although there have been no ML cases prosecuted in the last three years, and only one in the last five years, the
authorities are confident that it would be possible to convict for a ML offense without a conviction for the
underlying predicate offense.

95. The Scope of the Predicate Offences (c. 1.3): Under the definition of ‘criminal conduct’ in Section 3
of POCA, predicate offences consist of drug-trafficking offenses and ‘relevant offenses,” which are other
indictable offenses, i.e., serious offenses that must be tried in the Supreme Court. See Sections 4 and 13 of the
Criminal Code. The term ‘criminal conduct’ is used in the criminalization of the ML offenses under Sections
43, 44 and 45 of POCA. Hence, under Bermudian law, predicate offences include a range of offences in each
of the designated categories of offences.

96. Threshold Approach for Predicate Offences (c. 1.4): All serious offences constitute predicate
offenses under Bermudian law as stated in Section 3 of POCA which contains the definition of the term
‘criminal conduct.” In some cases, the same crime may be tried as either an indictable offense or as a lesser
crime, a summary offense, allowing the prosecutor, in their discretion, to obtain lesser or greater penalties,
depending on the nature of the crime. See, for example, Section 48 of POCA, which provides for both types of
offense. Indictable offenses include both felonies and misdemeanors, according to the interpretation of
‘indictable offense,” Section 3 of the Criminal Code.
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97. Extraterritorially Committed P